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Abstract:Encryption basically follow two different approaches, the first being encrypting the images through
encryption algorithms using keys, the other approach involves dividing the image into random shares to maintain the
images secrecy. Chaotic encryption of images is the better approach for cryptography. The chaotic encryption
algorithms have several advantages over the traditional encryption algorithms like high security, speed, sensible
computational overheads and computational power. The Chaos theory that aims to disadvantage of existing algorithm
In recent years, a large type of cryptanalytic algorithms supported chaos are argue and most of them are verified to
achieve success by adopting the normal permutation-diffusion design. However, one downside these strategies largely
hold is that they need very little reference to the plaintext or, to be precise, the link between them is quite less. The
downside makes the encoding algorithms prone to the known-plaintext and chosen-plaintext attack. In addition, the
secret keys are unit stationary at the most times, and that they can’t be elite dynamically by the corresponding plain
image pixels. So as to beat these disadvantages mentioned higher than, we have a tendency to introduce a new chaos-
based image encoding rule with dynamic key choice mechanisms. During this we have a tendency to gift a dynamic
keystream sequence cluster choice mechanism (DKSGSM) and a dynamic keystream choice mechanism (DKSM).
They powerfully enhance the connection between the plaintext and also the encryption scheme. Especially, the
DKSGSM and DKSM expand the choice vary of the keys and permit us to pick out the keys dynamically by the
corresponding plaintext pixels. What’s a lot of, by adopting the bidirectional encryption, we are able to unfold the
influence to the complete image once a little modification in plain image and this could greatly increase the protection
level of our encryption technique.

KEYWORDS: Dynamic keystream sequence group selection mechanism(DKSGSM),Dynamic keystream selection
mechanism(DKSM),ImageEncryption,Chaos,Permutatio, Diffusion.

I. INTRODUCTION

Nowadays, in conjunction with the dramatic development of intelligent devices, web of things (IOT) and high
definition (HD) multimedia system, the transmission of most of knowledge in our life, like document, audio, video,
particularly image info seriously rely on the network. On the one hand, the pc has brought convenience to our way of
life, however, on the opposite hand, the network will be used by the criminals to get the lead, leading to potential risk
to people’s privacy extraordinarily. So the issue of whether the data is safe in transmission has aroused wide concern in
the public. Generally speaking, digital image is characterized with some intrinsic features such as bulk data, high pixel
correlation and redundancy. The commonly used encryption methods, such as DES, AES, Blowfish and other
algorithms are mainly designed for the textual information rather than the digital image information. Chaotic system is
a nonlinear system, having the complex pseudo randomness and outstanding confusion rules. It is very sensitive to the
initial conditions and management parameters, therefore any little initial deviation are exponential amplified. At
identical time, it is determined by scheme equation, system parameters and initial conditions. Owing to the
characteristics of chaotic system with uncertainty, randomness, randomness and extremely sensitivity of initial values,
a series of fantastic coding algorithms supported chaotic systems are projected. Indeed, these new ways mentioned
higher than strengthen the connection between the secret writing methodology and therefore the plaintext and improve
the safety level, however, some issues area unit still unresolved: (1) In some algorithms, the swapped positions of the
permutation stage lack of the reference to the plain image. Though elements of them take into account the connection
with the plaintext, it still cannot unfold the secret writing impact to the complete image once one element is modified.
And at it slow, the dynamical vary is merely restricted to the following elements of the modified picture element. (2)
Whether or not within the scrambling stage or within the diffusion stage, as long because the initial values and
management parameters square measure a similar, the encoding secret's additionally a similar. The key couldn't be
chosen dynamically by the plain image. And this makes the cryptography ways ineffective to known-plaintext and
chosen-plaintext attack. (3) Most of algorithms tend to require the low dimensional chaotic systems to code the image,
however, tiny key house and weak resistance to the brute force cannot make sure the security of cryptography. In
addition, an excellent deal of chaotic encoding ways employs quite one chaotic system to come up with the key
streams, what’s additional, the chaotic state variables generated with high computation quality aren't used sufficiently
and these cause the wasting of system resources and time. supported the on top of analyses, during this paper, we have
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a tendency to introduce a brand new chaos-based image encoding rule with dynamic key choice mechanisms. This new
algorithmic rule will satisfy the protection needs we have a tendency too expected and well overcome the failings
existing in most cracked algorithms by up them in three elements. Firstly, we have a tendency to use the hyperchaotic
system to get the key streams, therefore it not solely overcomes the flaw of low dimensional chaotic system mentioned
however conjointly improves the key space greatly. Secondly, so as to beat the failings we tend to adopt constant
hyperchaotic system instead of two or more chaotic systems to get secret keys, downgrading the quality of hardware
implementation. What’s a lot of, we tend to gift a dynamic keystream sequence cluster choice mechanism (DKSGSM)
and a dynamic keystream choice mechanism (DKSM), so the rule incorporates a robust reference to the plaintext pixel
and therefore the key may be chosen dynamically by DKSGSM and DKSM, and these improve the use of chaotic state
variables and enhance the flexibility of the strategy to resist the known-plaintext and chosen-plaintext attack. Lastly, so
as to beat the limitation of traditional scrambling encoding methodology, we tend to adopt the twoway encoding,
namely, forward encoding and backward encoding. Within the forward encoding stage, it contains the forward
confusion and forward diffusion whereas within the backward encoding stage, it's created of backward confusion and
backward diffusion. The forward cryptography operates the constituent from the primary one to the last one whereas
the backward cryptography is beginning with the last one and ending with the primary one. The yank scholar Fridrich
hints the classical image cryptography schemes in 1998 . This design consists of two stages, alleged the permutation
and diffusion. In the permutation stage, we modify the placement of every picture element within the original image to
destroy the special distribution and native correlation, creating the image unable to be knownwithin the second stage,
the plain image picture element is cloaked consecutive by the pseudo random sequence that is generated by the chaotic
system to switch the picture element price. Most of chaos-based ways eventually reach satisfactory results per the 2
stages, like novel pixel-level scrambling approaches [2,3,4], bit-level confusion ways [5,6,7], increased diffusion
schemes [8], improved key stream generator ways [9]. However, we have a tendency to should notice that typically
encrypting a picture solely with the chaotic systems cannot guarantee the enough security, particularly adopting the
low dimensional chaotic systems. Most of algorithms are evidenced insecure [10, 11, 12, 13]. The analysis found that
one in every of the foremost deadly reasons is that the cryptography method has very little reference to the plaintext.
Zhang et al. [13] conferred a completely unique image cryptography technique mistreatment permutation-diffusion
design and skew tent chaotic map, Eslami et al. [11] gave Associate in Nursing improved technique supported referee.
[13], and recently Akhavan et al. [10] cryptanalyzed this improved algorithmic program mistreatment differential
attack and located it absolutely was not sensitive enough to the plain image. The disadvantage makes the cryptography
algorithms susceptible to the known-plaintext and chosen-plaintext attack. Recently, a series of algorithms looking on
plaintext are conferred [14, 15, 16]. In Ref. [15], Ye et al. presented a block chaotic image secret writing technique
with a self-adaptive model. By introducing a blunder idea, the initial values are often combined with the plaintext in
each spherical. In Ref. [14], Chen et al. incontestable a nonlinear scrambling approach and a dynamic state variable
choice mechanism, and each secret key employed in permutation and diffusion stages are often determined
dynamically by the corresponding plaintext constituent. In Ref. [16], Zhang et al. put forward a brand new secret
writing theme with a temp-value feedback AND an expand XOR operation. The keys used were generated from the
supplying map whereas the initial values were calculated by the plain image.

Il. OBJECTIVE
Obijective of this project is to securing the communication method whereas transmission or delivering the information.
Also the aim of this technique is to produce the replacement for existing formula that area unit less Secured as

compared to current method that we tend to area unit approaching during this project. This can even be used as
replacement for wellliked formula like DES, AES, RSA, BLOWFISHBIock digram of the proposed system
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Figure 1: Image Encryption Process [17]
IV.METHODOLOGY

This new algorithm can satisfy the security requirements we expected and well overcome the flaws existing in most
cracked algorithms by improving them in different parts.

1. Key Generation Module:

i) Hyperchaotic system:

The hyper chaotic system to come up with the key and key streams and conjointly improves the key space. In this same
hyper chaotic system are going to be used instead of two or additional chaotic systems to come up with secret keys.
Low dimensional chaotic systems have the benefits of easy structure and straightforward operations, however, weak
resistance to brute-force attack and tiny key house cannot guarantee the enough security of the steer. Therefore, using
the high dimensional hyperchaotic system may be a more sensible choice. A four-dimensional hyperchaotic system
with four system parameters and four initial conditions can be modeled by Equation (1).

k= a(y - x)
j= x4+ dxdoy M)
w=xy-bz
g=vz +hkw

In addition, the chaotic sequences also perform better randomness. Therefore, the security of confidential data can be
improved extremely by employing it.

i) The DKGSM:

It is a dynamic keystream sequence group selection mechanism, and it's an advance to boost the link of the coding
technique and plaintext and increase the use quantitative relation of chaotic state variables.We regard the plain image
with size M x N as PO and it has been resized to a one dimensional array P from the upper-left corner to the lower-right
corner. These pixels are defined by P = {P(1), P(2),......, P(n)}, where n =M x N. Firstly, we need to divide the chaotic
state values calculated from Eqg. (1) into groups. The detailed steps are as follows: firstly, in order to avoid the harmful
effect of transitional procedure, we iterate the hyperchaotic system (1) for N, (N, > 500) times from (X, , Yo , Zo » Wo )
by Runge—Kutta algorithm with step length h = 0.001, where N is a constant. Next, we continue to iterate the
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hyperchaotic system for M x N times to obtain four block realnumber sequences with size of M x N, Namely, X =[x, ,
Xo ooXn bY=V1, Yoy oo 251021, 22, ..y Z0 ], W= Wy, Wy, ..., W, ], where n = M x N. Then,we set:

4o =[}] A= 5] Az= [ii:.-]’f*ﬁ = [;]’H =[]
45 =[7] (2)

Then, we provide a variable, denoted by index1, index1 = T1%6. T1 is a nonnegative integer, which is calculated from
the plaintext pixels. We assume that if index1 = i, selecting the A to generate the key stream, i€[0, 5]. We calculate the
T1 value by the following formulas (3) and (4),
0; if maxi(ai = 0, (3)
yo = A ai i
MXNXmaxa) Coherwise.

T1 =mod (floor (yo x 10°) ,M x N) (4
Where a;is the ith element value of the array P,max(a;)represents the maximum value of P, floor(x) returns the value
nearest integers less than or equal to X, mod(X, y) returns the remainder after division.

iii) The DKSM:

The DKSM is to demonstrate the way to assign the chaotic

state variables from the keystream sequence cluster designated by DKSGSM to inscribe every constituent dynamically.
Confusion Strategy: Permutation of pixels of

pictures is finished by some chaotic maps and treated as confusion method Diffusion Strategy: whereas in diffusion
method, the conversion of constituents in an exceedingly distinctive manner such even a tiny low variance in an
exceedingly pixel of the authentic input image stimulate the corresponding encrypted image to be assessed otherwise.
2. The confusion strategy by nonlinear operations

In the permutation method, the swapped array P1 is obtained by nonlinear pixel scrambling operations. What’s more, it
should be pointed out that the permutated array is directly grown on the array P, and it does not allocate new space to
store the confused element. For any pixel in plaintext, it will be swapped with another one located after it, as shown in
Figure 2. The concrete nonlinear pixel swapping operations are conducted by Eqgs (5) — (8), and the creation of P1(X) is
illustrated as follows.

| P(1) | PQ) ‘ P3) I - ‘ P(Y) IP(\"I)H\‘+1) l’(\ﬂ)lm\'«l)l - ‘I‘t-l)' P(a)
(a) The 1th swapping

| PQ3) | PQ) I L) | - | PY) l'("‘l)l’i\'*ll P(Y43) P\\"J)I - ll’(l—l)l P(m)

PI(1) f

(b) The 2th swapping

| P3) ||’<“‘4)1 (U] | . [ PCY) |P(\'*|) Pl\"fl)’l’(\'*.‘) P(2) I - lP(-l)| P(m)

PI(1) PIQ) t
(c) The 3th swapping

| P3) IP(\HJI PY) l - l Pa) IP(\"H) POY+2)| P(Y+3)| P(2) | - IP(-—I)I P(n)

PI(1) PIQ2) PIG)

(d) The 4th swapping
Figure 2:Confusion Strategy by non linear operations[17]

Step 1:

For the current element in location X, the corresponding swapped position X’ is firstly calculated by Eq. (5). Where,
K1(X) is the Xth secret key chosen by the DKSM. P1(X-1) is the value of the previous swapped element. Especially,
P1(0) is a initial value given in advance, X€[1, M x N], X’€[1, M x N].

Step 2:

Compute P1(X) and the updated pixel value at X with Egs. (6) — (8), where P(X) represents the Xth element in array
P, the exchange(a, b) means exchanging the value of a and b.
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X' = X+ mod (K100 4 P1(£- 1), 00N - X4 1) ()
POY) = PIX+ mod((KICY) +PLK-1), OOV -X+1) ()
exchange P, Y 7

PL(Y) = P(X) ()
Encryption Process: The plain image PO (M x N) is resized to a one-dimensional array P from the upper-Ileft corner to
the lower-right corner.
Step 1: Perform one round permutation operation in forward direction
Step 2: Perform one round diffusion operation in forward direction
Step 3: Perform one round permutation operation in backward direction from the last pixel to the first one.
Step 4: Perform one round diffusion operation in backward direction from the last pixel to the first one. Then, resize
the diffused array to a two dimensional matrix with the size of M x N, and the cipher image is gotten.

Encryption steps:

Firstly, the plain image PO (M x N) is resized to a onedimensional array P from the upper-left corner to the lowerright
corner. The detailed encryption process will be illustrated as follows:

Step 1: Perform one round permutation operation in forwarddirection.

1.1) Employ the hyperchaotic system (1) to obtain foursequences with size of M x N, namely, X = [X1, X2, , X uxn], Y
= [yl, y,2 .o Y MXN ], Z= [Zl , z2 N 4 MXN]y W= [Wl y w2 y ooy W MXN ]

1.2) Divide the X, Y, Z, W into blocks, as shown in methodology.

1.3) Compute the permutation key K1 by DKSGSM and DKSM, and in the forward permutation stage, T2 is denoted
asT20.

1.4) Calculate the exchanging location of the plain image corresponding pixel and scramble the pixel according to Egs.
(5) — (9) with secret key P1(0).

1.5) Return to 1.3) until all elements are confused, then get the permutation array P1.

V. RESULTS

Simulation results will be demonstrated to test the performance of the algorithm. We will be using Matlab to run the
encryption and decryption programs. To test the robustness of the algorithm, security analysis will be performed with
respect to key.

A four-dimensional hyperchaotic system with four parameter and four initial conditions has been modelled.

0
-10 0 10 -50 -20
w X

(c) (d)
Figure 3: Hyperchaotic attractor a (x-y) planeb (x-z)plane ¢ (w-x) plane d (x-y-z) plane [17]

The figure presents the system attractor curves for the hyperchaotic system, when a=36, b=3, c=28, d=-16 ,k=0.5. The
hyperchaotic system has more complex phase space and dynamic property.Also in this algorithm the size of key space
we are excepting around 107 which will make the brute-force ineffective. Also different parameter such as key
sensitivity histogram analysis and differential attackshould be carried out to test the efficiency of the algorithm.

VI. CONCLUSION
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new chaos-based image encryption algorithm with dynamic key selection mechanism is put forward. By employing

the DKSGSM and DKSM, the secret keys which are used in permutation stage and diffusion stage are generated with
the same hyper chaotic system and these keys can be selected dynamically by the corresponding plain pixels. Thus, a
tiny change in the plain image will bring about totally different key stream sequences and cipher image, “one plain
image, one key” can be achieved. In addition, we encrypt the image in bidirectional, contributing a lot to spreading the
encryption effect to the whole image. The algorithm possesses a larger key space, a stronger anti-attack ability, a higher
security level and efficiency. It will have widely application in secure communication.
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