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Abstract: Cloud computing is an internet based computing that provides shared computer processing resources and 

data to computers and other devices on demand. Data sharing has never been easier and less demanding to the advanced 

cloud computing, and the correct examination on the information gives a variety of advantages t both the society and 

people. Data sharing with an extensive number of participants must consider a few issues, includes efficiency, data 

integrity and privacy of data owner. Ring signature is a promising candidate to build an anonymous and authentic data 

sharing system. It allows a data owner to anonymously authenticate the data which can be stored into the cloud or 

analysis purpose. Identity-based (ID) ring signature is an alternative to traditional public key cryptography, based on 

infrastructures (PKI). In PKI have a cost consuming certificate verification which is becomes bottleneck for the solution 

to be scalable. So the ID based ring signature reduces the process of certificate verification.  

  

Key words: authentication, data sharing, cloud computing, forward security 

 

I. INTRODUCTION 

 The wide use of CLOUD has brought incredible comfort for data sharing and gathering. As a delegate illustration, 

purchasers in Smart Grid can acquire their vitality use information in a fine- grained way and are supported to impart 

their own vitality use information to others. From the collected data a report is created, and user can compare their 

energy consumption with others. Not only can individuals gain useful information all the more effortlessly, sharing 

information with others can give a number of advantages to our general society as well. As a representative example, 

consumers in Smart Grid can obtain their energy usage data in a fine-grained manner and are encouraged to share their 

personal energy usage data with others, e.g. by transferring the information to an outsider stage such as Microsoft 

Hohm (Fig. 1). From the gathered information a measurable report is made, and one can think about their vitality 

utilization with others (e.g., from the same square).This ability to access, analyze, and respond to much more accurate 

and detailed data/information from the levels of the electric grid is critical to efficient for energy usage. Due to its 

openness, data sharing is always deployed in an unfriendly environment and vulnerable to a number of security threats. 

In this paper enhance the security of ID-based ring signature by providing forward security. If a secret key of any user 

has been leaked, all previous generated signatures that include this user still remain valid. Taking energy usage data 

sharing in Smart Grid as an example, there are several security goals a practical system must meet, includes: 

• Data Authenticity: In the circumstance of Smart Grid, the measurement usage of energy data would be misleading. 

While this issue can be solved using well known cryptographic tools for e.g., message authentication code or digital 

signatures, one may experience additional troubles at the point when different issues are considered like anonymity and 

efficiency. 

 • Anonymity: Energy usage data sharing system contains large information of consumers, from which one can separate 

the any number of peoples in the home, the types of electric utilities utilized in a specific time period, etc. Thus, it is 

judicial or critical to protect the anonymity of consumers in such type of applications, and any failures to do so may 

lead to unwillingly to share data of consumers with others.  

• Efficiency: The quantity of users in a data sharing framework could be LARGE, imagine a smart grid with a country 

size, and a practical system must reduce the computation and communication cost. 
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Fig. 1. Energy usage data sharing in smart grid. 

 

1.1 Identity Based Ring Signature 

For data authenticity and anonymity identity based ring signature is an efficient solution. 

1.1.1 ID based Cryptosystem 

The traditional open key cryptosystem requires a trusted Certificate Authority (CA) to issue computerized testaments 

that tie clients to their open keys. Since the CA needs to create its own signature on every client's open key and deal 

with every client's declaration. So this is a costly and complex process. To overcome this Identity Based public 

cryptosystem was used. The ID based cryptosystem first introduced by Shamir. In ID based Cryptosystem public key of 

every client’s is generated from a string relating to this current clients freely known information’s (e.g.an email address, 

a private address, and so on). Then the private key generator (PKG) generates private key from its lord mystery for 

clients. This property will avoid the certificates and distribution of implicit public key to each user with in the system. 

To check an ID-based signature, different from the traditional public key based signature, one doesn't have to check the 

certificate first. The elimination of the certificate validation makes the whole verification process more efficient. 

     1.1.2. Ring signature scheme 

In cryptography, a ring signature is a kind of computerized signature that can be performed by any individual from a 

gathering of clients that each have keys. Along these lines, a message signed with a ring signature is embraced by 

somebody in a specific gathering of individuals. One of the security properties of a ring signature is that it ought to be 

computationally infeasible to figure out which of the gathering individuals' keys was utilized to deliver the signature. A 

user can sign anonymously on behalf of a group on his choice, while group members can be totally unaware of being 

conscripted in the group. Any verifier can be convinced that a message has been signed by one of the members in this 

group (also called the Rings), but the actual identity of the signer is hidden. Ring signatures could be used for whistle 

blowing anonymous membership authentication for ad hoc groups and many other applications which do not want 

complicated group formation stage but require signer anonymity. 

1.1.3. Advantage in Big Data 

Due to its characteristic structure, ring signature in ID-based setting has a noteworthy preferred over its counterpart in 

traditional open key setting, especially in the huge data analytic environment. Suppose there are 10,000 clients in the 

ring, the verifier of a traditional open key based ring signature must first approve 10,000 certificates of the 

corresponding client's, after which one can carry out the actual verification on the message and signature combine. In 

difference, to verify an ID-based ring signature, just the identities of ring client's, together with the pair of message and 

signature are needed. As one can see, the elimination of certificate validation, which is a costly process, saves an 

extraordinary amount of time and calculation. This saving will be more critical if a higher level of anonymity is needed 

by increasing the number of users in the ring. Thus, as depicted in Fig. 2, ID-based ring signature is more preferable in 

the setting with a huge number of clients such as energy data sharing in smart grid: 
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Fig 2. A solution based on ID-based ring signature. 

 

• Step 1: The energy data owner (say, Bob) first setups a ring by picking a gathering of clients. This phase just needs 

public in general character data of ring individuals, for example, private addresses, and Bob does not require the joint 

effort (or the assent) from any ring individuals. 

• Step 2: Bob uploads his own information of electronic utilization, together with a ring signature and identity 

information of all ring individuals. 

• Step 3: By confirming the ring signature, one can be guaranteed that the information is for sure given out by a valid 

resident (from the ring individuals) while can't make sense of who the resident is. Henceforth the efficient of the 

information supplier is guaranteed together with information realness. In the interim, the confirmation is productive 

which does not include any declaration confirmation. 

First ID-based ring signature scheme was proposed was proven secure in the random oracle model. Two constructions 

in the standard model were proposed. Their first construction however was discovered to be flawed, while the second 

construction is only proven secure in a weaker model, namely, selective-ID model. The first ID-based ring signature 

scheme claimed to be secure in the standard model is due to Han et al. under the trusted setup assumption. However, 

their proof is wrong and is pointed out by. 

1.1.4. Key Exposure 

Ordinary digital signatures have a fundamental limitation: If the secret key of a signer is compromised, all the 

signatures of that signer become worthless. This may become quite a realistic threat since if the secret key is 

compromised, any message can be forged. All future signatures are invalidated as a result of such a compromise, and 

more importantly, no previously issued signatures can be trusted. Once a leakage has been identified, there may exists 

some key revocation mechanism to be involved immediately in order to prevent the generation of any signature using 

the compromised secret key. However, this does not solve the problem of forge ability for past signatures. It is not 

possible to ask the signer to re-issue all previous signatures due to many physical and practical limitations. The problem 

of key exposure in a ring signature scheme is more serious. In ring signature schemes, if a user’s secret key is exposed 

to an adversary, the adversary can generate not only ordinary digital signature for any documents, but he can also sign 

any documents on behalf of the group. More badly, the group can be defined by the adversary due to the spontaneity 

property of ring signature schemes. The exposure of one user’s secret key not only requires changing the public key 

pairs for the whole group, but also renders all previously obtained ring signatures invalid, because one cannot 

distinguish whether a signature is generated by an adversary after it has obtained one of the secret keys or by the 

legitimate user before the adversary got the secret key. 

Forward-secure signature schemes are designed to resolve the key exposure fundamental limitation of digital signature. 

The goal of a forward-secure signature scheme is to preserve the validity of past signatures even if the current secret 

key has been compromised.   Forward security property means that even if the current secret key is compromised, an 

adversary cannot forge signatures for past time periods. In other words, the forger can only forge signatures for 

documents pertaining to time periods after the exposure but not before. The integrity of documents signed before the 

exposure remains intact. The concept of forward security is to reduce the damage of exposure of any secret key of users 

in ring signature. That is, even when a secret key is compromised, previously generated ring signatures remain valid 

and do not need to be regenerated. 
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II. MOTIVATION 

Public key cryptography and digital signatures are an important building block of today's computer security. However, 

the theoretical foundations of their security are quite weak. The whole security relies on unproven assumptions. For 

high or long term security requirements this is particularly unsatisfying.The RSA algorithm is the most popular 

asymmetric public key algorithm. It can be used for both signing and encryption.. 

 

III. CONTRIBUTION 

In this paper propose the method for signature that is RSA, which is the tool for the secure signature based on RSA 

crypto system. 

 We prove the security of the proposed scheme is provably secure  

 Our implementation have 

1) It is in ID based setting. The elimination of the costly certificate verification process makes it scalable and 

especially suitable for big data analysis environment. 

2) The size of the secrete key is just one integer. 

3) Key update process only requires an exponentiation 

4) We do not require any pairing in any stages. 

 

IV. CONCLUSION 

Motivated by the practical needs in data sharing, introduce a new notion called forward secure ID-based ring signature. 

It allows an ID-based ring signature scheme to have forward security. It is the first in the literature to have this feature 

for ring signature in ID-based setting. Our scheme provides unconditional anonymity and can be proven forward- 

secure unforgeable  
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