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Abstract: When it comes to developing embedded IoT devices, the hardware design is viewed as a critical component
for the successes of the IoT product. In order to ensure the embedded IoT product meets the required function,
consumes low power and is secure and reliable, a lot of challenges are faced by the embedded IoT device manufacturers
during the hardware designing phase of these devices. With the advent of the internet of things or IoT, there has been a
massive growth of the embedded systems market due to the speedy development of the connected devices. The
embedded intelligent connectivity continues to increase at a phenomenal rate as a result of the Internet of things.
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I.

INTRODUCTION

The Internet of Things (IoT) is a system of interrelated computing devices, mechanical and digital machines, objects,
animals or people that are provided with Unique Identifiers (UIDs) and the ability to transfer data over a network
without requiring human-to-human or human-to-computer interaction.
The definition of the Internet of things has evolved due to the convergence of multiple technologies, realtime analytics, machine learning, commodity sensors, and embedded systems. Traditional fields of embedded
systems, wireless sensor networks, control systems, automation (including home and building automation), and others
all contribute to enabling the Internet of Things. In the consumer market, IoT technology is most synonymous with
products pertaining to the concept of the "smart home", covering devices and appliances (such as lighting fixtures,
thermostats, home security systems and cameras, and other home appliances) that support one or more common
ecosystems, and can be controlled via devices associated with that ecosystem, such as smartphones and smart speakers.
There are a number of serious concerns about dangers in the growth of IoT, especially in the areas
of privacy and security; and consequently industry and governmental moves to begin to address these.
The concept of a network of smart devices was discussed as early as 1982, with a modified Coke vending
machine at Carnegie Mellon University becoming the first Internet-connected appliance, able to report its inventory and
whether newly loaded drinks were cold or not. Mark Weiser's 1991 paper on ubiquitous computing, "The Computer of
the 21st Century", as well as academic venues such as UbiComp and PerCom produced the contemporary vision of the
IoT. In 1994, Reza Raji described the concept in IEEE Spectrum as "[moving] small packets of data to a large set of
nodes, so as to integrate and automate everything from home appliances to entire factories". Between 1993 and 1997,
several companies proposed solutions like Microsoft's at Work or Novell's NEST. The field gained momentum
when Bill Joy envisioned device-to-device communication as a part of his "Six Webs" framework, presented at the
World Economic Forum at Davos in 1999.
The term "Internet of things" was likely coined by Kevin Ashton of Procter & Gamble, later MIT's Auto-ID Center, in
1999, though he prefers the phrase "Internet for things". At that point, he viewed Radio-Frequency Identification (RFID)
as essential to the Internet of things, which would allow computers to manage all individual things. Defining the
Internet of things as "simply the point in time when more 'things or objects' were connected to the Internet than
people", Cisco Systems estimated that the IoT was "born" between 2008 and 2009, with the things/people ratio growing
from 0.08 in 2003 to 1.84 in 2010.
II.

EMBEDDED SYSTEM

An embedded system is a controller with a dedicated function within a larger mechanical or electrical system, often
with real-time computing constraints. It is embedded as part of a complete device often including hardware and
mechanical parts. Embedded systems control many devices in common use today. Ninety-eight percent of all
microprocessors manufactured are used in embedded systems.
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Modern embedded systems are often based on microcontrollers (i.e. microprocessors with integrated memory and
peripheral interfaces), but ordinary microprocessors (using external chips for memory and peripheral interface circuits)
are also common, especially in more complex systems. In either case, the processor(s) used may be types ranging from
general purpose to those specialized in certain class of computations, or even custom designed for the application at
hand. A common standard class of dedicated processors is the digital signal processor (DSP).

An embedded system on a plug-in card with processor, memory and external interfaces
Since the embedded system is dedicated to specific tasks, design engineers can optimize it to reduce the size and cost of
the product and increase the reliability and performance. Some embedded systems are mass-produced, benefiting
from economies of scale. Embedded systems range from portable devices such as digital watches and MP3 players, to
large stationary installations like traffic light controllers, programmable logic controllers, and large complex systems
like hybrid vehicles, medical imaging, and avionics. Complexity varies from low, with a single microcontroller chip, to
very high with multiple units, peripherals and networks mounted inside a large equipment rack. Embedded systems are
used in transportation, fire safety, safety and security, medical applications and life critical systems, as these systems
can be isolated from hacking and thus, be more reliable, unless connected to wired or wireless networks via on-chip 3G
cellular or other methods for IoT monitoring and control purposes. For fire safety, the systems can be designed to have
greater ability to handle higher temperatures and continue to operate. In dealing with security, the embedded systems
can be self-sufficient and be able to deal with cut electrical and communication systems. A new class of miniature
wireless devices called motes are networked wireless sensors. Wireless sensor networking, WSN, makes use of
miniaturization made possible by advanced IC design to couple full wireless subsystems to sophisticated sensors,
enabling people and companies to measure a myriad of things in the physical world and act on this information through
IT monitoring and control systems. These motes are completely self-contained, and will typically run off a battery
source for years before the batteries need to be changed or charged.
III.

INTERNET OF THINGS

IoT devices are a part of the larger concept of home automation, which can include lighting, heating and air
conditioning, media and security systems. Long-term benefits could include energy savings by automatically ensuring
lights and electronics are turned off. A smart home or automated home could be based on a platform or hubs that
control smart devices and appliances. For instance, using Apple's HomeKit, manufacturers can have their home
products and accessories controlled by an application in iOS devices such as the iPhone and the Apple Watch. This
could be a dedicated app or iOS native applications such as Siri. This can be demonstrated in the case of Lenovo's
Smart Home Essentials, which is a line of smart home devices that are controlled through Apple's Home app or Siri
without the need for a Wi-Fi bridge. There are also dedicated smart home hubs that are offered as standalone platforms
to connect different smart home products and these include the Amazon Echo, Google Home, Apple's HomePod, and
Samsung's SmartThings Hub. In addition to the commercial systems, there are many non-proprietary, open source
ecosystems; including Home Assistant, OpenHAB and Domoticz. IoT devices can be used to enable remote health
monitoring and emergency notification systems. These health monitoring devices can range from blood pressure and
heart rate monitors to advanced devices capable of monitoring specialised implants, such as pacemakers, Fitbit
electronic wristbands, or advanced hearing aids. Some hospitals have begun implementing "smart beds" that can detect
when they are occupied and when a patient is attempting to get up. It can also adjust itself to ensure appropriate
pressure and support is applied to the patient without the manual interaction of nurses. A 2015 Goldman Sachs report
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indicated that healthcare IoT devices "can save the United States more than $300 billion in annual healthcare
expenditures by increasing revenue and decreasing cost." Moreover, the use of mobile devices to support medical
follow-up led to the creation of 'm-health', used "to analyse, capture, transmit and store health statistics from multiple
resources, including sensors and other biomedical acquisition systems".
Specialized sensors can also be equipped within living spaces to monitor the health and general well-being of senior
citizens, while also ensuring that proper treatment is being administered and assisting people regain lost mobility via
therapy as well. These sensors create a network of intelligent sensors that are able to collect, process, transfer, and
analyze valuable information in different environments, such as connecting in-home monitoring devices to hospitalbased systems. Other consumer devices to encourage healthy living, such as connected scales or wearable heart
monitors, are also a possibility with the IoT. End-to-end health monitoring IoT platforms are also available for antenatal
and chronic patients, helping one manage health vitals and recurring medication requirements. Advances in plastic and
fabric electronics fabrication methods have enabled ultra-low cost, use-and-throw IoMT sensors. These sensors, along
with the required RFID electronics, can be fabricated on paper or e-textiles for wirelessly powered disposable sensing
devices. Applications have been established for point-of-care medical diagnostics, where portability and low systemcomplexity is essential.

Manufacturing
The IoT can realize the seamless integration of various manufacturing devices equipped with sensing, identification,
processing, communication, actuation, and networking capabilities. Based on such a highly integrated smart cyberphysical space, it opens the door to create whole new business and market opportunities for manufacturing. Network
control and management of manufacturing equipment, asset and situation management, or manufacturing process
control bring the IoT within the realm of industrial applications and smart manufacturing as well. The IoT intelligent
systems enable rapid manufacturing of new products, dynamic response to product demands, and real-time optimization
of manufacturing production and supply chain networks, by networking machinery, sensors and control systems
together.
Digital control systems to automate process controls, operator tools and service information systems to optimize plant
safety and security are within the purview of the IoT. But it also extends itself to asset management via predictive
maintenance, statistical evaluation, and measurements to maximize reliability. Industrial management systems can also
be integrated with smart grids, enabling real-time energy optimization.

Design architecture of Cyber-physical Systems-enabled Manufacturiung System
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Measurements, automated controls, plant optimization, health and safety management, and other functions are provided
by a large number of networked sensors. Industrial IoT (IIoT) in manufacturing could generate so much business value
that it will eventually lead to the Fourth Industrial Revolution, also referred to as Industry 4.0. The potential for growth
from implementing IIoT may generate $12 trillion of global GDP by 2030.
Industrial big data analytics will play a vital role in manufacturing asset predictive maintenance, although that is not the
only capability of industrial big data. Cyber-physical systems (CPS) is the core technology of industrial big data and it
will be an interface between human and the cyber world. Cyber-physical systems can be designed by following
the 5C (connection, conversion, cyber, cognition, configuration) architecture, and it will transform the collected data
into actionable information, and eventually interfere with the physical assets to optimize processes. An IoT-enabled
intelligent system of such cases was proposed in 2001 and later demonstrated in 2014 by the National Science
Foundation Industry/University Collaborative Research Center for Intelligent
Monitoring and controlling operations of sustainable urban and rural infrastructures like bridges, railway tracks and onand offshore wind-farms is a key application of the IoT. The IoT infrastructure can be used for monitoring any events or
changes in structural conditions that can compromise safety and increase risk. The IoT can benefit the construction
industry by cost saving, time reduction, better quality workday, paperless workflow and increase in productivity. It can
help in taking faster decisions and save money with Real-Time Data Analytics. It can also be used for scheduling repair
and maintenance activities in an efficient manner, by coordinating tasks between different service providers and users
of these facilities. IoT devices can also be used to control critical infrastructure like bridges to provide access to ships.
Usage of IoT devices for monitoring and operating infrastructure is likely to improve incident management and
emergency response coordination, and quality of service, up-times and reduce costs of operation in all infrastructure
related areas. Even areas such as waste management can benefit from automation and optimization that could be
brought in by the IoT.
There are several planned or ongoing large-scale deployments of the IoT, to enable better management of cities and
systems. For example, Songdo, South Korea, the first of its kind fully equipped and wired smart city, is gradually being
built, with approximately 70 percent of the business district completed as of June 2018. Much of the city is planned to
be wired and automated, with little or no human intervention. Another application is a currently undergoing project
in Santander, Spain. For this deployment, two approaches have been adopted. This city of 180,000 inhabitants has
already seen 18,000 downloads of its city smartphone app. The app is connected to 10,000 sensors that enable services
like parking search, environmental monitoring, digital city agenda, and more. City context information is used in this
deployment so as to benefit merchants through a spark deals mechanism based on city behavior that aims at maximizing
the impact of each notification.
Other examples of large-scale deployments underway include the Sino-Singapore Guangzhou Knowledge City; work
on improving air and water quality, reducing noise pollution, and increasing transportation efficiency in San Jose,
California; and smart traffic management in western Singapore. Using its RPMA (Random Phase Multiple Access)
technology, San Diego-based Ingenu has built a nationwide public network for low-bandwidth data transmissions using
the same unlicensed 2.4 gigahertz spectrum as Wi-Fi. Ingenu's “Machine Network” covers more than a third of the US
population across 35 major cities including San Diego and Dallas. French company, Sigfox, commenced building
an Ultra Narrowband wireless data network in the San Francisco Bay Area in 2014, the first business to achieve such a
deployment in the U.S. It subsequently announced it would set up a total of 4000 base stations to cover a total of 30
cities in the U.S. by the end of 2016, making it the largest IoT network coverage provider in the country thus far. Cisco
also participates in smart cities projects. Cisco has started deploying technologies for Smart Wi-Fi, Smart Safety &
Security, Smart Lighting, Smart Parking, Smart Transports, Smart Bus Stops, Smart Kiosks, Remote Expert for
Government Services (REGS) and Smart Education in the five km area in the city of Vijaywada.
Another example of a large deployment is the one completed by New York Waterways in New York City to connect all
the city's vessels and be able to monitor them live 24/7. The network was designed and engineered
by Fluidmesh Networks, a Chicago-based company developing wireless networks for critical applications. The NYWW
network is currently providing coverage on the Hudson River, East River, and Upper New York Bay. With the wireless
network in place, NY Waterway is able to take control of its fleet and passengers in a way that was not previously
possible. New applications can include security, energy and fleet management, digital signage, public Wi-Fi, paperless
ticketing and others.
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IV.

CONCLUSION

Any technology available today has not reached to its 100 % capability. It always has a gap to go. So, we can say
that Embedded Systems and Internet of Things has a significant technology in a world that can help other technologies
to reach its accurate and complete 100 % capability as well.
o Device work we definitely increase the efficient resource utilization as well as monitor natural resources.
o Minimize human effort: As the devices of IoT interact and communicate with each other and do lot of task for us,
then they minimize the human effort.
o Save time: As it reduces the human effort then it definitely saves out time. Time is the primary factor which can
save through IoT platform.
o Enhance Data Collection
o Improve security: Now, if we have a system that all these things are interconnected then we can make the system
more secure and efficient.
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