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Abstract: Nowadays security is very important to protect our sensitive information in computer or over the internet 
such as in online banking, online shopping, stock market and bill payments etc. Without security our information 
exchanged over internet are not safe. Encryption Algorithms provides the security to the information which is 
exchanged over the internet. In this project we are proposing a new cryptographic algorithm AEDS (Advanced 
Encryption and Decryption Standard) which is developed by combining properties of DES and AES algorithms. Then 
we compared all these three algorithms and we found that AEDS is more secure and robust for data security. 
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I. INTRODUCTION 

 
Nowadays security is very important to protect our sensitive information in computer or over the internet such as in 
online banking, online shopping, stock market and bill payments etc. Without security our information exchanged over 
internet are not safe. Encryption Algorithms provides the security to the information which is exchanged over the 
internet. Encryption algorithms play a big role in providing data security against malicious attacks. There are two types 
of Encryption Algorithms:  
First type is Symmetric key encryption also called private key or one key encryption algorithm. In this algorithm same 
key is used to encrypt and decrypt data, such as DES (Data Encryption Algorithm) and AES (Advanced Encryption 
Standard) algorithms.  
Second type is Asymmetric key also called public key encryption algorithm, which uses one key for encryptions of 
data and other key for decryption of data such as RSA and ElGamal algorithms. 
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Above Fig. 1  shows classification and some invented algorithms of cryptography.  
 
In this paper we are proposing a new cryptographic algorithm AEDS (Advanced Encryption and Decryption Standard) 
which is developed by combining DES and AES algorithms. We expect AEDS will be more secure and robust as 
compared to DES and AES. 
 

II.    LITERATURE REVIEW 

 
In this section, the various performance factors and techniques used for encrypting and decrypting data used by various 
research papers are listed. 
 
In the research paper [1] various experimental factors are analysed. Based on the text files used and the experimental 
results it was concluded that DES algorithm consumes least encryption time and AES algorithm use least memory 
usage. Encryption time differs in case of AES algorithm and DES algorithm. 
 
Paper[2] presents a performance evaluation of selected symmetric encryption algorithms. 
The selected algorithms are AES, DES, and 3DES, RC6, Blowfish and RC2. In the case of changing data type such as 
image instead of text, it was found that RC2, RC6 and Blowfish has disadvantage over other algorithms in terms of 
time consumption. 
 
In the research paper [3] shown a new comparative study between encrypting techniques were presented in to nine 
factors, which are key length, cipher type, block size, developed, cryptanalysis resistance, security, possibility key, 
possible ACSII printable character keys, time required to 170 check all possible key at 50 billion second, these eligible 
proved the AES is better. 
 
Paper [4] surveyed the existing encryption techniques like AES, DES and RSA algorithms along with LSB   
substitution technique. Those encryption techniques are studied and analysed well to promote the performance of the 
encryption methods also to ensure the   security. Based on the experimental result it was concluded that AES algorithm 
consumes least encryption and decryption time and buffer usage compared to DES algorithm, but RSA consume more 
encryption time and buffer usage is also very high. We also observed that decryption of AES algorithm is better than 
other algorithms.  From the simulation result, we evaluated that AES algorithm is much better than DES and RSA 
algorithm 
 
In Paper [5] it is discussed that in     symmetric key encryption techniques the AES algorithm is specified as the better 
solution then follows the blowfish algorithm. In the Asymmetric encryption technique, the RSA algorithm is more 
secure key generation. since it uses the factoring of high prime number hence, the RSA algorithm is found as the better 
solution in this method. 
 

III.     OBJECTIVES AND IMPORTANCE OF RESEARCH TO SOCIETY 

 

Our Objectives are as follows: 

 
We implemented DES, AES and new Cryptographic algorithm AEDS   in Java programming language. Then we 
compared these algorithms based on parameters like encryption time and decryption time. The encryption time is 
considered the time that an encryption algorithm takes to produce a cipher text from a plaintext. The decryption time is 
considered the time that a decryption algorithm takes to reproduce a Plaintext from a Cipher text. 
 
Based on decryption time, we analysed our algorithm is stronger than other two algorithms (AES and DES) or not. 
Our algorithm AEDS is taking more time in decryption as compared to previous algorithms AES and DES, it means 
our algorithm is more complex and not easy to break. So, we can say our proposed algorithm is stronger than others. 
 
Importance of research to society  

 

Nowadays Computers have a huge impact on society and the world will never be again the way it was before 
computers. Research in   one of the field of computer science (Cryptography) has positive impact on humankind and 
society in more ways than we can think of. 
 
 Below are few of the importance of research to society in Cryptography field of Information security. Security of data 
is very important for most online businesses and even home computer users. Client information, online payment 
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transactions, personal files, bank account details - all of this information can be hard to replace and potentially 
dangerous if it falls into the wrong hands. Data lost due to disasters such as a flood or fire is crushing, but loosing data 
in to wrong hands of hackers or a malware infection can have much dangerous impact on humankind and society. To 
prevent data loss and protecting information of user’s cryptographic techniques are used. 
 

IV.      RESEARCH METHODOLOGY 

 

The experiment is performed on three different machines having three different operating systems (Linux, Mac OS X 
and Windows). We have taken different strings and files as plaintext. Then after executing our algorithms we got 
different cipher texts. Now we collected encryption time and decryption time of each plaintext from different operating 
systems. Based on decryption time we decided which algorithm is stronger. 
 
Results: 

 

Encryption time are  shown in the following Tables, When we are taking String( as Plaintext): 
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Decryption time are  shown in the following Tables, When we are taking String( as Plaintext): 
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When we are taking Different size of Files (as Plaintext)  

Encryption time are  shown in the following Tables, When we are taking Different size of Files (as Plaintext): 
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Decryption time are  shown in the following Tables, When we are taking Different size of Files (as Plaintext): 
 

 

 
 

 
 

V.   CONCLUSION 

 
 
Here we combined the concept of DES and AES Algorithms and developed a new algorithm AEDS. We tested 
different inputs like strings and files on theses algorithms (AES, DES and AEDS) on three different Machines. We 
have derived new Algorithm AEDS for data security and found it more robust and secure. Our AEDS Algorithm is best 
option over two individual Algorithms as it over comes the drawbacks of each. Brute force attack is nearly reduced by 
great extent as compare to rest two algorithms. Also, the time shown on the analysis (Fig.2 and Fig.3) are average time 
because the time may vary depend upon the processor availability and processor speed. Encryption and Decryption 
time for AEDS is more than that of individuals as it uses the feistel structure incorporated with DES and AES. The 
proposed AEDS Algorithm performs better. 
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Fig.2 

 

 
Fig.3 
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