
IARJSET  ISSN (Online) 2393-8021 
ISSN (Print) 2394-1588 

   

International Advanced Research Journal in Science, Engineering and Technology 
 

Vol. 8, Issue 4, April 2021 
 

DOI:  10.17148/IARJSET.2021.8435 
 

Copyright to IARJSET                                 IARJSET                                        184 

This work is licensed under a Creative Commons Attribution 4.0 International License 

CLOUD CRYPTOGRAPHY 

 

Pawandeep Kaur1, Devi Sowjanya2, Jagadeesh3, Indramani Sharma4 

Lovely Professional University1,2,3,4 

 

Abstract: cloud computing is a membership - a contract dependent on which you can get network disk space And 

device services. The paper also include some algorithms used in our future. This helps us to save our data from 

breaches and ensure security. 
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INTRODUCTION: 

Cloud computing is attracting a lot of coverage from individuals at home to the US government, both in publications 

and among consumers. And it's not always established specifically. Cloud computing is a membership-a contract 

dependent on which you can get networked disk space and device services. This paper includes the basic concept of 

cloud computing technique and the types of cloud and the techniques of cloud computing, the concept of cloud 

cryptography and how it is useful to us and how it would save our data from breaches and ensures security. The paper 

also includes some algorithms used in cloud cryptography and its application. It also includes the advantages and 

disadvantages of cloud cryptography and how it is used beneficial to us in our future. The main aim of the research 

paper is to give a broad way description of cloud cryptography and its benefits.  

 

CLOUD: 

When you are employed in the software sector, you hear companies claiming their data is processed in the cloud more 

frequently than not. It may be misleading because the company itself wants to use terms that have little to do with the 

goods themselves. The cloud relates to the data and information management mechanism over the internet. Simply 

placed, it allows you to preserve and view data without the need for a hard drive on your device.In the days, the word 

"cloud" was seen as symbolizing the abstract used to describe the layout of the internet. If you think about it, the 

internet appears like a global web that links all people from across the globe, exchanging knowledge and viewing it 

through a number of networks. So, if you use this conceptual representation to describe the cloud, it implies exchanging 

and accessing knowledge over a network medium, particularly the internet. Save the files on your hard disk will, 

though, have little to do with the cloud. The activity already applies to local storage and computational processes. 

Which means your machine hard drive will be physically next to you in order to provide access to all of your valuable 

tools and records. That is how the electronics sector worked for decades. So although several companies are starting to 

utilize the cloud, others also contend that the conventional way to store data is also much superior. 

 

Types of cloud: There are four types of cloud. 

“They are  

1) private 

2) Public 

3) Community 

4) Hybrid “ 

 

Public cloud: hosted,operated and managed by the third party system owned by organization selling cloud services. 

 

Private cloud: The private cloud infrastructure is operated for the exclusive use of an organization. The cloud may be 

managed by that organization or a third party. Private cloud may be on or off-premises. 

 

Hybrid cloud: A hybrid cloud combines multiple clouds (private, public) where those clouds retain their unique 

identities but they are bound together as a unit.  

 

Community cloud: Community cloud means an network built between organizations, typically with the issues of 

mutual storage and data protection. A group cloud may belong to a single-country government, for example. Group 

clouds may be found on as well as off premises. 
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Cloud computing: Cloud storage is a way to exploit the Internet and access on demand applications or other Online 

services. Users share computing resources, bandwidth, disk capacity, memory, and applications.  The services are 

shared with cloud storage, and so are the prices.  

Users will pay as they travel and use just what they need at any moment, bringing the customer down on prices.  

Cloud infrastructure is also very much a market concept.   Cloud infrastructure service vendors, whether they're 

applications, equipment, network, or provi ders data, distribute their offerings over the Internet. 

 

CRYPTOGRAPHY: 

Cryptography is a translation of legible and comprehensible data into an abstract type for the security of privacy. The 

technique of protecting the substance of documents, the term cryptography derives from the Greek word "Kryptos," 

meaning secret, and "graphikos," meaning printing. It is known as cryptography.  It can be in letters, in numerical 

words, in interactive codes, in pictures or in some other type of information; for example, the plaintext is to transmit a 

message in the sender prior to decoding, or the text is to be transmitted to the recipient after decrypting.The data being 

transmitted is classified as cipher code, which applies to the string of "important" data, or ambiguous information, 

which no one, but the receivers, can understand. Exactly through the network, often algae are used to convert plaintext 

into cipher text. It is knowledge that is transmitted.  

This approach is called encryption, that is, a process of transforming legible and readable data into "meaningless" data. 

That implies, that the algorithm is an approach of translating plaintext to cipher text.The key is the entry in the coding 

algorithm and this value will be independent of the plaintext, this entry is used to convert the plaintext into the cipher 

text and various keys can provide various coding text, but the opposite of the key is used within the coding algorithm 

rather than the key on the decipherer side. 

 

 
 

Symmetric key cryptography: Symmetric key cryptography is often referred to as private key cryptography, where 

one person keeps a secret key or exchestrates it between sender and recipient. If a private key encryption is required to 

transmit encrypted messages between two people, a backup of a hidden key must be made accessible to both sender and 

recipient. 

 

 
 

Asymmetric key cryptography: In the dual-key scheme the public key framework is often called, one key encrypts 

the data and another key, related to mathematics, decrypts it. The machine transmitting an encrypted message uses a 

private key chosen which is never exchanged, only the sender is aware. If a device sends the message first by the public 

key of the intended receiver then then again by the private secret key of the sender, the transmitting machine will 
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decode the message by using the hidden key and then the public key of the sender.  The sender and receiver are able to 

authenticate each other using this public-key cryptographic system and preserve the confidentiality of the message. 

 
 

HASHING: 

Hashing is one of blockchain safety's most critical facets.. Two separate keys to encrypt and decrypt a message are both 

used. It also offers faster recovery of results. 

 

Cryptography in cloud computing 

Data cryptography utilizes cryptographic techniques to secure used or processed computer data. Each cloud 

provider-hosted data is secured which helps consumers to easily and safely access public cloud resources. Without 

slowing the transmission of knowledge, cloud cryptography protects vulnerable data. Cloud encryption allows you to 

encrypt sensitive data bearing the power of your corporate IT system. Cryptographical specialist Ralph Spencer Power 

states "in-moving information and cryptographic protection mechanisms security knowledge in resting mode. Without 

the privilege of real, physical oversight of data storage in the cloud, we can only guarantee that the information is 

secured that it is authenticated and that the cryptographic key is held in position. 

Cryptography is a means of securing the individual with the help of codes for authentication and communication. You 

may have read of Bitcoin and Ethereum cryptocurrency. Cryptography is used for the tracking and surveillance of the 

formation of additional units and shielding operations utilizing interchangeables digital means.However, encryption 

offers cloud providers with the same degree of protection by securing protected data. Interestingly, cryptography can 

store confidential data in the cloud without delays. Various organizations describe their cloud storage cryptographic 

protocols to achieve a compromise between protection and performance. Cloud computing access is difficult physically. 

The best way to protect a piece of data is by encryption, thus maintaining power of the secret. For cloud protection 

there are various forms of cryptographic keys. 

 

Cryptographic algorithms used in cloud cryptography 

1) SYMMETRIC ALGORITHMS(BLOWFISH) 

2) ASYMMETRIC ALGORITHMS (DIFFIE HELLMAN) 

3) HASHING ALGORITHMS (SHA, SHA-3, SHA256) 

 

AES (advances encryption standard) 

SKA utilizes the AES Algorithm, the identical key to encryption and decoding. For encryption and decoding by the 

sender and recipient, this algorithm uses a key. The data block is 128 bits, which can be 128 bits, 192 bits and 256 bits. 

It is broken down to 16 bytes in this data cube. The 4x 4 sequence of such 16 bytes is.  The Condition is named this 4x 

4 series. Within such Systems, all internal AES activities are carried out.  

This method is indeed an iterative method which is known as a circular iteration. The entire round number is 10 to 128, 

12 to 192 and 1 4 to 256 bits. 
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DES (Data Encryption Standard)  

DES is a cryptographic device freely available and generally recognized. In the 1970s IBM established this program 

and later it was provided by the NIST.  DES blocks the Chip Algorithm generated to encrypt and decode 64-bit data 

files. For this method, it uses the 64-bit key.  The input key of DES is basically 64-bit, but its actual distance is 56-bit.  

For translating plain text in chip language, DES goes through 16 iterations.  Through a sequence of steps, DES 

translates 64-bit data into 64-bit data. For decryption on the server, the same data measures are taken and the same key 

is used for decryption. 

 

3DES (Triple Data Encryption Algorithm) 

There are several bugs in the DES algorithm and 3DES[19] is intended to fix such weaknesses without creating a total 

new cryptosystem. DES requires a 56-bit key so the key is not adequate to protect private data for consumers or 

organizations. The algorithm of the 3DES uses a 3 key with the EDE function.  3DES increase the key duration by 3 

times and the key size is 168 bit and 3 period 56 times the algorithm. 3DES increases the key duration by 3 times.K1 is 

used for encrypting documents, K2 is used for decrypting documents and K3 is used for the decoding of records again. 

 
 

RSA (Rivest-Shamir-Adleman)  

RSA is one of the popular Asymmetric data block encryption or digital signatures or key-exchange encryption 

schemes.The variable size and encryption component of the algorithm are included.  It is based on the principle of 

numbers and the usage of public and nonpublic key generation of two prime numbers.  These public and non-public 

keys are used for data encryption and decryption.   RSA procedures are split into 3 major steps.1st is the key 

production, 2nd is the encryption process, and 3rd the decryption method.But in its architecture this algorithm has 

several weaknesses, so why it is not suitable for commercial use.  If a key is selected for RSA for a limited value, then 

the encryption mechanism is very poor and if very large values are needed, time is taken and the output is impaired.  

Through using side channel attacks or random chance theory, anybody can quickly decode encrypted data with small 

values for a key generation. 

 

Step 1: Generate the RSA modulus 

The first step starts with the collection and estimation of two primary numbers, p and q and the element N, as indicated. 

N=p*q 
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Step 2: Derived Number (e) 

 

Find a number e to be more than one and less than (p-1) and (q-1) dependent number. The prime condition is that (p-1) 

and (q-1) are not normal except 1 

 

 
 

 

Step 3: Public key 

The pair of numbers n and e listed type the public RSA key and are publicly accessible. 

Step 4: Private Key 

Personal key d from p, q and e is determined. It is the statistical association between the numbers− 

ed = 1 mod (p-1) (q-1) 

Encryption Formula: 

Find a transmitter transmitting the basic text message to a individual with a public key (n, e). In the specified case, 

using the following syntax to encrypt a plain text file. 

C = Pe mod n 

Decryption Formula: 

The method of decryption is rather straightforward and integrates measurement modeling into a structured strategy. In 

view of the private key d of recipient C, the outcome module is measured as − 

Plaintext = Cd mod n 

 

FUTURE SCOPE: 

Cloud storage protection concerns are an ongoing study and experimental area.  

Several issues, one of which is user data and software health, have been found.  Protection of various approaches and 

strategies is possible via cloud providers.  A framework for evaluation is introduced to tackle the problem of choosing 

a cloud provider dependent on customer protection criteria. Cloud cryptography will be a major issue in future because 

now a days everything like databases software’s hardware’s runs using cloud since it takes less space time and less cost 

to build and easy to manage. 

 

CONCLUSION: 

The distribution of information is one of the main health issues for the cloud infrastructure platform. The advent in 

cloud infrastructure transforms the computer technology landscape significantly and eventually renders computation a 

reality. Nonetheless, this offers a broad variety of benefits, but the research community is only drawn to certain 

problems in this area, including the management of services, the regulation of electricity, storage of knowledge. So 

many things need to be studied. Opportunities in this sector are appropriate for a pioneering contribution and lead to 

substantial market development. In our paper we have discussed the basic definition of cloud and types of cloud and 

then gave brief description about cloud computing amd its types then cryptography and some of the algorithms used in 

cloud cryptography and their working. 
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