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ABSTRACT

The traditional function of a signature is to permanently affix to a document in which a person’s uniquely personal,
undeniable self-identification is used as physical evidence of that person’s personal witness and certification of the content
of all, or a specified part of the document. One of the most important biometric authentication techniques is signature.
Every person has his/her own signature which is unique and is used mainly for the purpose of personal identification and
verification of important documents or legal transactions. There are two kinds of signature verifications. They are: static
and dynamic. Static (off-line) signature verification is the process of verifying an electronic or document signature after
it has been made by the person, while dynamic (on-line) signature verification takes place as a person creates his/her
signature on a digital tablet or a device.

The main objective of human signature verification is to prevent signature fraud by malicious people. Online signatures
have many distinctive features whereas offline signatures have lower distinctive features. So offline signatures are more
difficult to verify. Offline signature verification is not very efficient and is slow for a large number of document
verification.

The proposed system is to overcome the drawbacks of offline signature verification. We have proposed a Deep Learning
(DL) based offline signature verification method using tensorflow to verify whether the signature is genuine or forged.
The Deep Learning method used in our study is the Convolutional Neural Network (CNN). It is predicted that the success
of the obtained results will increase if the CNN method is supported by adding extra feature extraction methods and
classify successfully the human hand signature. After the completion of training and validation of the CNN model, the
accuracy of the testing is checked.
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1. INTRODUCTION

To detect the human hand signature, we planned to design deep learning technique so that a person with lesser expertise
in software should also be able to use it easily. The proposed system is to predict whether the human hand signature is
forged or genuine. Samples of more number of images are collected that comprises of different classes such as Genuine
and Forged signatures. Different number of images are collected for each classes that was classified into input images.
we proposed a Deep Learning (DL) based offline signature verification method to prevent signature fraud by malicious
people. The Deep Learning (DL) method used in the study is the Convolutional Neural Network (CNN). It is predicted
that the success of the obtained results will increase if the CNN method is supported by adding extra feature extraction
methods and successfully classify the human hand signature.

The system of human signature verification works on Deep learning algorithm which contains several “layers” of neural
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network algorithms, in which signatures passes through each layer giving a simplified representation of the data to the
next layer. Most of the machine learning algorithms work well on the datasets which have up to a few hundred features.
However, an unstructured dataset that is an image has a large number of features that this process becomes cumbersome
or completely unfeasible. The Deep learning algorithm learns progressively more about the image of the signatures as it
goes through each of the neural network layer. The result of the signature which is real or forged is found on the final
output layer and displayed on the screen.

2. PROPOSED SYSTEM

The handwritten signature is a behavioral biometric which is not based on any physiological characteristics of the
individual signature but on the behavior that changes over time. Since an individual's signature alters over time, the
verification and authentication for the signature will take a long period of time which also includes the errors to be higher
in some cases. Inconsistent signatures may lead to higher false rejection rates for an individual who did not sign in a
consistent way.

The proposed system is to predict the human hand signature identification. Samples of more number of images are
collected that comprised of different classes such Genuine and Forged signatures. Different number of images of the
signatures are collected for each class which is classified into input images. In our project we have proposed a Deep
Learning (DL) based offline signature verification method which is used to prevent signature fraud by malicious people.
The Deep Learning method used in our proposed system is the Convolutional Neural Network (CNN). It is predicted in
our system that the success of the obtained results will increase if the CNN method is supported by adding extra feature
extraction methods and there will be successful classification of human hand signatures.

2.1 Training from Scratch

To train a deep learning network from scratch, we have gathered a very large number of data sets categorized as genuine
and forged. After collecting the datasets, a design of network architecture which learns the features from the signatures
is build and a model is created. For some new applications, or for the applications that has very large amount of output
categories, this model will work well.

2.2 Transfer Learning

The Deep learning algorithms use transfer learning approach, a process that involves fine-tuning of the pre-trained model
of signatures. Our project uses an existing network, such as AlexNet or GoogLeNet, and using that we feed in new data
containing two classes of signatures such as real and forged. After making some tweaks to the network, we perform a
new task, which is categorizing only the features of the signatures rather than other objects. This has an advantage of
needing only less number of data (processing thousands of images, rather than millions) of signatures, so that the
computation time will drop to minutes or hours.

2.3 Feature Extraction
A slightly less common and the more specialized approach of deep learning is to use the network as a feature extractor.
Since all the layers in the deep learning model are tasked with learning certain features from images, we can pull these

features out of the network at any time during the training process. The features extracted can also be used as input to a
machine learning model such as support vector machines (SVM).
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Fig. 1. Phases of human signature verification
2.4 Modules

Import the given image from dataset and training manual CNN

We have to import our data set using keras preprocessing image data generator function also we create size, rescale, range,
zoom range, horizontal flip. Then we import our image dataset from folder through the data generator function. Here we
set train, test, and validation also we set target size, batch size and class-mode from this function we have to train.

To train the module by using AlexNet

To train our dataset using classifier and fit generator function also we make training steps per epoch’s then total number
of epochs, validation data and validation steps using this data we can train our dataset. Training the module using AlexNet
CNN.

To train the module by using LeNet

A Convolutional Neural Network (ConvNet/CNN) is a Deep Learning algorithm which takes an image as input, assigns
importance (learnable weights and biases) to various features in the image of the signature and be able to differentiate
one signature from the other.

Layers in CNN

-

Fig. 2. Layers in Convolution Neural Network

Deploying the model in the django framework and predicting the result

In this module the trained deep learning model is converted into hierarchical data format file (.h5 file) which is then
deployed in our django framework for providing better user interface and predicting the output whether the given
signature is real or forged.

3. IMPLEMENTATION AND RESULT ANALYSIS
3.1 Data Acquisition

Handwritten signatures are collected and some unique features of the signatures are extracted to create knowledge base
for each and every individual. A standard database of both real and forged signatures for every individual is needed for
evaluating the performance of the signature verification system and also for comparing the results obtained using the
other techniques on the same database.
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Fig. 3. Genuine and Forged Signatures
3.2 Pre-Processing

All the signatures are scanned in gray. The purpose of this phase is to make signature standard and ready for feature
extraction. The pre-processing stage improves the quality of the signatures and makes it more suitable for the extraction
of features. The prepossessing stage includes a gray scale signature image which is converted to binary to make feature
extraction simpler. The signatures obtained from signature are in different sizes so, to bring them in standard size, resizing
is performed, which will bring the signatures to standard size 256*256.
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Fig. 4. Pre-Processing of Signatures

3.3 Classification

Each image of the signature goes through a series of convolution and max pooling layers which are in an alternating
fashion. When every image of the signature goes through the convolution process, a predefined number of feature maps
are created which are fed into a max pooling layer and it creates pooled feature maps from the feature maps received from
the convolution layer which is placed before it. This pooled feature map is sent into the next convolution layer and this
process will be continued until it reaches the fourth max pooling layer. The pooled feature map received from the last
max pooling layer is flattened and sent into the fully connected layers. After several rounds of forward and backward
propagation, the model will be trained and a prediction of signature whether it is real or forged can be made.

3.4 Overall Result

After training the images of the signatures using CNN, the database consisting of the signatures are tested and the result
displays whether the corresponding signature is genuine or forged.
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Fig. 5. Sample output generated
CONCLUSION AND FUTURE WORK

Convolutional Neural Networks are a very strong and efficient algorithm that may be implemented on an embedded
device. The aforementioned tests can be used to verify the algorithm's efficacy. The results of all of these tests are
remarkably similar. According to algorithm tests, the training of signature datasets acquired from various angles is a
critical parameter to consider. This intelligent human signature verification system will assist the people in making the
most secure and efficient use of their signatures.

The future work for the project would be to deploy the human hand signature verification model to artificial intelligence
on web applications.
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