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Abstract: Cloud Computing is becoming more popular, and it shares technologies with Grid Computing, Utility 

Computing, and Distributed Computing. Users can construct applications in the cloud and access them from anywhere 

using cloud service providers such as Amazon IBM, Google's Application, Microsoft Azure, and others. Cloud data is 

stored and accessible on a remote server through the use of cloud service providers' services. Because the data is sent 

through a channel to a remote server, security is a big problem (internet). Security concerns must be solved before Cloud 

Computing may be implemented in a business. In this paper, we discuss data security concerns in a cloud-based 

environment, as well as ways for overcoming them. 
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I. INTRODUCTION 

 

Cloud computing is a next-generation internet-based computing system that allows users to access and work with a 

variety of cloud applications with ease and customization. By connecting the cloud application to the internet, cloud 

computing allows users to store and access cloud data from anywhere. Users can save their local data in a remote data 

server by using cloud services. Data stored in a remote data center can be accessed and controlled using cloud services 

offered by cloud service providers. As a result, data kept in a remote data center for processing should be handled with 

extreme caution. 

Cloud computing security is currently the most pressing issue to be solved. Data is at danger if suitable security 

measures are not implemented for data operations and transmissions. Because cloud computing allows a group of people 

to access the same data, there is the prospect of a large data security risk. By identifying security challenges and ways to 

address these challenges, the strongest security measures can be adopted. It is apparent from Fig. 1 that Data Security 

and Privacy are the most crucial and critical factors to address. 

 

 

Figure 1: Data Security and Privacy - Major Inhibitor to Cloud Adoption. 

 

II. LITERATURE SURVEY 

 

In the literature review, several of the recommended solutions for dealing with security challenges in cloud computing 

were reviewed. 

During cloud engineering, Popovi and Hocenski reviewed the security risks, requirements, and challenges that cloud 

service providers confront. Behl delves into the security concerns that come with working in a cloud setting. He also 
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talked about the current security methodologies for securing cloud infrastructure and apps, as well as their shortcomings. 

Cloud computing security, reliability, and availability were examined by Sabahi. He also suggested a workable solution 

to a number of security concerns. Based on a research of cloud architecture, Mohamed E.M et al provided a data security 

model for cloud computing. They also used software to improve their job in the cloud computing Data Security Model. 

Wentao Liu describes some cloud computing systems and examines cloud computing security issues and strategies in 

light of cloud computing concepts. E. Mathisen outlined some of the most important security challenges that cloud 

computing is guaranteed to face, as well as current approaches that address these weaknesses. 

 

III. CLOUD COMPUTING MODELS 

 

Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS) are some of the cloud 

computing service models available (IaaS). Customers use SaaS services to execute applications on a cloud architecture 

since the services are offered by the service providers. Web browsers can be used to access these applications. PaaS 

(Platform as a Service) is a method of renting hardware, operating systems, storage, and network bandwidth over the 

internet. The customer can rent virtualized servers and associated services to run existing applications or develop and test 

new ones using the service delivery paradigm. In IaaS, the customer is given the ability to manage processes, storage, 

networks, and other basic computing resources that are useful for managing arbitrary software. 

 

IV. DATA SECURITY CHALLENGES 

 

As we transition to an internet-based cloud paradigm, we must place a high priority on data security and privacy. Data 

loss or leakage can have a significant impact on an organization's business, brand, and trust. Figure 2 illustrates this. With 

88 percent of Critical and Very Significant issues, data leak protection is the most important factor. Data segregation and 

protection, on the other hand, has a 92 percent influence on security challenges. 

 

 
Figure 2: Data Security Challenges. 

 

Security 

 

There is a risk of data misuse when numerous organizations share resources. To avoid risk, data repositories, as well 

as data that is stored, transported, or processed, must be secured. Data security is one of the most pressing concerns in 

cloud computing. It is critical to offer authentication, authorisation, and access control for data stored in the cloud to 

improve cloud computing security. The three most important aspects of data security are: 
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Confidentiality 

 

The top vulnerabilities should be examined to guarantee that data is safe from assaults. As a result, security tests such 

as Cross-site Scripting, Access Control Mechanisms, and others must be performed to protect data from malicious users. 

 

Integrity 

 

Thin clients are used to give protection to client data when only a few resources are available. To ensure data integrity, 

users should not keep personal information such as passwords. 

 

Availability  

 

Availability is the most crucial issue in some firms that are experiencing significant downtime. It is contingent on the 

vendor's and client's agreement.  

 

Locality 

 

Data in cloud computing is scattered over a number of areas, making it difficult to locate data. When data is relocated 

to other geographical regions, the rules that govern that data may change as well. As a result, with cloud computing, there 

is a problem with compliance and data privacy rules. Customers should be aware of where their data is stored, and the 

service provider should inform them.  

 

Integrity 

 

The system should be secure enough that data can only be edited by those who are allowed to do so. To avoid data 

loss in a cloud-based system, data integrity must be properly managed. To maintain data integrity, all cloud computing 

transactions should adhere to ACID properties. Because HTTP services are used, most online services have a lot of 

challenges with transaction management. Transactions are not supported by the HTTP service, and delivery is not 

guaranteed. It can be dealt with by incorporating transaction management within the API.  

 

Access 

 

Data access is primarily concerned with data security policies. Employees in an organization will be granted access to 

a piece of data according on the company's security policies. Other employees in the same organization are unable to 

access the same data. To ensure that data is exchanged only with authorized users, a variety of encryption algorithms and 

key management procedures are employed. Using various key distribution systems, the key is only distributed to 

authorized parties. Data security regulations must be strictly maintained to protect data from unauthorized users. Due to 

the fact that all cloud users have access via the internet, privileged user access is required. To avoid security risks, users 

might employ data encryption and protection techniques. 

 

Confidentiality 

 

Cloud users store data on remote servers, and information such as data, films, and other media can be saved with a 

single or multiple cloud providers. Data confidentiality is one of the most critical requirements when data is kept on a 

remote server. Users should be informed of which data is stored in the cloud and how accessible it is to protect data 

confidentiality and categorization.  

 

Breaches 

 

Another key security concern to be focused on in the cloud is data breaches. Because the cloud stores enormous 

amounts of data from multiple users, a malevolent user may infiltrate the cloud, making the entire cloud environment 

vulnerable to a high-value attack.  

 

Segregation 

 

Multi-tenancy is one of the most important aspects of cloud computing. There is a risk of data infiltration since multi-

tenancy permits multiple users to store data on cloud servers. Data can be accessed by injecting client code or utilizing 

any application. As a result, data must be stored separately from the rest of the customer's data. Data segregation 
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vulnerabilities can be detected or discovered utilizing tests such as SQL injection aws, Data validation, and insecure 

storage. 

 

Storage 

There are numerous difficulties with data kept in virtual computers. One such issue is data storage reliability. Virtual 

computers must be stored in a physical infrastructure, posing a security concern.  

 

Operation of Data Centers 

Organizations that deploy cloud computing applications must protect user data in the event of data transfer delays and 

disasters. There is a problem with data storage and access if data is not adequately managed. The cloud providers are 

liable for data loss in the event of a disaster. 

 

V. SOLUTIONS TO DATA SECURITY CHALLENGES 

 

Encryption is recommended as a better way to secure data. It is preferable to encrypt data before storing it on a cloud 

server. The Data Owner can provide authorization to a specific group member so that they can quickly access data. To 

control data access, heterogeneous data centric security will be deployed. To strengthen data security in the cloud, a data 

security model that includes authentication, data encryption and integrity, data recovery, and user protection must be 

created. Data protection can be used as a service to secure privacy and data security. 

To prevent data from being accessed by other users, data must be encrypted, which renders the data completely 

unreadable, and standard encryption can complicate availability. Before uploading data to the cloud, users should double-

check that the data is saved on backup disks and that the keywords in the files have not changed. Before transferring to 

cloud servers, calculate the hash of the file to make sure that the data is not tampered with. This hash calculation can be 

used to ensure data integrity, however maintaining it is quite complex. Combining identity-based cryptography and RSA 

Signature can give an RSA-based data integrity check. To separate data from different users, SaaS requires precise 

boundaries both at the physical level and at the application level. In cloud computing, a distributed access control 

architecture can be used to govern access. Credential or attributed-based policies are superior for identifying unauthorized 

users. Permission as a service can be used to tell a user which parts of their data they can access. The owner can assign 

the majority of computation-intensive tasks to cloud servers without revealing the data's contents thanks to a fine-grained 

access control method. For secure data processing and sharing amongst cloud users, a data-driven architecture might be 

built. Threats are detected in real time using a network-based intrusion prevention system. To process huge files of various 

sizes and to provide remote data security It is possible to employ an RSA-based storage security mechanism.  

 

VI. CONCLUSIONS AND FUTURE WORK 
 

Although cloud computing is a new growing technology that offers a variety of benefits to users, it also poses a number 

of security concerns. In this paper, data security concerns are discussed, as well as solutions to these challenges, in order 

to mitigate the risk associated with cloud computing. Concrete cloud computing security standards could be defined in 

the future. Advanced encryption techniques for storing and retrieving data from the cloud can be employed to enable safe 

data access. Proper key management techniques can also be used to distribute the key to cloud users, ensuring that only 

authorized individuals have access to the information.  
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