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Abstract: Secure distributed storage is a newly developed cloud administration that aims to give cloud clients with data
that is not under their control flexible information access while also safeguarding the secrecy of reevaluated information.
One of the most promising methods for ensuring the assistance is CP-ABE (Ciphertext-Policy Attribute-Based
Encryption). Despite this, using CP-ABE may inevitably lead to a cyber attack known as misuse of access accreditation.
We analyse two important incidents of access eligibility abuse in this study, one was on the side of moderately power and
another in behalf of cloud clients, due to CP's built-in ABE's "go big or go away" decoding component. We introduce
CryptCloud+, the first changeable, accountable power, to stop abuse.

l. INTRODUCTION

The dominance of distributed computing may, inadvertently, expose vulnerabilities in the confidentiality of
reappropriated data and the security of cloud clients. This is a specific test to guarantee that key allowed clients can access
close enough to the information that has been moved to the cloud at any time and from any location [3]. One cautious
arrangement is to encrypt data before moving it to the cloud. Nonetheless, as much information sharing and handling as
possible. This is because an information owner must download scrambled data from the cloud and then re-encode it for
distribution (assume the information proprietor has no nearby duplicates of the information). In terms of remote
computing, a fine-grained admission command over scrambled information is beneficial [51]. CPABE (Ciphertext-Policy
Attribute-Based Encryption) [15] could be a strong solution for ensuring information confidentiality while also providing
fine-grained access control. For example, in a CP-ABE-based distributed storage framework, associations (e.g., a college
like the University of Texas at San Antonio) and individuals (e.g., students, faculty members, and visiting researchers of
the college) can first indicate an access strategy over expected cloud user qualities. Authorized cloud users are
subsequently given access credentials (i.e., unscrambling keys) associated with their characteristic sets (e.g., understudy
job, employee job, or guest job), which can be used to gain access to the re evaluated data. As a powerful one-to-many
encryption tool, CP-ABE not only provides a secure solution to protect information stored in the cloud, but it also allows
for fine-grained access control. Existing CP-ABE-based distributed storage frameworks frequently overlook the
possibility of access certification abuse. For instance, a college might use a CPABE-based distributed storage framework
to re-appropriate encoded understudy information to the cloud under certain conditions that are compliant with significant
information sharing and protection regulations (e.g., the government's Family Educational Rights and Privacy Act
(FERPA) and Health Insurance Portability and Accountability Act of 1992 (HIPAA)). The association's top official (for
example, the security director of a college) exposes the framework bounds and gives access accreditations to all customers
(e.g., understudies, employees, and visiting researchers). "Administrator,” "senior manager," "financial officer," "tenured
employees,"” "residency track workforce," "non residency track staff,” "teachers,” "assistant,” "guest,” and additionally
"understudies™) are given to each representativeOnly representatives with ascribes who follow the re-appropriated
information unscrambling approach can get close enough to the understudy data stored on the cloud (for example
understudy affirmation materials). As we all know, the loss of any sensitive understudy data stored on the cloud can have
a wide range of consequences for the organisation and its members (e.g., suit, loss of upper hand, and criminal
accusations). The CP-ABE could help us avoid a security breach from outside attackers. However, when an insider of the
organisation is suspected of doing "wrongdoings" involving the reorganisation of decoding privileges and the movement
of understudy data in plain sight for unlawful financial benefit ,How might we be certain that the insider is responsible?
Is it feasible for you to save vokethecompromised access honours as well? In addition to the foregoing questions, we have
another one that has to do with crucial age authority. In the case of a cloud client, the entrance certification (i.e., decoding
key) is usually issued by a semi-believed power. the client's personality traits How can we be certain that this particular
power will not (reallocate) the produced admission qualifications to others? For example, a college security administrator
releases a teacher Alice's crucial information to a pariah Bob (who is not a campus employee). Using various expertise is
one possible response to the question. In any event, this adds to the cost of correspondence and foundation mailing, while
the problem of harmful intrigue among professionals persists. As a result, we believe that taking on a responsible power
approach to dealing with the entrance certification escrow issue is the preferred method.
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We propose Crypt Cloud+, a responsible power and revocable CP-ABE based cloud storage system with white-box
traceability and examining, to minimise access credential misuse. This appears to be the first realistic solution for safe
fine-grained access control over encoded data in the cloud. In particular, we offer a CP-ABE-based distributed storage
system in our paper. We offer two responsible power and revocable CP-ABE frameworks (with white box recognizability
and evaluation) that are entirely secure in the standard model, referred to as ATER-CP-ABE and ATIR-CPABE,
respectively, based on this (traditional) structure. We present the creation of Crypt Cloud+, which provides the
accompanying highlights, in light of the two frameworks.

1) The capacity to track malicious cloud clients. It is possible to track and identify clients who leak their admission
credentials.

2) Accountable authority. A semi-confident in power who creates and further conveys access (without appropriate
approval) certifications to unapproved user(s), can be identified. This permits further activities to be attempted (for
example criminal examination or common case for harms and break of agreement).

3) Auditing. A reviewer can decide whether a (thought) cloud client is liable in releasing his/her entrance qualification.
4) "Very nearly" zero capacity prerequisite for following. We utilize a Paillier-likeencryptionasanextractablecommitment
intracingmaliciouscloudusersandmorepractically, we don't have to keep a personality table of clients for following
(dissimilar to the methodology utilized in [27]). 5) Rejection of malicious cloud clients. Individual access accreditations
that are not totally fixed in stone to “split the difference” can be rejected. We have two systems in mind to effectively
disown the "traitor(s)." The ATER-CP-ABE provides an expressly renouncement mechanism in which a disavowal list
is specified unequivocally in the calculation Encrypt, whereas the ATIRCP-ABE provides a verifiably renouncement
mechanism in which the encryption does not need to realise the denial list but a key update activity is required
intermittently. As follows, this study builds on our previous work (a meeting version in [35]).

1) We give a traditional structure model for the suggested framework, which is intended for use in a distributed storage
system.

2) A flaw in the gathering variant's reviewing technique is addressed. In the meeting variant, a vengeful customer might
modify the tid of his secret key, and the inspection technique will fail in this case. We tweak the key age computation as
a moderation and add a review rundown to see if the tid has changed.3) We improve the usefulness of the development
(w.r.t. AAT-CP-ABE

3) offered in the meeting variant and exhibit two better advancements, ATER-CP-ABE and ATIR-CP-ABE, respectively.
These advancements enable us to unequivocally or categorically renounce the hostile clients. We also give ATER-CP-
ABE and ATIR-CP-revised ABE's definitions, approach, and related resources.

4) We propose CryptCloud+, a successful and functional solution for secure distributed storage based on the new ATER-
CP-ABE and ATIR-CPABE.

5) We make general enhancements (to our framework) for the vast universe, multi-use, and prime-request setting
scenarios, such that the system given in this paper is more adaptable in real-world applications.

6) Using investigations, we thoroughly analyse the efficacy of the suggested ATER-CP-ABE and ATIR-CP-ABE.
Association. Section 2 will describe our secret methodology and introduce relevant work. Our structural model and plan
objective are depicted in Segment 3. The fundamental information is presented in Segment 4. We define ATER-CP-ABE
and ATIR-CP-ABE in Sections 5 and 6, before introducing their developments and security examination in Sections 7
and 8. The proposed CryptCloud+, a relevant overview, and assessments are presented in Segment 9. Section 10 discusses
anticipated additions to our work. Finally, Section 11 brings the paper to a close.

Il. RELATED WORK AND OUR APPROACH

1. Related Work

Cloud stockpiling looks at new uses for information hoarding, so the information owner no longer has absolute ownership
of the information on the board that is "in the neighbourhood." In any event, due of the separation of information
ownership and access in the cloud [24], information management, programming, physical machines, and stages should
be delegated to cloud specialist firms, leaving the information owner with limited control over virtual machines. Several
cloud-based fine-grained admission control systems have been proposed in the writing to protect the secrecy of cloud
information. By employing the pre-defined catchphrases, accessible encryption enables secure pursuit over ciphertexts.
Clients can examine the accuracy of rethought information and minimise capacity overt repetitiveness using information
review and deduplication. Distributed storage is also seen as a good match for the Internet of Things (IoT) . This is
because the cloud may provide significant capacity and computational resources for 10T devices that are often asset
controlled (e.g., in e-health networks,and vehicular DTN networks. Regardless, this combination poses security and
protection issues. In terms of Attribute-Based Encryption (ABE), Sahai and Waters present the concept of ABE, which
is later formalised by Goyaletal. Goyal et al. define Key-Policy Attribute-Based Encryption (KP-ABE) and Ciphertext-
Policy Attribute-Based Encryption (CP-ABE) in particular (CP-ABE). Since then, a variety of ABE ideas have been
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offered in writing [9], [18], [19], [31], [37], [42]. While these proposals aim to improve efficiency, expressiveness, and
security, they don't address difficulties like recognizability and disavowal. To prevent unauthorised key dispersal across
colluding clients, Li et al. propose accountable CP-ABE . A client-responsible multi-authority CP-ABE framework is
proposed in a later paper . Detectability in white and black boxes 1 Liu et al. have presented CP-ABE frameworks that
facilitate strategy expressiveness in any droning access structure. Ning et al. [30], [32], [34], [36] present a few interesting
CP-ABE frameworks that are both white-box and black-box detectable. Deng et al. present a CP-ABE component for
locating leaked access certifications in a distributed storage environment. Several trait disavowal solutions for CP-ABE
frameworks have also been offered in the literature, such as . In light of ciphertext appointment, Sahai et al. [40] define
the issue of revocable stockpiling and provide ABE with a completely safeguarded development. Yang et al. offer a
reversible multi-authority CP-ABE system that provides security in both directions. More recently, Yang et al. suggest a
property refreshing strategy to achieve the powerful trait change. In any case, the aforementioned research works do not
take into account the dangers of key age authority, the difficulty of evaluating, or the disavowal (of misbehaver). These
are the challenges that this study aims to answer. To achieve the powerful modification on trait, Yang et al. offer a property
refreshing technique .In any case, the aforementioned research works do not take into account the dangers of key age
authority, the difficulty of evaluating, or the disavowal (of misbehaver). These are the challenges that this study aims to
answer.

Our Approach

Below is a brief overview of the approach we use to comprehend the detectability of noxious cloud clients, accountable
power, assessing, and noxious cloud clients renouncement (kindly see Sections 7 and 8 for additional specialised
subtleties). As previously mentioned, we use a Paillier-like encryption [38] as an extractable duty to achieve white-box
discernibility in order to track malicious cloud clients spewing access credentials. Specifically, the extractable
responsibility allows us to commit a client's personality when he or she requests it.

1. Detectability is classified into two categories: white-box discernibility and black-box recognition [33]. White-box
discernibility can be used to figure out "who releases the decoding honour" from a released key, but blackbox
discernibility can be used to figure out "who is responsible for" constructing an unscrambling device with the
corresponding key for access qualification. The accountability is considered part of the qualification. A client cannot
reveal and further "modify" the identity which is" encoded" in the accreditation due to the stowing away and restricting
procedure of the Paillier-like extractable responsibility. We can use a secret entryway for the obligation to recover the
client's character from the comparative accreditation using the calculation Trace. Before proceeding, we suggest that the
entrance qualification perform an entrance accreditation second look for good measure (i.e., using the key second look
for good measure calculation). The second check just in case for entrance accreditation is a deterministic calculation
which is employed to determine if the credential is well formed during decoding. We will have a compelling reason to
preserve a character table if we use the responsibility, which is not typical of the methods provided in. This allows us to
"reduce" the expense of more capacity for following. To achieve responsible power, both the power and the comparing
customer must agree on an admission certification. This makes it impossible for the authority to have "full control" over
the accreditation. The client can get the qualification uac (based on his or her credits and personality) from the authority
via a secure access credential generation protocol. The authority, on the other hand, has no idea which access certification
the client receives. If the power (reallocates) the accreditation uac having a place with the enrolled client (with access
qualification uac) without the client's consent, uac will be different from the uac that the client has with all but a small
probability. The pair of entry accreditation will provide a cryptographic proof of the power's mischief. An auditor can use
a similar technique to determine whether a client is accountable for a certification spill. We For implied renouncement,
the Encrypt activity doesn't have to realize the disavowal list. All things being equal, a calculation KeyUpdate
intermittently gives the wupdate key for all non-repudiated clients. We utilize a (randomsecret)
firstdegreepolynomial(i.e.,f(w) = Ow+a) and f(1),f(t) to share the expert mystery key o between the mystery key and the
update key, where f(1) is utilized for accesscontroland f(t) isforrevocation.Formalicioususers who are in RL, since they
can't get the update keys, they can't decode any new ciphertext. The property of revocability is accomplished by
consolidating the discernibility and the repudiation instruments portrayed previously. Specifically, the recognizability
system ensures that once a client is identifiedmalicious(i.e.leakingcredential),his/heridentity will be set in a denial list. By
utilizing the unequivocal and certain repudiation procedures we presented with the disavowal list, we ensure that any
"new" ciphertext can't be decoded by the "renounced" clients.
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Public Clogd
Fig. 1 CP-ABE based cloud storage system
1. FRAMEWORK MODEL AND DESIGN GOAL

Figure 1 depicts our CP-ABE-based distributed storage framework, along with the following critical elements:

* Before rethinking the (encoded) information to a public cloud, data proprietors (DOs) obfuscate their information under
the applicable access arrangements (PC).

* The PC saves the rethought (encoded) information from DOs and responds to information client requests (DUs)

* Authorized DUs can access the rethought data (for example, by downloading and decoding it).

*Semitrustedauthority (AT)creates system parameters and issues DUs with access accreditations (unscrambling keys).

* The auditor (AU) is trusted by various elements, bears responsibility for review and deny processes, and returns follow-
up tasks and DUs.

The PC is simple yet inquisitive, in that it may inquisitively gather more data about the rethought (scrambled) information
while remaining true to the requirements (for example accurately executing undertakings alloted by DOs). AT is
semitrusted in that it has the ability to (rearrange)access certificates for unapproved individuals while also producing
framework boundaries (to be shared with AU). The framework boundaries shared by AT are duplicated by a wholly
believed AU. DOs encrypt their data to prevent unauthorised access.
AuthorizedDUsmayintentionallyleaktheiraccesscredentialsbysellingthemtoathirdparty. In actuality, access certifications
are more likely to attract potential buyers (in the bootleg market), and the framework double crossers (selling the
accreditations) may never have received them. We anticipate DOs to be able to verify that their reevaluated information
was unusually gotten to, and that the follow technique could also get to the spilled admission qualifications. We'd like to
propose a responsible, revocable CryptCloud with white-box detectability and analysis to meet the following
requirements:

1) Security assurances should be provided, ensuring the confidentiality of information and the flexibility of access
command over scrambled data;

2) Computation should be realistic, minimising the cost of computation spent on follow and revocability;

3) Audit, follow, and disavow procedures must be effective in order to reduce the time it takes to find a framework double-
crosser.

V. BACKGROUND

1 Preliminaries

We define [I] = 1,2,...,l as I N and [0,I] = [I]0 for s R S, where s is chosen at random from S.

Definition 1: An entry structure (separately, droning access structure) on S, where S is the property universe, is an
assortment (individually, droning assortment) A 2S of non-void arrangements of properties. If B,C A: on the off chance
that B A and B C, C A, an assortment A 2S is droning. The sets in An are approved, and the sets that aren't in An are
unapproved.
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Definition 2. (LSSS (Straight Secret-Sharing Scheme) [5]) Definition 2. Consider the attributes universe and prime,
respectively. A top-secret sharing plan with plenty of insider information If (1) the sections of a mysterious s Zp for each
trait structure a vector over Zp; (2) for each entrance structure An on S, there exists a grid M with [ lines and n segments
known as the offer producing network forQ, then Zp acknowledging access structure on S is straight (over Zp).
WedefineafunctionlabelsrowiofM withattribute(i) from S for I = 1,...,I. [5], [34] include further nuance. When considering
the segment vector v = (s,r2,...,rn0), where s Zp is the shared key and r2,...,rn0 Zp are chosen at random. Mv ZI1 p is the
vectorof | sharesofthesecret s agreeing toQ at that point. The attribute (j) "belongs" to theshare (Mv)j, where j [I]. We'll
show the composite request bilinear groupings now. Allow G to be a gathering generator that takes a security boundary
as input and produces a bilinear gathering G representation. G's outcome is defined as (p1,p2,p3,G,GT,e), where p1,p2,p3
are obvious primes, G and GT are cyclic collections of request N = plp2p3, and e: GXG — GT isamapsuchthat: (1)
Bilinearity: u,v G, a,b ZN, e(ua,vb) = e(u,v)ab; and (2) Nondegeneracy: g G, with the purpose of e(g,g) having request N
in GT. From [19], there are more nuanced options.

2 Complexity Assumptions

Assumption 1.

(Subgroup Decision Problem for 3 Primes): GivenagroupgeneratorG,definethefollowingdistribution:G = (N =
plp2p3,G,GT,e) R— G, g R «+— Gpl,X3 R «— Gp3, D = (G,g,X3), Tl R « Gplp2,T2 R < Gpl. The upside of An in
breaking this supposition that is definedas: AdvlG,A(A) = [Pr[A(D,T1) = 1]-Pr[A(D,T2) = 1]|. We say thatG satisfies
Assumption 1 assuming that Adv1G,A()) is an irrelevant capacity of A for any probabilistic polynomialtime (PPT)
algorithmA.

Presumption 2.Define the following conveyance given a gathering generator G: R G, ¢,X1 R Gp1,X2,Y2 R Gp2,X3,Y3
R Gp3, D = (G,9,X1X2,X3,Y2Y3), T1 R G, T2 R Gp1p3.

An's advantage in breaking this presumption is defined as:Adv2G,A() = |Pr[A(D,T1) = 1]

—Pr[A(D,T2) =1]. If Adv2G,A() is an insignificant capacity of for any PPT method, we argue that G satisfies Assumption
2. A. Suspicion 3: Define the accompanying dissemination given a gathering generator G: G = (N = p1p2p3,G,GT,e) R
G,sRZN, g R Gp1,X2,Y2,22 R Gp2,X3 R Gp3 D =(G,9,0%X2,X3,0sY2,22), T1 =e(9,9)s,T2 R GT, T1 =e(9,9)s,T2 R
GT An's advantage in breaking this premise is defined as:Adv3G,A() = |Pr[A(D,T1) = 1]Pr[A(D,T2) = 1]|. If Adv3G,A()
is an immaterial capacity of for any PPT algorithmA, we say that G meets Assumption 4. Hypothesis (I-SDH hypothesis
[7], [13]) The I-Strong Diffie-Hellman (I-SDH) issue in G is defined as follows: Let G be a bilinear gathering of prime
request p and g be a generator of G. As information sources, a (I + 1)-tuple (9,9%x,g9x2,...,gxI) yields a pair (c,g1/(c+x)) Zp
G. A has an advantage in solvingl-SDHinGifPr[A(g,gx,9x2,...,gxI) = (c,g1/(c+x)],where the probability is over the random
choice of x in Z p and the arbitrary pieces eaten byA. If no t-time algorithm has an advantage at least in solving the I-
SDH issue in G, we claim the (l,t,)- SDH suspicion holds.

3 Zero-information Proof of Knowledge of Discrete Log Informally,

The zero-information verification of information (ZK-POK) feature of the discrete log convention allows a prover to
show (to a verifier) that it possesses the discrete log t of a specified gathering component T. The following features of
such a convention are present: zero-information (for example, demonstrating that a test system S may create the view of
a verifier in a protocol without being given the observer as the information) and confirmation of information property
(for example demonstrating that an information extractor Ext can connect with the prover to separate the observer by
means of rewinding procedure) .

4 Terminologies for Binary Tree

A prover can show a proof (to a verifier) that it possesses the discrete log t of a specified gathering component T using
the discrete log convention's zero-information verification of information (ZK-POK). The following features of such a
convention are present: zero-information (for example, demonstrating that a test system S may create the view of a verifier
in the protocol without being given the observer as the information) and confirmation of information property (for
example demonstrating that an information extractor Ext can connect with the prover to separate the observer by means
of rewinding procedure).

V. THE MODEL OF ATER-CP-ABE

1 Definition

ATER-CPABE (Accountable Authority and Explicitly Revocable CPABE with White-Box Traceability and Auditing) is
a CP-ABE plot that can hold the mischievously acting authority responsible, follow the noxious client using an
unscrambling key, determine if the suspect is blameworthy, and expressly repudiate the vindictive client. We looked at
the setup, encrypt, and decrypt calculations in the meeting form [35] and added a repudiation rundown to specifically
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achieve the renouncement of harmful client. We will now display our ATER-CP-ABE plot, which includes the following
calculations:

* Setup(,U) (pp,msk): It returns the public boundaries pp and the expert secretkeymsk when given a security boundary
and a trait universe representation U. It also initialises an empty revocation list RL.

* KeyGen(pp,msk,id,S) skid,S: This is an AT and a client U intuitive convention. For a client with personality id, normal
contributions to both AT and U are pp plus a set of traits S. msk is the anonymous contribution to AT. Furthermore, AT
and U may use a series of random coin tosses as secret information. Toward the finish of the convention execution, U is
given a mystery key skid,S comparing to id and S.

« ct:Oninput pp,aplaintext message m, an entry structure Encrypt(pp,m,A,RL) It produces a ciphertext ct using an over
the universe of characteristics and a repudiation list RL.

* Decrypt(pp,skid,S,ct) m or: Given an input pp, a mystery key skid,S, and a ciphertext ct, it returns the plaintext m if the
characteristic set S of sk meets the ct and id/RL entrance construction. It outputs in any situation.

* KeySanityCheck(pp,sk) 1 or 0: If secretkeysk passes the keysanity check, it outputs 1. In either scenario, the result is 0.
A deterministic calculation [13], [14], which is used to ensure that the mystery key is very much framed in the
unscrambling system, is the key second look for good measure.

« id or |: trace(pp,msk,sk) It evaluates whether sk is very much framed on input pp, msk, and a mystery key sk before
deciding whether sk should be followed. If KeySanityCheck(pp,sk) 1, a mystery key sk is defined as wellformed. It
separates the personality from the sk for a well-formed sk. It then generates a personality that the sk associates with and
adds it to the renouncement list RL. In any instance, it produces an image | demonstrating that sk does not need to be
followed.

« Audit(pp,skid,sk id) blameworthy or honest: This is a clever convention between U and AU for determining if a client
is liable or not.

2 Security

The ATER-CP-ABE plot is safe if the following three conditions are met.

1)1t must satisfy the CP-ABE standard semantic security concept of ciphertext lack of definition under selected plaintext
attacks (IND-CPA).

2) It is impossible for the position to unscramble the key sk to the point where the calculation Trace (using sk as input)
provides a character id and the calculation Audit (using id as input) finds that the relevant client is culpable.

3) It is infeasible for a client to make a decoding key such that the algorithm Auditin dicates that the user is honest.

We define the following games to demonstrate whether a plan meets the previously listed security requirements. The
CPA-IND game. The IND-CPA game for ATER-CPABE is similar to CP-ABE [19], but each crucial question is
accompanied by an express personality, and the aggressor is different. In the Challenge stage, An announces a disavowal
list. The following is how the game works.

* Setup: The challenger sends the public boundaries pp toA after running Setup(,U).

* Query Phase 1: The challenger is adaptively questioned for secret keys relating to the arrangements of property
(idi,Si)iQ1. The challenger calls KeyGen(pp,msk,idi,Si) skidi,Si for each (idi,Si) and sends skidi,Si toA.

* Task: An broadcasts two messages of equal length m0,m1, an entrance structure A, and a disavowal list RL. Note that
none of the questioned quality sets (idi,Si)iQ1 can satisfy A. The test calls Encrypt(pp,m,A,RL) ct and flips an arbitrary
coin 0:1. It transmits the command ct toA.

* Phase 2 of the Query: The challenger is asked for the mystery keys relating to sets of quality (idi,Si)i[Q1+1,Q], but none
of them satisfy A. The challenger calls KeyGen(pp,msk,idi,Si) skidi,Si for each (idi,Si) and sends skidi,Si toA.

* Guess:Agives a hypothesis of 0 0 1,1 for In this game, An's profit is defined as Adv = |Pr[0 =]1/2|.
TheATER-CP-ABEisIND-CPAsecureifallDefinition 3 PPT In the above game, A only has a minor advantage. The game
of the Dishonest Authority. The idea behind this game is that an evil authority will try to create an unscrambling key that
will lead to a client. A game between a challenger and an attackerA defines it.

* Setup: A (as a vindictive power) constructs public boundaries pp and delivers the challenger pp, a client's (id,S). The
challenger takes a second look just in case on pp, and (id,S) cuts the check short if it fails.

» Key Generation: An and the challenger take part in the KeyGen key generation convention to build a decoding key
pallet based on the client's id and S.

* Output: If Trace(pp,msk,sk id) id, and Audit (pp,skid,sk id) liable, A results in a decoding key sk id. In this game, An's
upside is defined as Adv = |Pr[A succeeds]|, where the likelihood is supposed to be control over the irregular coins of
Trace, Audit,A, and the challenger. Definition 4. If every PPTA have just a minor advantage in the aforesaid game,
theATER-CP-ABEisDishonest-Authoritysecure.
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VI. THE MODEL OF ATIR-CP-ABE

1 Definition

An Accountable Authority and Implicitly Revocable CPABE with White-Box Traceability and Auditing (ATIR-CPABE)
is almost identical to the ATER-CP-ABE scheme, except that it verifiably disavows vengeful clients. In contrast to the
previous variant [35], we modify Setup by adding a denial list, Encrypt by adding a current time characteristic, and
KeyUpdate by adding KeyUpdate to ensure that malicious clients are excluded. Aside from the added KeyUpdate
computation and the updated Encrypt calculation displayed as follows, the ATIR-calculations CPABE's are nearly
identical to those of the ATER-CP-ABE:

« The calculation provides the update key skx,RL for time-frame x and delivers it to all non-repudiated clients based on
input pp,msk, a current time property x, and a disavowal list RL.

* Encrypt(pp,m,A,x) ct: a plaintext message m, an entrance structure on input pp It outputs a ciphertext ct with an over
the universe of characteristics and a present time attribute x.

2 Security

ThesecurityrequirementsofATIR-CP-ABEisthesamewith that of ATER-CP-ABE. Essentially, we want to define four
security games, specifically: IND-CPA, Dishonest-Authority, Dishonest-User and Key Sanity Check security games. The
IND-CPA game for ATIR-CP-ABE is like that of ATER-CP-ABE, with the exemption that the enemy doesn't proclaim
the disavowal list during the Challenge stage. The Dishonest-Authority, Dishonest-User and Key Sanity Check security
rounds of the ATIR-CP-ABE is the sameasthatofATER-CP-ABE(seeSection5.2),respectively.

VII. CONCLUSION AND FUTURE WORK

In this work, we have addressed the challenge of credential leakageinCP-ABEbasedcloudstoragesystembydesigning an
accountable authority and revocable CryptCloud which supports white-box traceability and auditing (referred to as
CryptCloud+). This is the first CP-ABE based cloud storage system that simultaneously supports white-box traceability,
accountable authority, auditing and effective revocation. Specifically, CryptCloud+ allows us to trace and revoke
malicious cloud users (leaking credentials). Our approach can be also used in the case where the users’ credentials are
redistributed by the semi-trusted authority. We note that we may need black-box traceability, which is a stronger notion
(compared to white-box traceability), in CryptCloud. One of our future works is to consider the black-box traceability
and auditing. Furthermore, AU is assumed to be fully trusted in CryptCloud+. However, in practice, it may not be the
case. Is there any way to reduce trust from AU? Intuitively, one method is to employ multiple AUs. This is similar to the
technique used in threshold schemes. But it will requireadditionalcommunicationanddeploymentcostand meanwhile, the
problem of collusion among AUs remains. Another potential approach is to employ secure multi-party computation in
the presence of malicious adversaries. However, the efficiency is also a bottleneck. Designing efficient multi-party
computation and decentralizing trust among AUs (while maintaining the same level of security and efficiency) is also a
part of our future work. We use Paillier-like encryption to serve as an extractable commitment to achieve white-box
traceability. From an abstract view point, any extractable commitment may be

employed to achieve white-box traceability in theory. To improve the efficiency of tracing, we may make use of a more
light-weight (pairing-suitable) extractable commitment. Also, the trace algorithm in CryptCloud+ needs to take the master
secret key as input to achieve white-box traceability of malicious cloud users. Intuitively, the proposed CryptCloud+ is
private traceable5. Private traceability only allows the tracing algorithm to be run by the system administrator itself, while
partial/full public traceability enables the administrator, authorized users and even anyone without the secret information
of the system to fulfill the trace. Our future work will include extending CryptCloud+ to provide “partial” and fully public
traceability without compromising on performance.
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