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Abstract: Network security has become a critical global issue for organizations due to the increasing cyber-attack rate.
To enhance organizations' network security, this paper focuses on categorizing the security threat model, which enables
examining the impact of threat classes rather than individual impacts. This paper reviews various threat categorization
models and proposes criteria for classifying information system security hazards in cloud computing. It also investigates
network security vulnerabilities and classifies security concerns using the CIA (confidentiality, integrity, and availability)
triangle. Moreover, this paper explains fundamental concepts and procedures for carrying out various network security
operations in cloud computing using both paid and open-source tools. This research aims to educate and enable
organizations to reduce security threats while having full visibility and control of their infrastructure both in the cloud
and on-premises.
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l. INTRODUCTION

It's crucial to comprehend the cloud concept and architecture before delving into security concerns. Cloud computing has
been one of the most significant developments in recent years, enabling individuals and businesses to access computing
resources and services over the internet. It is a collection of resources that may be scaled up and down as needed. With
little to no interaction with the service provider necessary, it is accessible over the Internet in a "self-service™ paradigm.
Cloud technology opens up new avenues for the delivery of goods and services in terms of both innovation and
affordability. Sharma, & Trivedi, 2014).

Because cloud computing services offer quick access to applications and a decrease in infrastructure expenses, small and
medium-sized businesses employ them for a range of functions (Pareek, 2013). Running applications in the cloud has
several benefits, including cheaper costs due to pooled computing resources, no upfront infrastructure expenses, and the
ability to provision compute resources as needed to meet varying needs. Applications with a high degree of variability in
their resource requirements are thus ideally suited to the cloud computing architecture.

The use of virtualization in data centers has been a crucial enabler in making the dynamic provisioning of computer
resources a reality. Cloud computing offers several benefits, such as scalability, cost-effectiveness, and flexibility,
making it an attractive option for businesses of all sizes. However, cloud computing also poses several security risks,
which need to be addressed to ensure confidentiality, integrity, and the availability of cloud services.

1. THE CLOUD CONCEPTS

The cloud concept refers to the delivery of computing services, including servers, storage, databases, networking,
software, analytics, and intelligence, over the Internet. Cloud architecture involves the distribution of computing
resources across multiple servers and data centers, allowing for easy access to resources and high availability.

There are four main Cloud deployment models in cloud computing, those deployment model refers to the way in which
cloud computing resources are deployed. There are Public Cloud, Private Cloud, Hybrid Cloud, and Community Cloud.

2.1 Public Cloud

Public cloud is a cloud computing model in which the infrastructure, such as servers, storage, and applications, is owned
and managed by a third-party cloud provider. The resources are shared among multiple organizations over the internet,
and users pay only for what they use. Public clouds are highly scalable and cost-effective, making them a popular choice
for small and medium-sized businesses. Examples of public cloud providers include Amazon Web Services (AWS),
Microsoft Azure, and Google Cloud Platform.
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Public clouds offer many benefits, such as flexibility, agility, and accessibility. Users can access their resources from
anywhere with an internet connection, and they can scale up or down quickly based on their needs. However, public
clouds also have some limitations, such as limited customization options and potential security risks due to the shared
infrastructure.

2.2 Private Cloud

In a private cloud model, the cloud infrastructure is dedicated to a single organization and is not shared with any other
organization. The infrastructure can be managed by the organization itself or by a third-party provider. Private clouds are
typically used by organizations with high-security requirements or those that need complete control over their
infrastructure.

Private clouds offer many benefits, such as enhanced security, increased control over resources, and greater customization
options. Private clouds are often used by government agencies, financial institutions, and healthcare organizations that
need to comply with strict regulatory requirements. However, private clouds can be more expensive and less scalable
than public clouds.

2.3 Hybrid Cloud

A hybrid cloud model combines the features of public and private clouds. In a hybrid cloud, some of the resources are
deployed in a public cloud, while others are deployed in a private cloud. This allows organizations to take advantage of
the scalability and cost-effectiveness of the public cloud, while still maintaining control over their sensitive data and
applications.

Hybrid clouds offer many benefits, such as flexibility, cost savings, and improved security. Organizations can use the
public cloud for non-sensitive workloads and the private cloud for mission-critical applications. However, hybrid clouds
can be complex to manage and require a high level of coordination between the public and private cloud environments.

2.4 Community Cloud

Community cloud is a cloud deployment model where a group of organizations with similar requirements share a private
cloud infrastructure to achieve common goals like cost savings, resource sharing, or compliance requirements. It offers
benefits like improved security, customized services, and better collaboration, but requires a high level of trust and
coordination among the participating organizations.

Community clouds are commonly used in industries such as healthcare, finance, education, and government, where
multiple organizations need to share resources while maintaining a high level of security and privacy. Community clouds
can be managed by one of the participating organizations or by a third-party provider. However, community clouds can
be more complex to manage than other cloud deployment models due to the diverse requirements of the participating
organizations.

1. CLOUD COMPUTING SERVICE MODELS

Cloud computing service models describe the level of control and responsibility a cloud provider has over the underlying
infrastructure and software. Cloud computing has transformed the way businesses operate by providing them with flexible
and scalable computing resources, allowing them to focus on their core competencies. Cloud services can be classified
into three categories: Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (laaS) -
offer varying levels of abstraction and control, allowing businesses to choose the model that best fits their needs.

3.1 laasS (Infrastructure as a Service)

laaS is the most basic cloud computing service model, providing virtualized computing resources like servers, storage,
and networking infrastructure. This allows businesses to quickly provision and scale resources as needed, without the
need for physical infrastructure. The customer retains control over the operating system, middleware, and applications,
giving them more flexibility to customize their environment. However, they are still responsible for managing the
application, which can be time-consuming and complex.

3.2 PaaS (Platform as a Service)

Paa$S, on the other hand, abstracts away the underlying infrastructure, allowing developers to focus solely on building,
deploying, and managing their applications. This makes it easier for businesses to quickly develop and deploy
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applications, without the need for specialized infrastructure knowledge. The cloud provider manages the operating system
and infrastructure, which can simplify management and reduce maintenance costs. However, customers have less control
over the environment, which may limit their ability to customize and configure the platform.

3.3 SaaS (Software as a Service)

Saas$ is the most advanced cloud computing service model, the cloud provider offers a complete software application
over the internet. This eliminates the need for businesses to manage the entire stack, from infrastructure to application,
and allows them to focus solely on using the software. This model is ideal for businesses that require ready-to-use
software applications with minimal setup and maintenance requirements. However, customers have no control over the
environment, limiting their ability to customize and configure the software to meet their specific needs.

Cloud computing has revolutionized the way businesses operate, providing access to powerful computing resources
without the need for significant upfront investments in hardware and software infrastructure. This has made it possible
for small and medium-sized businesses to access advanced technologies that were once only available to larger
organizations. By using the cloud, businesses can also reduce their operational costs by paying only for the resources
they use and avoiding the need to maintain and upgrade their own hardware and software infrastructure. However, with
the benefits of cloud computing come several security risks that must be considered. Cloud providers are responsible for
ensuring the security of their infrastructure and services, but customers must also take steps to protect their data and
applications. These risks include unauthorized access, data breaches, loss of data, and service outages. To address these
risks, businesses must implement appropriate security measures, such as data encryption, access control, and monitoring,
and conduct regular security assessments to identify and address vulnerabilities.

V. PROBLEM STATEMENT

Cloud computing has gained popularity in recent years, more than a third of all enterprise organizations worldwide store
data in multiple clouds. The same percentage also keeps data on a private cloud. Having several clouds environment can
lead to more entry points for intruders to your infrastructure. Organizations using different cloud environments frequently
face the problem of less visibility and more complexity, though the public cloud has its own advantages, including the
ability for companies to leverage it for their non-sensitive workloads and their mission-critical workloads in their on-
premises IT infrastructure. But it also lacks visibility and adds a lot of complexity to the overall infrastructure. Even if
using the cloud can save organizations money in the long run and help them operate more efficiently, it also comes with
a number of security dangers for the information and data that is transferred from on-premises to the public cloud. (Behl,
2011). According to Arogundade (2023), the internet is one of the most remarkable inventions in human history, and its
contributions to society cannot be overstated. Nevertheless, a negative consequence of this invention is that it has
facilitated malicious actors in exploiting weaknesses in computer systems and networks, resulting in data theft, financial
losses, and disruption of business operations.

Because of the widespread use of cloud computing, many academics and businesses have begun to weigh in on potential
issues that the technology may face. According to a study by Ghanam et al. (2012), security problems were identified as
a critical issue in 66 of the research articles assessed. Infrastructure was the second-most important issue at 46, and data
management was the third-most important issue at 15. Malicious actors are aiming to take advantage of any new bugs,
data sprawl, application sprawl, and potential cloud infrastructure misconfiguration to attack. The impacts of threats or
attacks vary greatly; some have an impact on the integrity or secrecy of data, while others have an impact on a system'’s
availability.

The cloud is made up of several technologies with intricately interconnected parts like databases, computer power,
networks, etc. Due to the widespread usage of technology, a minor security flaw in a single component might put the
entire system to a halt. This variety makes it exceedingly difficult to maintain security in the cloud. Organizations still
have trouble understanding the threats to their information assets and how to get the right tools to combat them. The goal
of today's cyber-attacks, which come from a variety of sources, is to reveal a company's software and firmware flaws,
and rarely are enough time and resources made available for the most important network security, which poses several
risks to a network's security. The crucial topic at hand is how to protect our network, both in public and hybrid cloud
environments, with more visibility and control.
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V. THE SIGNIFICANCE OF THE STUDY

The significance of this study is twofold. Firstly, it contributes to the growing body of literature on cloud computing
security, which is a critical and rapidly evolving field of study. Secondly, it has practical implications for businesses and
organizations that are considering adopting cloud computing technologies. By identifying the major security challenges
facing cloud computing and proposing mechanisms and solutions to address them, this study can help businesses to make
informed decisions about their cloud computing strategy. Specifically, by implementing the recommendations outlined
in this study, organizations can reduce the risk of data breaches and cyber-attacks, ensure the confidentiality, integrity,
and availability of their data, and maintain regulatory compliance. This, in turn, can help organizations to build trust with
their customers, reduce costs associated with data breaches, and improve their overall operational efficiency. Overall, the
significance of this study lies in its potential to improve the security posture of organizations that are adopting cloud
computing technologies and to foster greater trust in the cloud computing ecosystem

VI. RELATED WORK IN CLOUD COMPUTING SECURITY

Over the past ten years, several research papers have focused on various aspects of cloud computing security challenges.
Furthermore, it is evident that most of the papers that were examined and presented did play a significant role in cloud
security concerns, and these noteworthy, assessed works were the result of extensive research on this subject that was
both perceptive and thorough.

One of the key challenges is the protection of data in transit and at rest. To address this challenge, the use of encryption
techniques has been widely advocated. In their study, Sharma et al. (2019) proposed a hybrid encryption technique that
combines symmetric and asymmetric encryption to ensure data confidentiality, integrity, and authentication. The
proposed technique was evaluated on the Amazon Web Services (AWS) cloud platform, and the results showed that it is
effective in securing data in transit and at rest.

Another security challenge in cloud computing is the management of user access and authentication. To address this
challenge, several access control models have been proposed. In their study, Singh et al. (2020) proposed a role-based
access control (RBAC) model for cloud computing that uses attribute-based encryption (ABE) to ensure data
confidentiality.

The proposed model was evaluated on the OpenStack cloud platform, and the results showed that it is effective in
managing user access and authentication.

(Mathisen, 2011) examines various important cloud computing security challenges (policy, software, and hardware
security), as well as the methods used to lower the risk. According to the author, the use of cloud computing (CC) will
rise in the near future. Because more organizations will transfer their data to cloud servers, which will increase the usage
of cloud computing (CC), this will also attract a sizable number of hackers. Additionally, he claims that by implementing
open standards from the moment CC is adopted, future interoperability and data lock-in issues may be minimized. The
author concluded by stating that security is always addressed after cloud computing adoption and that cloud computing
still lacks security requirements.

If a company wants to use CC but is hesitant because there aren't adequate standards or procedures in place, it might turn
to the Open Cloud Manifesto, the largest open standards movement. Because of how rigid these requirements are, the
majority of businesses do not want to adhere to them.

Panth et al. (2014), discuss the defenses used by the most well-known cloud providers against well-known security
exploits. In a brief overview of the encryption approaches used in the community, a summary of the security measures
used for each cloud provider is provided, with a particular emphasis on the Identity and Access Management (IAM),
encryption, and standards utilized by cloud providers.

Bashir and Haider (2011), offer comprehensive research to highlight the cloud computing security issues that are most at
risk. This evaluation effort also considers the primary security concerns that cloud providers and their customers have
raised in cloud computing by analyzing various security models and solutions.

Kumar et al.(2018), focused on data security concerns, illustrated many types of data security challenges in cloud
computing, and provided a strategy for resolving those security difficulties.

Kaur and Singh (2015) A study of security concerns with cloud computing, which presented the challenges surrounding
data placement, storage, security, availability, and integrity, has been covered in this study. Although it is important to
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highlight that the authors merely describe security risks without outlining potential remedies, this evaluation really
focuses on one of the significant security concerns.

VIL. OVERVIEW OF CLOUD COMPUTING SECURITY

Cloud computing is an innovative technology that provides on-demand access to shared computing resources over the
internet. It has gained popularity due to its scalability, flexibility, and cost-effectiveness. However, this technology comes
with its own set of security challenges (Sharma & Trivedi, 2014). Security is a major concern in cloud computing due to
its multi-tenant nature, where multiple users share a single physical resource, making it difficult to maintain isolation
between them. The security of cloud computing is critical because it involves the storage, processing, and transmission
of sensitive data.

7.1 Security Concerns in Cloud Computing

Several security concerns exist in cloud computing, which includes data privacy and confidentiality, data integrity,
availability, compliance, and regulatory issues (Ghanam et al., 2012). Data privacy and confidentiality are important
issues in cloud computing because the data stored in the cloud can be accessible to several users. Data integrity is another
critical security concern in cloud computing because data can be corrupted, modified, or deleted by malicious users.
Availability is also a major security concern because the cloud is vulnerable to distributed denial-of-service (DDoS)
attacks, making it unavailable to legitimate users.

7.2 Classification of Security Concerns

The classification of security concerns in cloud computing is categorized into four broad categories: data security,
infrastructure security, application security, and compliance and legal issues (Kaur & Singh, 2015). Data security refers
to the protection of data from unauthorized access, data loss, and data leakage (Pareek, 2013). Infrastructure security
deals with the security of the cloud infrastructure, including servers, networks, and data centers (Mathisen, 2011).
Application security focuses on the security of the applications running on the cloud infrastructure (Bashir & Haider,
2011). Compliance and legal issues relate to regulatory requirements and legal obligations that cloud service providers
and users must comply with (Sharma & Trivedi, 2014).

7.3 Fundamental Concepts and Procedures for Network Security Operations

Fundamental concepts and procedures for network security operations in cloud computing include using a multi-layered
approach to security, implementing strict access controls, encrypting data, and implementing intrusion detection and
prevention systems (IDPS) (Niklas Krumm, 2023). The use of firewalls and VPNs can also help protect the cloud
infrastructure from unauthorized access (Panth et al., 2014). Additionally, continuous monitoring and auditing of the
cloud infrastructure can help identify and mitigate security threats in a timely manner (Ghanam et al., 2012).

7.4 Threat categorization models

Threat categorization models are useful for classifying security threats and understanding their impact on information
systems over time. According to Hashizume et al. (2013), the majority of threat categorization models classify security
threats based on the following dimensions:

Attack location: where the threat is coming from
Attack target: what the threat is targeting

Attack method: how the threat is carried out

Attack motivation: why the threat is being carried out
Attack impact: what the consequences of the threat are

Other researchers have proposed alternative models. For instance, Ghanam et al. (2012) propose a hybrid approach that
combines the STRIDE model and the DREAD model. The STRIDE model classifies threats based on six categories:
spoofing, tampering, repudiation, information disclosure, denial of service, and elevation of privilege. The DREAD
model assesses the severity of a threat based on five categories: damage potential, reproducibility, exploitability, affected
users, and discoverability. Kshetri (2013) proposes an institutional evolution framework for understanding privacy and
security issues in cloud computing. This framework identifies four stages of institutional evolution: initiation, expansion,
maturity, and decline. At each stage, different security threats may arise and different institutional responses may be
required. Regardless of the specific model used, threat categorization can help organizations prioritize security measures
and develop more effective risk management strategies. By understanding the types of threats that are most likely to
occur and their potential impact, organizations can allocate their resources more effectively and take proactive steps to
mitigate security risks.
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VIIl. NETWORK SECURITY VULNERABILITIES

Network security vulnerabilities are a major concern in cloud computing because the cloud relies heavily on the internet
for communication between different components. Some of the network security vulnerabilities include data interception,
eavesdropping, and man-in-the-middle attacks (Wieder & Yahyapour, 2013). Data interception occurs when an attacker
intercepts the communication between the cloud service provider and the user. Eavesdropping is the unauthorized
monitoring of network traffic, while man-in-the-middle attacks occur when an attacker intercepts the communication
between two parties and modifies the data before forwarding it to the intended recipient. The shared nature of cloud
computing resources also poses a risk, as VMs from different users may be hosted on the same physical server, making
it possible for an attacker to access other users' data through a compromised VM (Kumar et al., 2018). Network security
vulnerabilities can also arise due to the use of outdated software, unpatched systems, and the lack of proper access controls
(Huang et al., 2023).

8.1 Criteria for classifying information system security hazards in the cloud

Cloud computing presents unique security challenges due to its shared infrastructure, distributed environment, and
dynamic nature. Therefore, we propose criteria for classifying information system security hazards in cloud computing,
including:

e  Attack Vector: This criterion identifies the method used by attackers to compromise the system, such as network-
based attacks, application-based attacks, or physical attacks.

e Attack Type: This criterion identifies the type of attack, such as denial-of-service attacks, data-breaches, or
malware attacks.

e Impact Level: This criterion identifies the level of impact of the attack on the organization, such as low, medium,
or high.

e Target Asset: This criterion identifies the asset targeted by the attacker, such as data, applications, or
infrastructure.

8. 2. Network security vulnerabilities and the CIA Triangle

Network security vulnerabilities can be classified based on the CIA (confidentiality, integrity, and availability) triangle.
Confidentiality refers to ensuring that data is only accessible by authorized individuals or systems. Integrity refers to
ensuring that data is accurate and unmodified. Availability refers to ensuring that data and services are available and
accessible when needed. Network security vulnerabilities can impact one or more elements of the CIA triangle. Some
common network security vulnerabilities include:

e Malware:

e Malware refers to any software designed to harm or exploit a system. Malware can compromise the
confidentiality, integrity, and availability of data and services.

e  Phishing:

e Phishing refers to the practice of tricking users into revealing sensitive information, such as passwords or credit
card numbers. Phishing attacks can compromise the confidentiality and integrity of data.

e Denial of Service (DoS):

e DoS attacks aim to disrupt the availability of services by overwhelming them with traffic or requests. DoS
attacks can compromise the availability of services.

e Ransomware:

e Ransomware is a type of malware that encrypts data on a system and demands a ransom payment in exchange
for the decryption key. Ransomware attacks can compromise the confidentiality and availability of data.

e Man-in-the-Middle (MitM) attacks:

e  MitM attacks occur when an attacker intercepts communication between two parties, allowing them to eavesdrop
on or modify the communication. MitM attacks can compromise the confidentiality and integrity of data.
Cross-Site Scripting (XSS):

e XSS attacks occur when an attacker injects malicious code into a web page, allowing them to execute arbitrary
code in the victim's browser. XSS attacks can compromise the confidentiality and integrity of data. SQL
Injection: SQL injection attacks occur when an attacker injects malicious SQL code into a database query,
allowing them to execute arbitrary commands or steal data from the database. SQL injection attacks can
compromise the confidentiality and integrity of data.

e Insider threats
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o Insider threats refer to threats posed by employees or other trusted insiders who have access to sensitive data or
systems. Insider threats can compromise the confidentiality, integrity, and availability of data and services.
Zero-day exploits

e  Zero-day exploits refer to vulnerabilities in software or systems that are unknown to the vendor or developer.
Zero-day exploits can be used by attackers to gain unauthorized access to systems or steal sensitive data.

IX. THE PROPOSED APPROACHES FOR SECURITY AND VISIBILITY ISSUES

Based on the literature review, there are several solutions that can be adopted to address cloud computing security and
visibility issues. These include:

9.1 Implementing Multi-Factor Authentication (MFA)

MFA is a security mechanism that requires users to provide two or more forms of authentication to access a system. This
can include something the user knows (e.g., a password), something the user has (e.g., a smart card), and/or something
the user is (e.g., a fingerprint). The concept involves users presenting a mixture of authenticator codes in order to confirm
their identity prior to gaining entry to their accounts or servers on your network or systems (Arogundade, 2023).

By implementing MFA, organizations can reduce the risk of unauthorized access to their cloud computing systems and
data. Multi-Factor Authentication (MFA) is an effective security measure that can significantly reduce the risk of
unauthorized access to cloud computing systems and data. MFA requires users to provide two or more forms of
authentication, adding an extra layer of security beyond the traditional username and password. This approach helps to
prevent unauthorized access even if a password is compromised. MFA is a security mechanism that requires users to
provide two or more forms of authentication to access a system. It can include something the user knows (e.g., a
password), something the user has (e.g., a smart card), and/or something the user is (e.g., a fingerprint) (Ibrokhimov et
al., 2019). MFA is an essential component of cloud security as it helps to reduce the risk of unauthorized access to cloud
computing systems and data (Ogbanufe & Baham, 2022).

Implementing MFA is relatively easy and can be done through various methods, such as integrating MFA into existing
authentication systems or using cloud-based MFA solutions. Cloud providers often offer MFA solutions that can be easily
integrated with their platforms, allowing organizations to add an extra layer of security to their cloud systems without
having to manage the underlying infrastructure. Studies have shown that MFA can significantly improve the security of
online accounts and systems (Das et al., 2019). However, user perceptions and mental models of MFA can influence its
adoption and effectiveness (Das et al., 2020). In addition, the use of MFA with a smart card and fingerprint has been
proposed as a secure method for access control in various applications, including parking gates (Insan et al., 2019).

9.2 Encryption

Encryption is the process of converting data into a coded language to prevent unauthorized access. Encryption is a critical
security measure that can protect sensitive data in transit and at rest in the cloud. Encrypting data before it is transmitted
to the cloud can help prevent unauthorized access and protect against data breaches. Encryption works by converting data
into a coded language using a mathematical algorithm, making it unreadable to anyone who does not have the encryption
key. Cloud providers offer various encryption options to help organizations secure their data in the cloud. For instance,
Amazon Web Services (AWS) provides the option to encrypt data both in transit and at rest using a range of encryption
algorithms, including Advanced Encryption Standard (AES) and Secure Sockets Layer/Transport Layer Security
(SSL/TLS) protocols. Similarly, Microsoft Azure offers encryption options for both data in transit and at rest using Azure
Storage Service Encryption (SSE) and Transport Layer Security (TLS) protocols.

Encryption is a crucial security measure for protecting data in the cloud, and there are various encryption algorithms and
techniques available to organizations. One example is an identity-based encryption (IBE) algorithm, which uses a
recipient's identity (such as an email address) as the public key for encrypting data, making it easier to manage and
distribute encryption keys (Cao et al., 2021). Another study discusses the role of encryption in democratic practices in
the digital era and emphasizes the importance of encryption in protecting individual privacy and freedom of speech
(Monsees, 2019). In addition to IBE, there are also various encryption algorithms available for color images, such as the
Advanced Encryption Standard (AES), Rivest-Shamir-Adleman (RSA), and Elliptic Curve Cryptography (ECC)
(Ghadirli et al., 2019). Furthermore, a review and evaluation study of symmetric encryption algorithms highlights the
importance of selecting the appropriate encryption algorithm based on the specific use case and security requirements
(Alenezi et al., 2020). In summary, encryption is a vital security measure for cloud computing, and organizations should
carefully consider the encryption algorithms and techniques best suited for their specific needs.
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9.3 Network Segmentation

Network segmentation is a critical security measure that involves dividing a network into smaller, more secure
subnetworks. This approach can effectively reduce the attack surface and limit the scope of potential security breaches
or attacks. By segmenting a cloud network, organizations can effectively isolate specific systems or applications, limiting
their exposure to potential security threats. Cloud providers offer various tools and services that allow organizations to
segment their cloud networks. For instance, virtual private clouds (VPCs) are private networks that organizations can
create within a public cloud environment. VPCs provide a high degree of isolation and control, allowing organizations
to define their own virtual network topology and IP address range. Organizations can also use access control lists (ACLS)
and security groups to restrict traffic between VPCs and prevent unauthorized access to critical resources.

In addition to VPCs, organizations can also use software-defined networking (SDN) technologies to implement network
segmentation in the cloud. SDN enables network administrators to manage network traffic and security policies through
a centralized controller, providing greater visibility and control over network traffic (Kumar & Shenoy, 2018). SDN also
allows organizations to enforce policy-based segmentation, which automatically segments traffic based on predefined
policies. Network segmentation is a critical security measure that can help organizations reduce the impact of potential
security incidents in the cloud. By segmenting their networks and restricting access to critical resources, organizations
can effectively limit the scope of potential attacks and improve their overall security posture in the cloud.

9.4 Continuous Monitoring

Continuous monitoring involves the real-time monitoring of a system to identify and respond to security threats as they
occur. Continuous monitoring is a critical component of cloud security, as it allows organizations to identify and respond
to security threats in real-time. As noted by Kaur and Singh (2015), continuous monitoring enables organizations to
"detect anomalous activities or suspicious behavior and respond to security incidents in a timely manner." This is
particularly important in cloud environments, where the dynamic nature of the infrastructure can make it challenging to
detect and respond to security incidents.

According to Hashizume et al. (2013), continuous monitoring is an essential security practice in cloud computing, as it
enables organizations to "monitor the security posture of their cloud infrastructure, including the network, servers,
applications, and data." This allows organizations to identify potential security vulnerabilities and respond quickly to any
security incidents that may occur. Continuous monitoring can be implemented using a variety of tools and technologies,
including intrusion detection and prevention systems, log analysis tools, and security information and event management
(SIEM) solutions (Kumar et al., 2018). By leveraging these tools, organizations can gain real-time visibility into their
cloud infrastructure and identify and respond to security threats as they occur. continuous monitoring is a critical security
practice in cloud computing, as it enables organizations to detect and respond to security incidents in real time, reducing
the potential impact of these incidents on their infrastructure and data.

9.5 More Visibility with less Complexity

The idea of hybrid clouds is gaining popularity among organizations running multiple cloud environments. This approach
allows businesses to use the public cloud while maintaining key components of their on-premises IT systems. However,
implementing a hybrid cloud can be complex and expensive to manage, and gaining visibility into the infrastructure can
be challenging. End-to-end visibility is crucial to success in a hybrid context, and individualized dashboards and filters
can help achieve this. Cloud providers offer services to create dashboards with real-time visibility, such as AWS
CloudWatch. Detailed insights into how data moves across various stages of business processes are also important. Tools
like AWS X-ray can aid in the analysis and debugging of distributed applications for developers. To maximize the
effectiveness of a hybrid deployment, IT teams should look for important characteristics in a hybrid monitoring platform
beyond just performance charts. (Mok et al., 2021; Krishnan & Gonzalez, 2015)

9.6 Cloud Access Security Brokers (CASBs)

Cloud Access Security Brokers (CASBs) are becoming an increasingly popular solution for securing cloud infrastructure.
They act as a gatekeeper between an organization's on-premises infrastructure and cloud service providers, allowing
administrators to extend their security policies into cloud environments. By providing a centralized point of control,
CASBs can enforce security policies consistently across multiple cloud services. Cloud Access Security Brokers
(CASBs) have emerged as a crucial security solution for organizations that use cloud computing services. According to
a report by Gartner, "by 2023, 60% of large enterprises will use a CASB to govern cloud services, up from less than 20%
in 2018" (Gartner, 2020)
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One of the key features of CASBs is their ability to provide identity and access management (IAM) capabilities. This
includes features such as single sign-on (SSO), multi-factor authentication (MFA), and role-based access control
(RBAC), which help organizations control who has access to their cloud resources. CASBs can also provide real-time
visibility into user activity, allowing organizations to monitor cloud usage and detect anomalous behavior.

Another important feature of CASBs is their data loss prevention (DLP) capabilities. These features help prevent the
unauthorized sharing of sensitive data by identifying and blocking attempts to upload or download sensitive information.
CASBs can also encrypt data at rest and in transit, providing additional protection for sensitive data.

CASBs are available as cloud-based or on-premises solutions, depending on an organization's needs. Cloud-based CASBs
offer greater scalability and ease of management, while on-premises solutions provide more control over data and
configuration. Ultimately, the choice of which type of CASB to implement depends on an organization's specific
requirements and security needs.

CASBs provide a powerful set of tools for securing cloud infrastructure. By providing visibility into cloud usage,
enforcing security policies, and protecting sensitive data, they help organizations maintain a strong security posture in
the cloud. As such, CASBs are expected to continue to gain popularity in the coming years as more organizations adopt
cloud services.

9.7 Configuration management and auditing

When shifting workloads to the cloud, compliance, and security considerations are crucial. Configuration management
and auditing can help lower security concerns. Advanced hybrid cloud visibility technologies can monitor vulnerabilities
and configuration changes, and proactively audit network ACLs and route tables. Flow logs can be used to compare and
identify aberrant activities and generate alarms. A set of tools native to the cloud is necessary for network visibility in
the cloud. here is a brief overview of how to develop a thorough cloud network visibility program.

visibility program.

Conduct an assessment of your current network monitoring resources to identify strengths and weaknesses.

Choose tools that support both on-premises and cloud environments and allow for centralized management.

Connect network subnets and virtual private clouds (VPCs) to achieve optimal network scalability and design.

Monitor network traffic by gathering flow information for workloads within network segments and subnets (e.g.,

VPC flow logs).

e Maximize security by leveraging security groups and other network access restrictions and keeping logs of
relevant events.

e  Capture network packets, send them to a centralized network visibility and analytics system, and filter out those
that are not needed for monitoring or security purposes.

e Record and analyze network traffic and information using a dedicated network visibility tool.

X. CONCLUSION AND RECOMMENDATIONS

The advantages of cloud computing include rapid system implementation, low costs, abundant storage, and simple system
access from anywhere at any time. Therefore, cloud computing is a clearly emerging technology that is a commonly used
computer environment globally. However, there are several security and privacy issues that make the use of cloud
computing difficult. The vulnerabilities, risks, and attacks that exist in the cloud should be properly understood by all
users of the cloud. This study focused on analyzing the security threats and vulnerabilities in cloud computing and
providing recommendations to mitigate these threats. The analysis of the security threat model revealed that cloud
computing faces a wide range of threats, such as data breaches, denial-of-service attacks, and insider attacks. Network
security vulnerabilities were also identified, such as insecure APIs and poor network design, that could be exploited by
attackers.

Furthermore, the classification of security concerns in cloud computing showed that data security, privacy, and
compliance were major concerns for organizations using cloud services. The study also discussed fundamental concepts
and procedures for network security operations in cloud computing, emphasizing the importance of access control, data
encryption, and regular security assessments.

10.1 Implications of the study

The study highlights the importance of understanding and addressing security threats and vulnerabilities in cloud
computing. The findings have implications for organizations using cloud services, as they need to ensure the security of
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their data and applications in the cloud. The study provides recommendations to help organizations mitigate security risks
and maintain their data's confidentiality, integrity, and availability.

10. 2. Limitations of the Study

One of the limitations of this study is its scope, which focused on analyzing security threats and vulnerabilities in cloud
computing. Further research could explore other aspects of cloud computing security, such as regulatory compliance,
legal issues, and service-level agreements.

3.Future Research Directions

Future research could explore emerging threats and vulnerabilities in cloud computing, such as machine learning-based
attacks and quantum computing attacks. Additionally, the research could focus on developing more advanced security
solutions for cloud computing, such as using blockchain technology to enhance data security and privacy.

10.4 Recommendations for Organizations Using Cloud Computing Services
Based on the findings of this study, organizations using cloud computing services should:

Conduct regular security assessments and audits to identify vulnerabilities and mitigate security risks.

Implement strong access control measures to limit the exposure of sensitive data and applications.

Use data encryption to protect data at rest and in transit.

Ensure compliance with relevant regulations and standards, such as General Data Protection Regulation (GDPR)

and the Payment Card Industry Data Security Standard (PCI DSS).

e  Monitor network activity and logs for suspicious behavior and indicators of compromise.

e Choose a reputable cloud service provider (CSP) that offers robust security measures and provides transparency
into their security practices.

e Establish a comprehensive security policy that outlines roles, responsibilities, and procedures for maintaining
the security of cloud computing services.

e Train employees on cloud security best practices and raise awareness about common security threats and
vulnerabilities.

o Implement multi-factor authentication (MFA) to add an extra layer of security to user logins and access.

¢ Regularly patch and update cloud systems and applications to address known vulnerabilities and reduce the risk
of exploitation.

e  Perform regular backups of critical data to ensure business continuity in the event of a security incident or data
loss.

e Conduct regular incident response drills and develop a response plan in the event of a security incident.

It's important for organizations to continuously assess and evaluate their security posture to ensure that their

cloud computing services remain secure and compliant with industry standards and regulations. By adopting a

proactive approach to cloud security, organizations can minimize the risk of security incidents and protect their

sensitive data and applications from cyber threats.
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