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Abstract: The Intelligent Personnel Recognition and Access Control System is a novel solution that leverages advanced
facial recognition technology to generate unique identifications for individuals along with their names and confidential
keys. Upon recognition, the system provides precise instructions for the person's designated work position. After reaching
the position, the individual authenticates by entering their secret key, enabling them to resume work. This integrated
solution enhances security and streamlines access control within a workspace, ensuring efficient and personalized access
for authorized personnel.
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I. INTRODUCTION
Ensuring secure access control within a workspace is paramount for maintaining the confidentiality and integrity of
sensitive information. Traditional access control systems often rely on keycards or PINs, which can be susceptible to
security breaches such as theft or unauthorized access. The Intelligent Personnel Recognition and Access Control System
proposes a cutting-edge solution that utilizes facial recognition technology to provide seamless and secure access control
for authorized personnel

Il. PROBLEM STATEMENT

Traditional access control systems face several challenges, including:

1. Vulnerability to security breaches such as theft or unauthorized access.
2. Inconvenience associated with keycards or PINs, leading to inefficiencies in access management.
3. Lack of personalized access control solutions tailored to individual personnel.

I1l. LITERATURE SURVEY

Our research of existing systems shows the only project close to what we propose is a Face recognition system
which needs initial training.

1) Face Recognition And Identification Using Python

Dhonushree Banerjee ,Swapnil Ingole, 2022
This paper discusses the concept of face detection utilizing OpenCV in Python utilizing Haar Cascade. An affluent library
set of OpenCV for a robust face detection from a sample image. For training the model with the feature set of a face, the
“Haar frontal face” XML file is utilized. Security is an imperative part of any industry. This work is most concretely for
malefactor identification. The algorithms carried out in this paper were the Eigen Faces algorithm, this system will get
implemented utilizing OpenCV and python machine learning.

2) Face Detection and Recognition using OpenCV and Python

Tejashree Dhawle, Urvashi Ukey, 2020
This research paper gives an ideal way of detecting and recognizing human face using OpenCV, and python which is
part of deep learning. This report contains the ways in which deep learning an important part of computer science field
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can be used to determine the face using several libraries in OpenCV along with python. This report will contain a proposed
system which will help in the detecting the human face in real time. This implementation can be used at various platforms
in machines and smartphones, and several software applications.

3) Facial Recognition System for Access Control through the Application of Convolutional Neural Networks
RogerClotet Martinez, EdisonVasquez and Monica Karel Huerta, 2021

In this work, we were able to implement a deep learning model based on convolutional neural networks for face
recognition through the application of Transfer Learning. The training time of the CNN was optimized and the data
processing time was 13 seconds. The system response was simulated and validated by generating a confusion matrix
through the input of untrained faces contained in the test folder. With the results obtained for each class, the system
achieves a 98% accuracy with an average identification time of 80 milliseconds. An access control system was developed
with great accuracy, in order to recognize the employees of micro-enterprises, where the lighting environment is
controlled.

1V. PROPOSED SYSTEM

The facial recognition system is the initial step upon an individual's presence before the webcam, employing sophisticated
algorithms to meticulously analyze facial features and patterns for precise identification. Once the recognition process is
complete, a unique identification is generated, encompassing the individual's name along with a confidential random key,
guaranteeing a robust and personalized access credential. Simultaneously, the system retrieves pertinent information
regarding the individual's designated work positions, promptly displaying clear and concise instructions to navigate
effectively within the workspace. Leveraging augmented reality or a sophisticated display system, the identified
individual receives intuitive visual or textual cues, facilitating seamless guidance to their assigned work position and
optimizing the efficiency of their movement within the workspace. Upon reaching the designated area, the individual is
prompted to input their confidential random key for authentication, which undergoes stringent verification against the
one generated during the facial recognition phase, thus ensuring airtight security measures. With successful
authentication, access to the designated work area is granted, enabling the individual to seamlessly resume their tasks
without delay. This integration of the secret random key further fortifies security protocols, adding an additional layer of
protection through a meticulous two-step verification process.
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Figure 1Flow Chart of the system
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V. ALGORITHMS

5.1 The Haar cascade algorithm

The Haar cascade algorithm is a pivotal technique in computer vision for object detection, operating through a cascade
of classifiers to identify objects within images. Integral images are computed to expedite feature calculations across
rectangular regions, while Haar-like features, representing basic rectangular patterns, are selected to characterize the
target object's attributes. Through a process of training with extensive datasets of positive and negative examples, a
cascade of classifiers is built using AdaBoost, iteratively refining weak classifiers to construct a robust model. During
runtime, the image is scanned using a sliding window approach, with regions passing through each cascade stage
considered as positive detections. The algorithm's efficiency lies in its ability to swiftly reject non-object regions,
facilitated by the cascade's structure and discriminative power of successive stages. Despite its effectiveness in real-time
detection of objects like faces, pedestrians, and vehicles, challenges persist in mitigating false positives and addressing
complexities such as background clutter and lighting variations. Furthermore, the algorithm's tuneable parameters,
including the scale factor and minimum object size, play a crucial role in optimizing detection performance. While Haar
cascade models offer rapid processing and widespread applicability, they may encounter difficulties with occlusions and
variations in lighting conditions, necessitating ongoing refinement and adaptation for diverse real-world scenarios.
Despite these challenges, Haar cascade remains a cornerstone in computer vision, continually advancing the field's
capabilities in object detection and recognition tasks.

5.2 Histogram of oriented gradients (HOG)

The histogram of oriented gradients (hog) extracts image features by analyzing gradient orientations. It partitions the
image into cells, computes histograms of gradients within each cell, and normalizes them to enhance robustness. These
normalized histograms are then concatenated into a compact descriptor representing the image's texture and shape.
Widely used in object detection, hog descriptors are robust to lighting changes and background clutter, making them
essential in various computer vision applications.

V1. REQUIREMENT ANALYSIS

6.1 Hardware Requirements

e System : intel i3/i5 2.4 GHz.
e Hard Disk : 500 GB

e Ram : 4/8GB

.2 Software Requirement
Operating system : Windows XP/ Windows 7.
Software Tool : Open CV Python
Coding Language : Python
Toolbox : Image processing toolbox.

e o o o O

VI1. DESIGN ANALYSIS

The figure show below will show workflow and the design of our project application:
1)Facial Recognition:

Utilizes webcam to identify individuals.

Advanced algorithms analyze facial features for unique identification.

2) Identification Generation:

Generates a unique ID after successful facial recognition.

Includes name and confidential random key for secure access.
3)Access Instructions:

Retrieves information on designated work positions.

Displays clear instructions for the recognized individual.
4) Positional Guidance:
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Uses augmented reality or display system.

Provides visual or textual cues to guide to assigned work position.
5) Authentication and Access:

Prompted to enter confidential random key.

Authentication by matching entered key with generated key.
6)Work Resumption:

Successful authentication grants access to work area.

Allows individual to resume tasks with enhanced security.

Intelligent Personnel Recognition and Access Control System
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Figure 2 Working of the Intelligent Personnel Recognition and Access Control System

VII.. CONCLUSION

The Intelligent Personnel Recognition and Access Control System represents a significant advancement in access control
technology, leveraging advanced facial recognition and OTP generation to enhance security and streamline access within
a workspace. By integrating facial recognition technology using OpenCV Python Haar Cascade algorithm, the system
accurately identifies individuals and generates unique identifications along with their names and confidential keys. Upon
recognition, the system provides precise instructions for the person's designated work position, ensuring efficient
allocation of resources and personnel. Furthermore, the integration of OTP generation using the Telegram application
adds an extra layer of security, enabling secure authentication for authorized personnel. This integrated solution not only
enhances security by ensuring that only authorized personnel gain access to designated work areas but also streamlines
access control processes, reducing administrative overhead and minimizing the risk of unauthorized access or breaches.
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