IARJSET ISSN (O) 2393-8021, ISSN (P) 2394-1588

(@ International Advanced Research Journal in Science, Engineering and Technology
Impact Factor 8.066 :: Peer-reviewed & Refereed journal ::< Vol. 11, Issue 7, July 2024
DOI: 10.17148/IARJSET.2024.11746

Deep learning-based detection of computerized
Imagine forgeries

Prakruthi G D?, Vidya S?

Student Department of MCA, Bangalore Institute of Technology, Karnataka, India®
Professor, Department of MCA, Bangalore Institute of Technology, Karnataka, India?

Abstract: With the ease with which images may be altered using advanced software, digital image fraud has become a
widespread problem in the modern digital era. To maintain the integrity and authenticity of digital photographs, the
detection of such forgeries is essential in a number of sectors, including journalism, forensics, and legal investigations.
The intricacy and subtlety of contemporary forgeries can provide a challenge to conventional image forgery detection
techniques. In this study, we provide a deep learning-based method for efficiently identifying digital image forgeries.
Using convolutional neural networks (CNNs), our approach automatically learns and extracts information from photos,
making it possible to identify many kinds of forgeries, including copy-move, slicing, and image retouching to improve
its accuracy and robusteness. suggested system is trained on a variety of forged and actual images. Our deep learning-
based methodology works better than conventional methods, as evidenced by experimental results that show lower false
positive rates and higher detection rates. By offering a potent tool for the automatic detection of image forgeries, this
research advances the field of digital image forensics and ensures the authenticity and dependability of digital visual
content.
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I INTRODUCTION

Robust detection techniques are crucial because of the rise in image forgeries caused by the widespread use of digital
image alteration tools. This Convolutional neural networks are used in the project (CNN) additionally Python to address
this problem in an innovative way. Our CNN-based forgery detection system has shown impressive results, achieving a
training accuracy of 98% and a validation accuracy of 92%. This high performance demonstrates its effectiveness in
discerning between authentic and tampered images[1].

We utilized a dataset of 12,615 images, comprising 7,492 authentic (real) images and 5,123 tampered (fake) images. This
diverse dataset provided a solid foundation for evaluating the model's performance. To enhance the precision of our
detection approach, we incorporated Error Level Analysis (ELA) as a preprocessing step.

Error Level Analysis (ELA):

. Purpose: ELA helps identify regions within an image that exhibit varying compression levels. In an untampered
image, all regions should have uniform compression. Variations from this uniformity can indicate digital manipulation.
. Process: Each image was resized to a standardized 256x256 resolution before applying ELA. The compiled

images were then kept as numpy arrays for subsequent analysis.

Model Architecture and Training

Our CNN model serves as the core of the forgery detection system. The architecture was designed to effectively learn
and distinguish between authentic and tampered images based on the subtle differences highlighted by ELA. The synergy
between deep learning through CNNSs and the insights provided by ELA allows the model to achieve high accuracy and
identify specific regions of potential manipulation within an image.

Results and Implications

The model's effectiveness is demonstrated by its remarkable performance, which includes a 98% training correctness and
a 92% validation accuracy. With the assistance of a well-structured CNN architecture and Python, this research
significantly advances the area of digital image forgery detection. This method has a wide range of possible uses in fields
including journalism, digital forensics, and social media where image authenticity is vital. Our suggested approach
combines the advantages of ELA and CNNs to give a reliable technique for detecting digital image forgeries.
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Moreover to achieve excellent accuracy, this combination offers insightful information about the precise areas of a
representation that might have been altered. In an increasingly digital environment, this initiative addresses a fundamental
need by representing a substantial advancement towards the reliable detection of digital image forgery.

1. LITERATURE REVIEW

1) Techniques for detecting digital image forgeries: An overview

Authors: A. Mohassin and K. Farida

Digital images have an inevitable role in almost all areas like clinical imaging, media broadcasting, crime analysis and
scientific analysis etc. The phrase, One image is equal to a thousand words, is exactly fit as an image possesses a greater
capacity for expression than text messages. In all investigation, a photograph was always perceived as proof of occurrence
of an event, due to a strong observation that, seeing is believing. Hence, images were considered as a piece of truth.
Normally, an image is real if it is an originally recorded or captured from an actual scene or situation using any image
capturing devicelt is anticipated that the acquired image will authentically capture the scenario or original situation at its
source. Since it is now relatively simple to alter an image's content, tampering with digital photos doesn't require
specialized abilities. This is because new software tools have made it easier than ever to alter an image's authenticity and
integrity. The most current image forgery detection systems are evaluated and analyzed methodologically in this paper
work. Additionally highlighted are the different approaches taken in each step of the counterfeit detection process. The
comparison tables are included for quick reference. The goal of the subject review article is to assist researchers in
providing relevant insights and updated information on the continuous advancements in the field of forgery detection[2].

2) Passive Review of picture forensics with universal methodologies

Authors: S.Gupta,N.Mohan, and P. Kaushal.

One important field of image analysis research that detects image alteration is digital tamper detection. In the past five
years, this field has developed with remarkable accuracy through the use of machine learning and deep learning
techniques. It's time for fusion and reinforcement-based learning methods to advance. However, a researcher needs to
have a thorough understanding of most advanced in that field before starting any experiments. Diverse approaches, their
results, and analysis serve as the foundation for effective trials that guarantee superior outcomes.Prior to experimentation,
universal image forensics approaches a sizable subset of image forensic techniques must be carefully investigated. The
authors were inspired to publish a review of these strategies by this. Unlike the current surveys that focus on copy-move
or picture splicing, our work intends to investigate the general type-independent methods needed to identify image
tampering. The work given compares and evaluates many universal approaches based on inconsistency-based detection,
compression, and resampling. This review explains the methodology, the literature analysis, and the concluding thoughts.
Journals and databases, among other resources useful to the research community, are examined and listed. Finally, a
paradigm based on reinforcement learning that is futuristic is suggested[3].

3) DeepFake Detection: Current Challenges and Next Steps

Authors: Matthias Niener, Christian Riess, Justus Thies, Luisa Verdoliva, Andreas Rossler, and Davide Cozzolino
Abstract: The rapid progress in generative models, such as Generative Adversarial Networks (GANS), has led to the
formation of highly realistic fake images and videos, known as DeepFakes. These manipulations pose significant
challenges for content verification and trust in digital media. This paper reviews the current state of Deep Fake detection
techniques, emphasizing the advantages and disadvantages of existing methods based on deep learning and other
approaches. It discusses benchmark datasets, evaluation metrics, and future research directions to improve the robustness
of DeepFake detection systems[4].

4) Towards Adversarial Robustness in Deep Learning for Digital Image Forensics

Authors: Tiantian Xu, Hany Farid

Abstract: Digital image forensics relies heavily on deep learning models, and these algorithms are vulnerable to
adversarial attacks. The goal of this research is to improve the adversarial robustness of forgery systems for detection
that make use of deep learning. In order to lessen the effect of adversarial perturbations on the accuracy of forgery
detection, it investigates strategies including adversarial training, model distillation, and feature space transformations.
The reliability of digital picture forensic tools in adversarial environments is advanced by experimental results that show
greater robustness against a variety of adversarial approaches[5].

5) Image Forgery Detection Using Multi-Scale Convolutional Neural Networks

Authors: Kejiang Chen, Weiming Zhang, Wenbo Zhang, Jiehui Jiang

Abstract: This study proposes a novel approach for detecting image forgeries using multi-scale convolutional neural
networks (CNNs). The method leverages multi-scale features extracted from different levels of CNN architectures to
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enhance the detection of manipulated regions in images. Experimental results on benchmark datasets demonstrate
superior performance in detecting several kinds of image forgeries compared to traditional single-scale CNN approaches.
The proposed method contributes to advancing the effectiveness and accuracy of image forgery detection using deep
learning techniques.

6)Deep Learning Methods for Image Tampering and Forgery Recognition: A Survey

Authors: Aseem Bansal, Naveen Aggarwal

Abstract: This survey paper provides a comprehensive overview of deep learning methods for image tampering and
forgery detection. It categorizes existing techniques according to the kinds of picture manipulations —such as splicing,
copy-move, and deepfake detection —that are covered. The survey covers evaluation criteria, dataset problems, the
development of deep learning architectures, and a comparative study of cutting edge techniques. Research gaps and future
directions are identified in order to improve the resilience and dependability of deep learning-based forgery detection
systems|[6].

7)Deep Learning for Image Forgery Detection: A Comprehensive Review

Authors: Shu Hu, Xinwei Gao, Xiangyang Luo, Yunde Jia

Abstract: An extensive overview of deep learning practices for image forgery detection is given in this review study.
Recent developments in deep learning architectures such as generative adversarial networks (GANS), recurrent neural
networks (RNNs), and convolutional neural networks (CNNs)applied to numerous kinds of picture alterations are
surveyed. The analysis emphases on the advantages and disadvantages of current methods, benchmark datasets,
assessment criteria, and practical deployment difficulties. It talks about new developments and potential lines of inquiry
to raise the efficiency and dependability of detection of image forgeries using deep learning[8].

1. PROPOSED-SYSTEM IMPLEMENTATION

The developed system for digital image forgery detection leverages the power of Convolutional Neural Networks (CNNs)
combined with Error Level Analysis (ELA) to effectively identify and classify forged images. The system begins with a
comprehensive dataset of 12,615 images, split into 7,492 authentic and 5,123 tampered images, ensuring a robust
foundation for training and evaluation. During preprocessing, all images are resized to a uniform 256x256 resolution,
and ELA is applied to highlight potential regions of forgery by exposing discrepancies in compression levels.

The CNN architecture, tailored specifically for forgery detection, is implemented using Python with TensorFlow or
PyTorch frameworks. This deep learning model is trained on the curated training set, undergoing a rigorous optimization
process that includes hyperparameter tuning and data augmentation to enhance generalization capabilities. The model's
performance is validated using a separate validation set, with metrics like the F1-score, recall, accuracy, and precision
used to assess its effectiveness.

To ensure the system's robustness, it is rigorously tested across various forgery scenarios, including copy-move, splicing,
and deepfakes, replicating real-world challenges. The results of these tests are meticulously analyzed to evaluate the
CNN's ability to accurately distinguish between authentic and tampered images. Visualization techniques are employed
to interpret the model's decisions, providing insights into areas for potential improvement.

Advantages

= Enhanced Accuracy: By leveraging Convolutional Neural Networks (CNNs) and Error Level Analysis (ELA),
the system can achieve higher accuracy in identifying manipulated images compared to traditional methods. CNNs are
adept at learning complex patterns and features from images, while ELA enhances the detection of inconsistencies
introduced during image manipulation.

= Robustness: The system is designed to be robust against various types of image forgeries, including copy-move,
splicing, and deepfakes. This robustness is achieved through comprehensive training on a diverse dataset and rigorous
testing across different forgery scenarios, ensuring reliable performance in real-world applications.

L] Automated Detection: CNN-based approaches automate the process of forgery detection, reducing the reliance
on manual inspection and subjective interpretation. This automation improves efficiency and scalability, making it
feasible to analyze large volumes of images quickly and accurately.

= Generalization: Through techniques like data augmentation and hyperparameter optimization, the system
enhances its ability to generalize from the training data to unseen images. This capability is crucial for maintaining
detection accuracy across diverse image datasets and varying forgery techniques.
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L] Real-time Detection: The integration of deep learning practices allows for real-time or near-real-time detection
of image forgeries, making the system appropriate for uses in timely verification of image authenticity is critical, such as
in law enforcement, journalism, and digital content verification.

R ( Predicted \
N— Pre- Results:
CASIA2 processing CNN Model Authentic Performance
Image and Fealture Architecture. (Real) Image Analysis and
Selection (or) Tampered Graph
Dataset (Fake) Image
N—— /

Figure 1: System architecture
Iv. METHODOLOGY

The methodology involves a combination of deep learning techniques and Error Level Analysis (ELA) to efficiently
detect digital image forgeries. Python is used for implementation, and a Convolutional Neuronal Network (CNN) serves
as the core model.

2. Dataset Preparation

Dataset Composition: The dataset contains 12,615 images, divided into 7,492 authentic (real) images and 5,123
tampered (fake) images.

Dataset Sources: Images are collected from various sources to ensure diversity and comprehensiveness.

Dataset Splitting: The dataset is divided into training, validation, and testing sets. Typically, 70% for training, 20% for
validation, and 10% for testing.

3. Preprocessing

Image Resizing: Each image is resized to a standardized 256x256 resolution to maintain uniformity and reduce
computational complexity.

Error Level Analysis (ELA):

Purpose: ELA helps to identify regions with varying compression levels within an image.

Process: Save the image at a lower quality (e.g., 90%).Compare the original and the recompressed images to highlight
the differences.Areas with significant differences indicate potential tampering.

Output: The ELA-processed images are stored as numpy arrays for input to the CNN model.

4. Model Architecture

Convolutional Neural Network (CNN):

Input Layer: Accepts 256x256 images.

Convolutional Layers: Multiple layers to extract features with varying filter sizes and ReL U activation.
Pooling Layers: Max pooling to reduce dimensionality while retaining important features.

Fully Connected Layers: To interpret the features extracted by convolutional layers.

Output Layer: Softmax or Sigmoid activation for binary classification (authentic vs. tampered).

5. Training the Model
Loss Function: Binary Cross-Entropy is used due to the binary nature of the classification problem.

o Optimizer: Adam optimizer is chosen for its efficiency and adaptive learning rate capabilities.

Training Parameters:

. Epochs: Number of iterations over the entire dataset.

. Batch Size: Number of samples per gradient update.

. Learning Rate: Adjusted as needed for optimal convergence.

. Data Augmentation: Techniques like rotation, flipping, and zooming are applied to enhance the model's
robustness.
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6. Evaluation

Accuracy: Percentage of correctly classified images.

Precision, Recall, and F1-Score: To evaluate the model's performance comprehensively.

Validation: Continuous validation during training to monitor for overfitting and adjust parameters accordingly.
Confusion Matrix: To visualize the true positives, false positives, true negatives, and false negatives.

7. Post-Processing

Region Identification: Highlight regions within an image that are likely tampered based on the ELA results and CNN
predictions.

Visualization: Tools like Grad-CAM can be used to visualize the areas of the given input image that contributed most to
the model's decision.

V. RESULTS

The proliferation of digital input image manipulation tools has significantly increased the occurrence of counterfeit
images, necessitating robust detection methods. This project introduces a novel approach to digital image forgery
detection using deep learning, specifically leveraging Convolutional Neural Networks (CNNs) and Python. The core of
our detection system, a CNN model, has demonstrated exceptional performance, achieving a training accuracy of 98%
and a validation accuracy of 92%. The dataset employed in this study consists of 12,615 images, including 7,492 authentic
images and 5,123 tampered images, providing a comprehensive basis for evaluation. To enhance detection accuracy, we
incorporated Error Level Analysis (ELA) as a preprocessing step, which helps identify regions with varying compression
levels indicative of manipulation. Images were standardized to a 256x256 resolution and processed into numpy arrays
for analysis. The integration of CNNs with ELA enables our system to not only achieve high accuracy but also pinpoint
specific manipulated regions within images. This project represents a significant advancement in of counterfeit image
forgery detection, with broad potential applications in fields where image authenticity is paramount, such as journalism,
digital forensics, and social media.

VI. CONCLUSION

In the ever-evolving landscape of digital media, ensuring the authenticity and integrity of images is a critical concern.
The project, " of counterfeit Image Forgery Detection Using CNN and Error Level Analysis (ELA)," presents a
comprehensive and effective solution to address this challenge.

Through the fusion of Convolutional Neural Network (CNN) model architecture and Error Level Analysis (ELA), this
project has demonstrated a robust system capable of accurately detecting digital image forgeries. By leveraging the
strengths of both techniques, the system achieves high accuracy and adaptability, making it well-suited for a wide range
of forgery detection scenarios.

The utilization of a diverse dataset containing authentic and tampered images ensures the system's ability to generalize
and perform effectively in real-world applications. Its real-time implementation potential further enhances its utility,
allowing it to be seamlessly integrated into various platforms and applications where immediate forgery detection is
paramount.

With its ability to identify both simple and complex forgeries, the proposed system contributes to the preservation of
image authenticity and the prevention of digital manipulation. It offers a practical solution for forensic analysts, content
moderators, and individuals seeking to verify the credibility of digital visual content.

In conclusion, the "Digital Image Forgery Detection Using CNN and ELA" project represents a significant advancement
in the field of image forensics. Its robustness, adaptability, and real-time capabilities position it as a valuable tool in the
ongoing battle to maintain the trustworthiness of digital images in an era of digital manipulation and misinformation.

Future Enhancement

While the " Detection of Counterfeit Image Forgeries using CNN and Error Level Analysis (ELA)" project has made
significant strides in the realm of digital image forensics, there are several avenues for future work and enhancements to
further improve the system's capabilities:

Deep Learning Architectures: Explore and experiment with more advanced deep learning architectures beyond CNNs.
Techniques such as recurrent neural networks (RNNSs), attention mechanisms, or transformer-based models may offer
improved performance and context understanding.
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Transfer Learning: Investigate the potential benefits of transfer learning by pretraining on a large, diverse dataset and
fine-tuning on the specific forgery detection task. This approach can expedite model convergence and potentially improve
accuracy.

Multi-Modal Detection: Extend the system's capabilities to detect forgery across multiple modalities, such as audio and
video, to address the broader spectrum of multimedia manipulation.

Forensic Analysis Toolkit: Integrate the system into a comprehensive forensic analysis toolkit, including features like
metadata analysis, reverse image searching, and hash-based verification for a holistic approach to image authenticity
verification.
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