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Abstract: 10T is the boon for industries with capabilities to digitize complete industry process, system, software’s and
machineries on one single platform. The capability enables the 360 degree view of the industry. The security concerns
is very important while implementing the 10T, since it become crucial for any 10T or 1loT project to implement the
security else since 10T application has direct access on internet hence it become more prone to internet attacks hence to
avoid we need to have high security which ensures full proof system for this we can have integration of block chain
technologies with loT.
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INTRODUCTION

loT is a layered architecture it follow the OSI model for its implementation. There are many challenges while
implementing the 10T / loT application and varies case to case. If can identify the common challenge and try to
mitigate it will further ensures 360 degree implementation of the services of 10T application. The common challenge
while implementing the 10T based solution is cyber attacks which get easily initiated since the complete system is
available on the Internet.

The advantage of silos system in industries are that they are very less prone to cyber attacks or viral attacks since the
access is restricted and hence ensuring the tight security where as when we attach the system or machine to the internet
it get more prone to cyber attacks since the system can be accessed from any place any time via internet. Thus the role
of security is topmost concern in such scenarios where your system, equipment or machine is available on public
domain.

Today, to address loT security we have various approaches includes encryption techniques, edge computing, fog
computing, cloud computing, machine learning and block chain etc. The 10T solution architect has to choose the best
suited model to mitigate the security issues for the particular application. Here, we are discussing the most secure way
for implementing the loT application using integrated approaches with 10T and block chain technologies.

10T / 10T building blocks

We know that the loT architecture is very dynamic and varies case to case hence to simplify the implementation
approach we have 5C approach of implementation. The 5Cs provides the layered architecture and bottom up approach
for its implementation starts from sensing unit at the base and ends at control and monitoring unit at top. The 5Cs
approach helps to implement the 10T application from start to end ensuring 360 degree feedback of the system.
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Block Chain building blocks

Block chain technology has been proposed to provide the security to the 10T applications. The Block chain technology
brings worldwide revolution to optimize and secure the global infrastructure of the technologies on the internet. Block
chain creates a decentralized system which avoids the indulgence of central servers and provides peer-to-peer
interaction. It provides a fully transparent system and open to all database, which records every transaction made on a
network.

The centralized ledger distributed over a network of nodes. This network can be public or private.

Components of a Block chain system

Following are the block chain components

Network of Nodes : All the nodes connected through the internet to form a block chain network. Each node has been
added, its record are added to the ledger of past transaction which is known as mining.

Distributed database: The database is composed of blocks of information and is copied to every node of the system.
Every data block stores list of transaction and timestamp and the information which links to the previous blocks.
Shared Ledger: The ledger is public and is available for storage of any transaction done on the network.
Cryptography: Every node data is encrypted by crypto mechanism for unauthorized access.

Integration and Security Implementation

To strengthen the 10T network with blockchain technology need to create a decentralized system, which means there
is no single authority which can approve any transaction on the network. Here, each and every device will have a
copy of the ever growing chain of data or transaction made on the network. This means that whenever someone
wishes to access the device and do some transaction, then all the members of the network must validate it. After the
validation is done, the performed transaction is stored in a block and is sent to all the nodes of the network. Thus by
adding the validation stage the complete block chain network become more secure and impossible for the un-
authorized sources to breach into the security.

Blockchain Cloudlet Layer

>4

B>

Blockchain Dew Layer

Jali

loT Network

Proposed loT-blockchain Integrated Architecture

To secure 10T application with block chain following points are considered

1. Ensuring Communication Security: loT devices have to communicate to exchange data required to process
a transaction and to store it in a ledger. Ledgers can also be used to store encryption keys to make the data
exchanges more confidential. 10T device sends an encrypted message using the public key of the final
destination device, which is then stored in the block chain network. The sender then asks its node to get public
key of the receiver from the ledger. Then the sender encrypts the message using public key of the receiver, in
this way, only the receiver will be able to decrypt the sent message using their private key only which ensures
security in the whole network.
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2. Users Authentication: The sender device digitally signs the message before sending them to the network.
The receiver device then gets the public key from the ledger and uses it to verify the digital signature of the
received message.

The digital signature work as follows:

« Firstly, the sender encrypt the message with its private key.

* Then, the digital signature along with the message is transmitted on the network

* Further, the receiver then decrypts the digital signature using the public key of sender stored in the
ledger to obtain the hash value as calculated by the sender.

* Finally, the message is validate with the calculated hash and the protected hash of the message are
same.

* Due to the centralize ledger storage the trust in the network get improved.

3. Discovering loT device: As soon as a new loT device initiated on the network, it asks root servers to give a
list of trusted nodes in the network. This device then registers itself in a node, and the exchange of information

starts.

DNSSec has to be implemented to secure name resolution of root servers by avoiding any spoofing attacks.
Every communication made must be authenticated and encrypted efficiently.
This can be done based upon:

Credentials already installed on the device during setup.
Credentials could be given by the owner of the 10T device.

4. Configuring loT Devices on the Network:

Properties of 10T devices like configuration details and the latest firmware version has been validated
and hosted on the ledger.

During bootstrap, the block chain node is asked to get its configuration from the centralized ledger.
The configuration is required to be encrypted in the ledger to prevent the discovery of 10T network
topology or its properties by analysis of the information stored in the public ledger.

The hash value of latest configuration file for every device can be hosted in the ledger.

Using a cloud service the 10T device will have to download the latest and trusted configuration file
after every fixed interval of time. Then the device can use the blockchain node API to retrieve and
match the hash value, which is stored in the blockchain. If it was found un matching node the
administrators removes such any bad configurations node regularly and reboot each and every IoT
device in the network with latest and trusted configurations.

CONCLUSION

This research paper presents an approach of securing the 110T application with the help of Block chain technologies.
This paper also provides an overview of a the current state of the art of 10T, block chain and the implementation
challenges. Since the 10T market is growing rapidly it is necessary to streamlined the integrating process with block
chain so as to ensure primitive security measures by considering the distributed and heterogeneous environment
thereby increasing the confidentiality, authenticity and availability.

Thus, through collaborative efforts in space of 10T and block chain technologies and optimized policymaking, we can
build a more inclusive and sustainable future for all.
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