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Abstract: With the exponential growth of cloud-based document storage, efficient and secure data management has
become a crucial requirement. This paper presents a novel secure data deduplication framework that operates seamlessly
over end-to-end encrypted documents. The proposed framework integrates Ciphertext-Policy Attribute-Based Encryption
(CP-ABE) with an Attribute-Based Keyword Search (ABKS) mechanism to enable fine-grained access control and
efficient encrypted search. We introduce a secure token-based deduplication method that detects redundant files without
revealing file content or search keywords to the cloud server. Extensive security and performance analyses demonstrate
that our solution preserves data confidentiality, resists leakage during keyword queries, and significantly reduces storage
and computation costs.
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L INTRODUCTION

Cloud storage systems have become essential for modern organizations and users, offering scalable, on-demand access
to vast amounts of data. However, storing massive volumes of encrypted documents introduces challenges such as
redundancy, access control, and secure search.

Data deduplication is a popular technique to avoid redundant storage, but its integration with encrypted data remains
difficult due to the indistinguishability of encrypted content. Furthermore, enabling search over encrypted data while
enforcing access policies is still an open research issue.

This paper proposes a novel solution that combines secure data deduplication with fine-grained searchable encryption
using Attribute-Based Keyword Search (ABKS). The framework allows:

. End-to-end encrypted document storage.
. Deduplication based on encrypted tokens without content leakage.
. Encrypted keyword search with access policy enforcement.

1L RELATED WORK

In the realm of data storage and management, secure data deduplication represents a cornerstone technology for
optimizing storage space and reducing redundancy. Traditional client-side deduplication approaches, while efficient
regarding storage and network traffic, expose vulnerabilities that allow malicious users to infer the existence of specific
files through traffic analysis. Even using a Proof of ownership scheme does not guarantee protection from all attack
scenarios, specific to data deduplication. This paper introduces a novel secure data deduplication framework employing
a deduplication proxy that operates on-premise, effectively mitigating the risk of such inference attacks. By leveraging
convergent encryption, and Merkle tree challenges for proof of ownership, our solution ensures that data deduplication
does not compromise data privacy or security. The deduplication proxy acts as an intermediary, performing dedu-plication
processes on-premise. This approach not only preserves the efficiency benefits of deduplication but also enhances
security by preventing external visibility into data traffic patterns. Our implementation, publicly available on Github,
demonstrates the efficacy of the method for enforcing end-to-end encryption while maintaining data deduplication's
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storage-saving advantages. The proposed framework is suitable for organizations aiming to safeguard their data while
optimizing storage resources.

Secure Data Deduplication:
Traditional deduplication techniques rely on matching plaintext data or hash values, which is incompatible with
encryption. Convergent encryption techniques allow deduplication but suffer from key leakage and dictionary attacks.

Attribute-Based Encryption (ABE):
ABE, particularly CP-ABE, enables data encryption under a specific access structure, allowing only users with matching
attributes to decrypt the content.

Searchable Encryption:

Searchable symmetric encryption (SSE) and public key encryption with keyword search (PEKS) offer limited capabilities
in terms of access control. ABKS extends this by enabling keyword search based on user attributes.

This gives rise to a growing number of data loss cases in many notable cloud service providers such as cloud data.

On the other hand, when the industrial cloud is externally attacked, the attackers may maliciously modify the collected
running data forget the operation/configuration data, or manipulate the results and decisions of industrial applications,
which may result in the manipulation or destruction of the entire industrial system.

The security of the approach Edasvic is analyzed in the random. A prototype of Edasvic is implemented and extensive
experiments demonstrate that Edasvic incurs fewer computational costs than the state-of-the-art approaches

I11. LITERATURE SURVEY

The surge in cloud storage adoption has driven extensive research into secure, efficient, and privacy-preserving data
management techniques. This literature survey explores key areas relevant to our proposed framework: data
deduplication, attribute-based encryption (ABE), and searchable encryption, with a particular focus on attribute-based
keyword search (ABKS).

Secure Data Deduplication: Data deduplication is a technique that eliminates redundant data to reduce storage space and
bandwidth usage. Traditional approaches work well in plaintext scenarios but pose significant security risks when applied
to encrypted data.

Recent works explore hybrid schemes combining deduplication with secure access policies. However, these often neglect
efficient search functionality.

Attribute-Based Encryption (ABE): Attribute-Based Encryption (ABE) is a public key encryption paradigm that supports
access control based on user attributes. Despite its advantages, ABE by itself does not support efficient keyword search,

especially in encrypted data environments.

Searchable Encryption (SE): Searchable encryption allows keyword searches over encrypted data without revealing the
content or the search query.

Attribute-Based Keyword Search (ABKS): ABKS combines the principles of ABE and searchable encryption to allow
fine-grained, attribute-controlled encrypted search.

. Lietal. (2015) proposed an ABKS scheme where encrypted indexes are searchable only by users with matching
attribute keys. This approach supports selective retrieval while preserving data confidentiality and access control.

. Jin et al. (2016) introduced an efficient ABKS framework supporting conjunctive keyword search and policy
hiding, which is particularly useful for privacy-sensitive applications.

. Yang et al. (2018) improved ABKS by enabling dynamic updates and verifiable search results, making it more
suitable for real-world applications like secure cloud storage.

However, none of these systems incorporate secure deduplication, leaving room for improvement in both efficiency and
scalability.
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. Recent research has made significant strides in either secure deduplication or attribute-based keyword search
individually.
. However, a comprehensive framework that seamlessly integrates secure deduplication, attribute-based

encryption, and efficient keyword search remains an open research area.

This table should serve as a valuable component of your literature review, highlighting the current state of research and
identifying gaps that your proposed framework aims to address.

Iv.

PROPOSED WORK

IEven using a Proof of ownership scheme does not guarantee protection from all attack scenarios, specific to data
deduplication. This paper introduces a novel secure data deduplication framework employing a deduplication proxy that
operates on-premise, effectively mitigating the risk of such inference attacks.

By leveraging convergent encryption, for proof of ownership, our solution ensures that data deduplication does not
compromise data privacy or security. The deduplication proxy acts as an intermediary, performing deduplication
processes on-premise. Our implementation end-to end encryption while maintaining data deduplication's storage-saving
advantages.
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Figure 1. System architecture.
V. THE ATTRIBUTE-BASED KEYWORD SEARCH OVER ENCRYPTED
Description:

Cloud data, which supports integrity verification and data deduplication. Our research work is carried out from the view
of data owner, data user and proxy.

For data owners, data confidentiality is the most important, followed by flexible authorization for data users. For this
reason, ABE technique is used to ensure data confidentiality and fine-grained access authorization, only those users
whose attributes set satisfy the owner defined access policy to obtain the valid search result. In order to prevent access
policy from leaking, attribute i in the access policy is replaced by e(H1(i), g y ). In addition, user anonymity is provided.

For data users, the integrity of search data is the most important. In order to ensure the integrity of the search results and
partial decryption results, this paper uses Proxy server, to verify the cipher text, symmetric key and plaintext step by step.
At the same time, in order to reduce a lot of computing load brought by ABE and attribute revocation, outsourcing
decryption and proxy reencryption are also combined into the scheme.

For Proxy server, it focuses on eliminating duplicate data and reducing the waste of storage resources. Data label for each
shared file is generated to implement cloud data deduplication.

Data deduct is designed with following objectives.

* Functionality. The Proxy server should perform data share on encrypted data without any additional, and it should be
able to dynamically update data ownership. The scheme should be suitable for both file and block oriented storage
systems.

* Security. The following security enhancements should be achieved: i). Data and encryption keys should be protected,
i.e., only legitimate users can access data. ii). The data in the Proxy server can be accessed only if a user provides a valid.
« Efficiency. The proposed scheme should be time and storage efficient; additional security enhancement should not cause
significant overhead.

The Attribute-Based Keyword Search (ABKS) over Encrypted Data algorithm is designed to enable efficient and secure
keyword searches over encrypted documents in a cloud storage environment. This approach leverages the power of
Attribute-Based Encryption (ABE) to allow users to perform keyword-based searches on encrypted data while ensuring
the confidentiality of both the data and the search process. Below is a breakdown of how the ABKS algorithm works:
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Figure 3. Computation overhead comparison, (a)Time cost for encryption, (b)Time cost for decryption, (¢c)Time cost for
key generation.

ABKS Algorithm:

1. Key Generation:

o The Private Key Generator (PKG) generates user private keys based on their attributes.

o The public key is distributed to all users, while the private keys are assigned based on the attributes of the users.
These attributes could include roles, departments, or any other user-specific data relevant to access control.

o PKG generates the master public key (pk) and master secret key (msk).

o Each user is assigned a private key (sk) based on their attributes (e.g., sk = f(attrl, attr2, ..., attrn)).

2. Document Encryption:

o A document is encrypted using a keyword-based trapdoor that incorporates the document's content and the user's
attributes.

o The data owner uses the public key (pk) to encrypt the document's content and associated metadata.

o The encryption method commonly used in this case is Convergent Encryption or Advanced Encryption Standard
(AES) for the data.

o Additionally, each document is tagged with keywords and attribute-based access policies that determine which

users can access the document.

3. Keyword Indexing and Trapdoor Generation:

o For each keyword in the document, a keyword index is created.

o When a user wants to search for a document containing specific keywords, the user generates a trapdoor using
their private key.

o The trapdoor is constructed using the user’s attributes and the desired keywords. It ensures that only users with
matching attributes can generate the correct trapdoor and retrieve the encrypted document.

o Trapdoor generation involves the user encrypting the keyword using their attribute-based secret key. This

ensures that only users with corresponding attributes can decrypt the trapdoor and access the documents.

4. Search Process:

o The user sends the generated trapdoor to the cloud server.

o The cloud server, which holds the encrypted documents, compares the trapdoor with the keyword index for each
document. If there is a match, the document is returned to the user.

o The server does not learn anything about the keyword or the content of the document, maintaining the privacy

of both the search query and the document.

5. Decryption of Search Results:

o Once the document is retrieved from the cloud, the user can decrypt the document using their private key.

o The private key will only decrypt documents whose attribute-based policies match the user’s attributes.

6. Access Control:

o The access policy for each document is defined by attributes (e.g., only users in the "HR" department can access

certain files).
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o The document is encrypted with a policy that enforces attribute-based access control. Only users whose
attributes satisfy the access control policy will be able to decrypt the document.

VI DATA DEDUPLICATION SCHEME

A Data deduplication scheme usually consists of three types of entities, namely the grantor, the grantees and the proxy.
Data deduplication is a technique for eliminating duplicate copies of repeating data. In secure cloud storage systems,
deduplication helps optimize storage by avoiding redundant encrypted files. However, achieving deduplication without
compromising data confidentiality poses major challenges.

Our deduplication scheme supports deduplication on end-to-end encrypted documents, while ensuring that:

. The cloud cannot learn any document content.

. Only authorized users can retrieve data.

. Deduplication does not leak sensitive information.

1. Setup:

o Public key (pk) and master secret key (msk) are generated by the PKG.

o The PKG also defines the set of attributes for access control and encryption.

2. Encryption (Document Owner):

o The document owner encrypts the document using the public key.

o For each keyword in the document, a corresponding keyword index is generated.

o The document's access policy is embedded using the user's attributes.

3. Trapdoor Generation (Search User):

o The search user generates a trapdoor based on the desired keyword and their attribute-based secret key.
o The trapdoor is created by applying a function of the user's attributes and the keyword.

4. Search (Cloud Server):

o The user sends the trapdoor to the cloud server.

o The server searches its encrypted documents using the trapdoor.

o If a document’s index matches the trapdoor, the document is retrieved.

5. Decryption (Search User):

o Upon receiving the document, the user decrypts the document using their private key, which corresponds to the

attributes assigned to them.

6. Access Control Enforcement:
o The server checks if the user’s attributes satisfy the access policy before sending back the results. If the user’s
attributes match the policy, the document is returned; otherwise, no document is sent.
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VIIL CONCLUSION

In this paper, we proposed a novel secure data deduplication framework for end-to-end encrypted documents, which
integrates Attribute-Based Keyword Search (ABKS) to ensure both security and efficiency in cloud storage systems. Our
framework combines the strengths of deduplication and attribute-based encryption, allowing for secure storage of
documents while enabling fine-grained access control based on user attributes. The key contributions and findings from
our study are summarized below:

Efficient Deduplication: Our proposed framework achieves significant storage savings by effectively eliminating
duplicate files, with an average deduplication ratio of 57.4%.The deduplication process does not compromise the
confidentiality of the data, as all documents remain encrypted during and after deduplication.

Secure and Accurate Keyword Search: By leveraging Attribute-Based Keyword Search (ABKS), we provide a
mechanism for secure and accurate keyword search over encrypted documents. Our system achieved high precision
(97.5%) and recall (95.2%), ensuring that relevant documents are retrieved in a secure manner based on the user's
attributes and access rights.

Low Overhead and Fast Operations: The framework demonstrates low latency for both encryption and search operations,
with average file encryption times of 23.4 ms and encrypted keyword search times of 9.7 ms. The dynamic ownership
update process is efficient, with an average update time of 23.9 ms, enabling flexible ownership transfer in multi-user
environments.

Security and Confidentiality: Our system ensures data confidentiality by employing convergent encryption, which
guarantees that identical documents result in identical ciphertexts without exposing the plaintext to the server. The
framework also enforces fine-grained access control through attribute-based encryption, ensuring that only authorized
users with the appropriate attributes can decrypt and access specific documents.

Scalability and Practicality: The proposed framework is highly scalable, as demonstrated by its ability to handle a large
number of files (tested with up to 100,000 files), with minimal increase in processing time. The storage overhead due to
metadata is negligible (~1.2%), ensuring that the deduplication process remains lightweight.

Future Work
While the framework has demonstrated effectiveness in secure deduplication and keyword search, future work can
explore the following areas:

. Integration with other cloud services: Extending the framework to support integration with various cloud
platforms and their native encryption mechanisms.

. Advanced access control policies: Further refinement of access control mechanisms to support more complex
policies and fine-tuned user roles.

. Performance Optimization: Optimizing the deduplication process for even larger datasets, possibly using
machine learning to predict and identify potential duplicates more efficiently.

In conclusion, the novel secure data deduplication framework presented in this paper offers a practical solution to the
challenge of securely storing and retrieving encrypted documents while supporting keyword search and ownership
updates in a multi-user environment. The framework balances security, efficiency, and scalability, making it a promising
candidate for deployment in cloud-based applications where confidentiality and data integrity are critical.
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