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Abstract: Remote working necessitated the use of virtual desktops and remote access securely to continue working and 

upholding a cybersecurity posture. This study examines the extent to which the use of these technologies has been 

successful within organizations in Nigeria and Ghana using mixed-method research covering qualitative analysis of 

themes and quantitative regression analysis. 

 

Qualitative findings indicate workers welcome security enhancements and collaboration areas but are faced with extreme 

technical issues impacting productivity. Quantitative regression analysis indicates that perceived security change and 

collaboration both positively influence productivity but are not significantly different from zero, while technical issues 

are extremely negatively correlated with productivity (β = -0.7194, p = 0.009). 

 

Some key recommendations are overcoming technical challenges by improving network infrastructure, finding a balance 

between security and usability, and fine-tuning collaboration tools. The recommendations provide practical advice to 

organizations that wish to optimize remote work models and continue both productivity and security despite the more 

digital workplace. 
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1.0 INTRODUCTION 

 

The modern workplace is undergoing a profound transformation, spurred by rapid technological advancements and an 

increasing demand for flexible work arrangements (Yilmaz, 2024). Over the last decade, and particularly in recent years, 

there has been a significant departure from the traditional, office-bound model of employment. Hislop (2008) recognized 

early on that the nature of work was beginning to shift, influenced by innovations in digital communication and mobility 

technologies. This shift was dramatically accelerated by the global COVID-19 pandemic, which forced many 

organizations to quickly adapt to remote or hybrid work models to maintain business continuity. As Tenakwah and 

Watson (2024) noted, the pandemic catalyzed a systemic change in workplace culture, making remote work not only a 

necessity but also a preferred model for many employers and employees. 

 

To enable this transformation, organizations had to invest in tools and infrastructures that would ensure secure, efficient, 

and seamless remote access to corporate resources (Yilmaz, 2024). Among the most significant of these tools are virtual 

desktops and secure remote access solutions. Cascio (2000) pointed out the early importance of remote accessibility in 

maintaining employee productivity, but it is only in the wake of recent global events that these technologies have been 

truly recognized as foundational to modern work environments. Virtual desktops allow users to access their personalized 

work environment—including files, applications, and settings—from virtually any device with internet connectivity. This 

level of flexibility has not only boosted productivity but has also reduced the dependency on physical office spaces. 

 

In addition to enhancing accessibility and convenience, virtual desktops and secure remote access are also crucial in 

fortifying the digital security of organizations. Brokovich and Skovira (2020) emphasized that while these technologies 

empower employees with the autonomy to work from various locations, they also play a vital role in protecting sensitive 

organizational data from cyber threats. With cyberattacks becoming more sophisticated and frequent, securing remote 

connections through encrypted tunnels, multi-factor authentication, and policy-based access control has become 

indispensable. 

 

Hence, given the growing reliance on digital infrastructures for remote work, it is critical to examine the evolving role of 

virtual desktop environments and remote access technologies. Dillon et al. (2021) posited that these solutions are not just 

operational conveniences but strategic imperatives that shape the future of work.  
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This article explores how these technologies are revolutionizing remote work, the benefits they offer, and the challenges 

that organizations must navigate in deploying them effectively. 

 

1.1 Purpose 

From the above introduction, it is the purpose of this research to determine how virtual desktop infrastructure and safe 

remote access solutions streamline remote working operations. Through productivity, security, and business continuity 

as a whole, this paper hopes to demonstrate how businesses can leverage the application of these kinds of technology and 

extend beyond the digital workplace environment, one that is currently changing. The research also aims to explore 

problem areas around the deployment of these solutions and identify best practices around their successful deployment. 

In doing so, it will contribute to current knowledge around remote working solutions and digital workplace change. 

 

1.2 Objectives 

The major objectives of this study are to ascertain the security benefits and effectiveness offered by virtual desktops, 

ascertain the reduction of cyber threats caused by remote access, and ascertain cost reduction when using them. The study 

will also explore the comparison of employees’ experience and business impact to ascertain the feasibility of its extensive 

usage. By exploring these important tenets, the study will provide an overall outlook on how organizations can prepare 

themselves against the upcoming digital era. 

 

1.3 Relevance 

Implications of this research are extensive and extend beyond technology acceptance to improved workforce mobility, 

business continuity, and information protection. Due to constant cyberattacks, Okerafor and Manny (2020) stated that 

organizations are compelled to put up intense security measures to protect confidential information while providing 

remote workers easy access to key resources. In addition, research including Hassenzahl (2012) reflects that convenience 

and security must be balanced against each other on the principle that simple user experiences are more important than 

widespread acceptance and long-term productivity. 

 

A review of the existing body of research on virtual desktop infrastructure, remote access security technology, and best 

practice remote working shall serve as the basis to give this research concrete grounds (Nyakomitta and Abeka, 2020). 

The methodology herein shall outline the research methodology undertaken to research the practical application of virtual 

desktop and secured remote access from the case companies of two technology companies in Ghana and Nigeria 

respectively. Based on qualitative and quantitative analysis, this research shall give practical recommendations to 

organizations that are desirous of enhancing their remote working capabilities. 

 

1.4 Conclusion 

At this time when digitalization repeatedly transforms the character of work within the workplace, Bennett and 

McWhorter (2021) posit that it is more crucial than ever to take stock of the role of virtual desktops and safe remote 

access. From various perspectives, this study aims to be one of the various discussions around remote workplace 

innovation, providing organizations with the resources they require to create robust and safe digital workplaces. 

 

2.0 LITERATURE REVIEW 

 

2.1 Evolution of Remote Work  

Third decade of the century and the most common form of work is working from home or remote work altogether (Horgen 

and Choo, 2022). Globally, working from home is no longer a trend; it's become a global phenomenon. Facilitated by 

technology, its remoulded work culture, and virtual collaboration and flexibility are the priorities. Corporates are 

implementing hybrid models, providing location independence (Grzegorczyk et al., 2021). This presents both positives 

and negatives, impacting people's ability to manage professional and personal lives and determining the shape of work 

to come. In the early stage of adopting the remote approach to work, organizations did not entertain partial or eliminated 

physical space to work or socialise, until the COVID-19 epidemic began (Ahmed and Smith, 2023). 

 

As a result, more employees are working from home than ever before. Though the COVID-19 pandemic started the mass 

exodus from the office environment to the confines of homes, working from anywhere else is something that has been 

taking place for an incredibly long timeframe (Sirkeci and Cohen, 2020). Table 1 presents the phase-by-phase evolution 

of the earliest workplaces in human history right up to social and technological advancements that created the remote 

revolution (Varghese, 2021). 
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2.2 The History of Remote Work 

SN Year Approach 

1 1560 Florence's Uffizi Gallery is constructed. The Central executive building of the Medici  

mercantile empire is a predecessor to the first-ever corporate office. 

2 1760-

1840 

The Industrial Revolution created strong social momentum toward working outside the  

home. 

3 1900s The early 1900s: The 1st iterations of the modern office began to appear in America, birthed in 

large part by innovations such as the telephone, telegraph typewriter, and public electricity.  

4 1926 Ford Motor Company adopts a five-day, 40-hour workweek 

5 1968:  Robert Probst designs the cubicle. 

6 1970 Without identifying remote work explicitly, the clean air movement lays the significant groundwork 

for remote work by placing one of its most incredible benefits: zero commute time. The Term 

"gridlock" is coined within the decade. 

7 1973 The telecommunications-transportation tradeoff was published by physicist Jack Nilles  who 

worked remotely on a NASA communication system. Nilles is now regarded as the father of remote 

work.  

8 1975 The 1st personal computers. 

9 1979 The OPEC oil embargo is in its sixth year. The Washington Post published an article titled 

"Working at Home Can Save Gasoline." General skepticism remains concerning remote work. IBM 

permits five of its employees to work from home as a trial. 

10 1983 By 1983, roughly 2000 IBM employees work remotely.  The Internet is born. Mid-1980s J. C. 

Penny allows call-center employees to work from home.  

11 1987 The number of telecommunicating Americans reached 1.5 million.  

12 1991 Wi-Fi is invented. 

13 1995 Congress approves permanent funding for "flexible" work-related equipment in the homes of 

federal employees. C-base, one of the first hackerspaces in the world, is founded in Berlin. 

Hackerspaces were some of the earliest models of coworking spaces. 

14 2000 The DOT Appropriations Act is enacted, requiring all executive agencies to establish 

telecommuting policies. By 2004, all federal employees could telecommute, provided they do so 

"without diminished employee performance." 

15 2005 The first official coworking space is created in San Francisco by software engineer Brad Neuberg: 

the San Francisco Coworking Space. 

16 2008 Enterprise social networking tool Yammer launched (and is later acquired by Microsoft in 2012 for 

$1.2 billion). 

17 2010 Over 59% of remote workers now work for private companies rather than freelancing. President 

Barack Obama signs the Telework Enhancement Act, compelling all federal agencies to find 

policies for eligible employees to work remotely. 

18 2016 Team collaboration tool Slack grew from 0 in 2013 to 4 million daily active users. 

19 2018 The number of fully remote US companies jumped, commencing 26 in 2014 to 170 in 2018. 70% 

of the world's population works remotely at least once a week— 53% for at least half the week. 

20 2019 Video collaboration software Zoom reports 50,800 customers with more than ten employees, a 5x 

increase from 2017. 

21 2020 The COVID-19 pandemic creates a remote work tipping point. Hundreds of millions of people 

around the world must work from home. 

Table 1. The Evolution of Workplace 

 

2.3 Use of Virtual Desktops and Security Protocols 

At the forefront of remote working productivity and security is virtual desktop uptake and malicious vulnerability therein 

(Awodiji, 2022). In the context of this paper, virtual desktop infrastructure (VDI) allows access to the computing 

environment from anywhere while ensuring continuity of work between machines (Hu, 2024). Pearce, Zeadally and Hunt 

(2023) stated virtual desktops minimize hardware dependence, facilitate scaling, and minimize exposure to breaches by 

having the operating system and software located on a safe cloud or data center rather than the machines (Awodiji, 2023). 

One of the greatest advantages of virtual desktops is that security policy can be centrally implemented. Role-based access 

control, end-point monitoring, and multi-factor authentication (MFA) can all be managed by the Information Technology 

departments to limit employees' access to sensitive company data (Rao and Deebak, 2023). Additionally, regular software 

updates and patch administration can be mandated throughout the virtual environment as a whole, suppressing 

vulnerabilities that hackers can exploit. 

https://iarjset.com/
https://iarjset.com/


IARJSET 

International Advanced Research Journal in Science, Engineering and Technology 

Impact Factor 8.066Peer-reviewed & Refereed journalVol. 12, Issue 4, April 2025 

DOI:  10.17148/IARJSET.2025.12428 

© IARJSET                  This work is licensed under a Creative Commons Attribution 4.0 International License                  193 

ISSN (O) 2393-8021, ISSN (P) 2394-1588 

However, VDIs are to be supported by strong security protocols such as end-to-end encryption, virtual private networks 

(VPNs), firewalling, and zero-trust architectures. Encryption secures the information exchanged between users and 

servers from prying eyes, and VPNs create secured channels of communication between distant connections (Hazra et 

al., 2024). In the same light, a zero-trust security structure requires continuous authentication, never trusting any device 

or user implicitly. 

 

Whether paired with strong security solutions or not, Winkler (2011) opined that virtual desktop solutions provide support 

to businesses, helping them support employees working from anywhere. They take the application virtualization features 

from virtualization software and extend them to the virtual desktop. 

 

2.4 Employee Productivity and Cybersecurity Resilience in Remote Work 

Remote working has reformed employee productivity by channelling attention away from old-style office oversight and 

toward outcome-based performance (LaPenna, 2017). With the correct digital infrastructure, LaPenna (2017) added that 

employees can achieve greater efficiency, work and work-life balance, and job satisfaction. Virtual desktops, 

collaboration software from the cloud, and project management software are just some of the uses of technology that 

integrate the workflow without disruption common in physical environments (Zaker and Coloma, 2018). Remote working 

saves travel time, and the employees are able to channel extra energy toward the central activities. It has been established 

that productivity is improved through flexible work practices when employees are offered autonomy and properly 

designed spaces (Hopkins and McKay, 2019). 

 

However, greater use of digital resources also makes organizations vulnerable to cybersecurity threats and hence 

cybersecurity resilience becomes equally as crucial to sustainable remote work as well(Hopkins and McKay, 2019). 

Hence, organizations must leverage robust security resources such as multi-factor authentication (MFA), endpoint 

detection and response (EDR), and cybersecurity awareness training among employees to mitigate threats (Hunter, 2019). 

The best part here for the achievement of securing digital resources such as VDIs is workforce education to mitigate 

crisis and vulnerability because human error remains one of the most prevalent causes of security breaches (Nyakomitta, 

2020). 

 

Moreover, cybersecurity resilience requires active response and attention. Zero-trust security architectures, artificial 

intelligence (AI)-enhanced threat detection, and safe access restrictions enable organizations to avoid breaches and non-

approved access. Regular audits and following industry guidelines (ISO 27001, GDPR, or following the guidelines from 

NIST) enhance resilience further (Bispham et al., 2021). 

 

Through consensus between employee productivity and strong cyber security measures, organizations can achieve 

maximum efficiency without compromising on security. The prompt herein is to include frictionless, cyber-safe remote 

working solutions that give employees their freedom while defending sensitive information and digital properties. 

 

5.2 Remote Work Models  

Remote work models take many forms: Fully Remote, in which employees work from non-office environments; Hybrid, 

a combination of remote and in-office work; Distributed, where teams are dispersed worldwide; and Asynchronous, 

where the emphasis is placed on task accomplishment rather than fixed hours (Chandan, 2024). All models fit different 

organizational requirements, redesigning work frameworks and increasing flexibility. The success of a remote (or hybrid) 

team doesn't happen by chance but is based on the appropriate adoption suitable for the organization in context (Farque, 

2022). 

Alternatively, a virtual team thrives by virtue of the explicit and intentional application of workforce modeling. An 

organization may tailor a virtual workforce in various ways (Eikenberry and Turmel, 2024). Thus, Dittes et al. (2019) 

identified that there are six most common remote working arrangements to consider when imagining what sort of 

workforce would best be able to support any organization's digitalization, and they are  

1. Asynchronous Working Remotely; 

2. Synchronous Working Remotely;  

3. Hybrid Work Model – Flexible;  

4. Hybrid Work Model – Fixed;  

5. Remote-First Work;  

6. Office-First Work.  

 

5.2.1 Asynchronous Working Remotely 

Asynchronous remote work is an organizational structure where workers perform their tasks individually without making 

use of simultaneous interaction (Fuchs and Reichel, 2023). 
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 It allows workers to work at various times, accommodating varying time intervals and personal schedules. In distinction 

from regular work modes characterized by synchronic virtual presence, asynchronous work makes extensive use of virtual 

collaboration media such as email, project collaboration software, and pre-recorded video messages (Yang et al., 2022). 

Its main advantage is flexibility, and this makes workers perform best during their best times and circumvents the burden 

of instant response. It accommodates distributed teams operating between time zones as it isolates them from the burden 

of constant coordination and the agony of unwarranted meetings (Fuchs and Reichel, 2023). Thus, it promotes deep work 

through the ability of workers to focus without constant interruptions. 

However, asynchronous work is not simple. Cheung and Hew (2004) argued that delayed response times make 

asynchronous work unsuitable for projects or tasks requiring instant feedback. Moreover, employees must learn good 

writing skills so they can remain concise and not create ambiguity. Organizations adopting this style usually develop 

clean documentation practices and employ knowledge-shareable applications to maintain the productivity of the 

workflow. Asynchronous remote work, when adequately utilized, can enhance productivity, work-life balance, and 

employee well-being, and lower workplace tension and exhaustion (Grant, Wallace and Spurgeon, 2013). 

 

5.2.2 Synchronous Working Remotely 

Synchronous remote work allows workers to work and collaborate simultaneously even when they are physically apart 

(Schäfer, Reis and Stricker, 2022). This arrangement is just as good as having a physical work environment where 

workers are working simultaneously through video conferencing, instant messages, and collaborative document working 

applications (Bjørn et al., 2024). Applications such as Zoom, Microsoft Teams, and Slack are critical to facilitating 

connectivity and collaboration. 

Furthermore, one of its greatest strengths lies in the ability to give instant feedback, resolve issues at the moment, and 

enhance collaboration (Schäfer, Reis and Stricker, 2022). It is ideal for customer support roles, project management, or 

any task that requires constant cohesion among team members. Live interaction brings the feeling of being together 

among teams, and hence this enhances engagement and minimizes the sense of disconnection among remote workers 

(Bjørn et al., 2024). 

However, this model is not always ideal, especially when teams are located in widely varied time zones. Time differences 

might create scheduling headaches, and it can be difficult for workers all over the world to coordinate their work hours 

(Schwartz, Gomes and McCarthy, 2010). Additionally, the demand to be on call at all times can create psychological 

exhaustion as workers might get caught struggling to draw clear work-time boundaries. Thus, organizations moving to 

synchronous remote work must strike a chord between scheduled discipline and accommodation to optimize productivity 

without sabotaging workers' well-being (Maslach and Leiter, 2022). 

 

5.2.3 Hybrid Work Model – Flexible 

The flexible hybrid working style provides employees with the autonomy to decide when and where they would work 

and integrate remote work and office work depending on business requirements or personal needs (Rapp, Hughey and 

Kreiner, 2021). In comparison to inflexible arrangements, the style does not subject employees to the stringent discipline 

of regular attendance but allows them to incorporate their work patterns within their working cycle and personal needs 

(Moen et al., 2013). 

One of the major advantages of this type of model is the freedom allowed, providing employees the freedom to organize 

their days while providing the team aspect. Such organizations, while encouraging office attendance during brainstorming 

sessions, team-building, or key project deadlines, facilitate remote work when it involves focused, solitary work (Riley, 

2023). This balance means employee happiness, reduced commute stress, and improved work-life balance. 

However, there are roadblocks when it comes to teaming, as the employees may be at different locations on different 

days. Without proper planning, some of the employees may end up isolated from their team members or unable to get 

constant collaboration times. It may also be challenging to maintain one company culture if the teams are not physically 

gathered frequently (Newman and Ford, 2021). Organizations adopting the flexible hybrid mode impose formal team 

days, virtual collaboration tools, and transparent communication practices to maintain easy workflow and inclusiveness. 

When properly implemented, Azadi (2024) states the mode improves productivity and accommodates different working 

practices. 

 

5.2.4 Hybrid Work Model – Fixed 

This hybrid fixed plan integrates office and remote working and makes the employee work from the office some days 

and from another place other days. In comparison to the flexible hybrid, this plan accommodates guaranteed time spent 

together in the same place among teams, reinforcing teamwork and upholding joint organizational culture (Grzegorczyk 

et al., 2021). 

This is the best of both worlds team-based structured collaboration and independent remote work allowing organisations 

to save personal interactions time when necessary for meetings, training, and brainstorming sessions (Fayad, Weeks and 
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Khan, 2021). Hence, workers get regular schedules, and simple project planable projects, and businesses can maximize 

office use by attendance rotation. 

Nonetheless, one of the greatest demerits of the fixed hybrid scheme is less flexibility. The employees could be restricted 

by required office days, especially where commuting time is involved or where they happen to be more productive when 

working at home (Gratton, 2021). Moreover, companies need to assign equitable and fair scheduling in order to avoid 

some workers gaining more than others (Gratton, 2021). 

 

5.2.5 Remote-First Work 

Remote-first is all about putting working from remote locations as the standard mode of working and physical offices as 

optional or discretionary locations to work (Mishra, 2024). Organizations that function this way structure their workflow, 

communication, and organization around remote working so that all their employees, regardless of where they are located, 

are given an equal chance to collaborate and build their careers (Speroni and Taylor, 2023). 

One of the major strengths of the remote-first practice is the high accessibility of talent, as companies are able to employ 

workers from the international talent pool without geographical restrictions. Workers get more freedom, reduced transport 

costs, and improved work and life balance (Mishra, 2024). Organizations adopting this practice are highly reliant on 

collaboration applications enabled by the cloud, asynchronous communication standards, and good documentation habits 

to leverage productivity (Travis, 2021). 

However, it can be difficult to develop a solid company culture as you work at home. Employees can become isolated or 

disconnected without direct human interaction. Moreover, ensuring that career development opportunities are equitably 

made available to remote employees takes deliberate leadership efforts, including formal mentoring programs and explicit 

performance feedback (Sneppen, 2025). 

Successful remote-first organizations make employee well-being and virtual team-building investments, including 

flexible work schedules and perpetual support systems, to remain productive (Lara-Pullido and Martinez-Cruz, 2023). 

Through the emphasis of digital-first operations, this is enabled to remain agile and responsive to an increasingly remote-

focused world. 

 

5.2.6 Office-First Work 

Gill and Phythian (2013) stated that the office-first strategy follows the traditional paradigm wherein employees mainly 

work from an office and remote working is permitted only under unusual circumstances or as an infrequent exception. In 

spite of episodic remote availability provided by some organizations, however, the workplace remains at the center of 

work, meetings, and collaboration (Das et al., 2021). 

The greatest strength of the office-first way of working is face-to-face collaboration among teams as it supports 

spontaneous collaboration, closer relationships, and quick problem-solving. Many sectors, ranging from banking and 

finance and health to manufacturing, remain reliant on physical presence due to the type of work they are doing (Sneppen, 

2025). Such work offers a formal workday structure, clear oversight, and a strong company culture. 

However, the rigidity of work from the office can also render employees rigid. Long travel times, rigid scheduling, and 

lack of autonomy can mean lower morale and turnover, particularly among those who've been working from home. In 

addition, forcing employees back to the office full-time after digital transformations means they might become resistant 

and are apt to be affected by lower morale (Snyder, 2016). 

Hence, adapting to the needs of the current workforce, most office-centric organizations are adopting hybrid working 

models, virtual collaboration software, and flexible solutions to hold onto talent while maintaining an orderly office 

infrastructure (Langfred and Rockmann, 2016). Rock-solid as this design may sound, Baldry et al. (2017) stated that 

businesses must be certain they are not underestimating the growing demand for remote working freedom. 

 

5.3 HR Practices and Their Relevance  

HRs are best appreciated for their applicable and situational contingencies, while practically emphasising their 

performance in inter-human and team synergy (Abate et al., 2020). HR practices of relevance to contemporary 

organizations are employee welfare, performance management, training, and recruitment. Their role includes talent 

acquisition and maintenance at their best as well as well-being improvement. Through developing an enthusiastic 

workforce, HR practices enhance productivity, facilitate good work culture, and help achieve business strategy to achieve 

long-term performance (Langfred and Rockmann, 2016). HR has traditionally been focused on the management of people 

within the boundaries of the organization. This is overlooking the bigger role that HR can and must achieve to perform 

human work that is required by the organization, but that is beyond these limits (Swart and Kinnie, 2014). 

 

5.4 Challenges of Remote Work for HR  

Increased remote working has created a paradigm change in employee and workforce management by organizations. 

Despite providing them with the benefit of cost-effectiveness and global access to talent, it comes along with huge 

headaches for the Human Resources (HR) function (Boudreau and Jesuthasan, 2011).  
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However, Jeske (2021) argued that three of the major problems of HR professionals while working remotely are 

performance monitoring and accountabilities, corporate culture and employee engagement, and labour law and 

regulation. 

 

1. Accountability and Performance Management 

One of the obstacles faced by HR while working from home is the delivery of sound performance management (Jeske, 

2021). The regular office setup allows direct supervision where the manager can observe employee participation, 

initiative, and collaboration directly. However, when working from home, it is more challenging to verify productivity 

as well as work quality (Patel, Pettitt and Wilson, 2012). 

Therefore, HR must learn to trust the employees to remain responsible and perform as per their expectations and not 

micromanage, as this can create disengagement and tension (Buckley, 2011). Some employees may also lack good time 

and self-management capabilities and hence may turn out to be inefficient or take long deadlines. To cover this shortage, 

HR teams must develop clearly outlined key performance indicators (KPIs), use electronic monitoring equipment, and 

instead of monitoring working hours, develop outcome-based performance measurement (Glas, Henne and Essig, 2018). 

Therefore,  establishing regular one-to-one check-ins, peer feedback, and performance review sessions made specifically 

for remote teams fills this shortage (Butt, 2020). 

 

2. Maintenance of Staff Motivation and Company Culture 

Teleworking tends to lower organizational culture and sense of belongingness as workers no longer get the chance of 

casual interaction, bonding and shared experience. The office environment naturally supports camaraderie, casual 

brainstorming, and casual conversations that create employee engagement and a sense of belongingness (Belle, Burley 

and Long, 2015). 

It is challenging to replicate these experiences within virtual environments, where remote workers become disconnected 

from their peers and the organization's purpose (Allen, Golden and Shockley, 2015). In addition, without social 

connections, motivation becomes eroded, turnover becomes sped up, and mental health symptoms of loneliness and 

burnout are created (Bilderback, 2025). 

This can be addressed through virtual team-building activities, casual discussion rooms, mentoring, and reward 

mechanisms that can be enabled virtually. Some of the means of creating this are through frequent video check-ins, virtual 

social events, and company internal bulletins (Bilderback, 2025). HR must also facilitate an inclusive virtual culture by 

providing remote workers with an equally fair chance of contributing and growing professionally (Maslach and Leiter, 

2022). 

 

3. Compliance with Labor Laws and Regulations 

Remote working brings new legality and regulatory issues, especially when employees are located in several different 

jurisdictions (Yaroshenko et a., 2022). Tax policy, working time, employee entitlements and rights all differ from territory 

to territory, and this is a concern for HR departments when applying uniform policy throughout the organization (Ratti 

and Garcia-Munoz, 2024). 

For instance, employee labor legislation of some nations does account for overtime payment, minimum working hours, 

or all-embracing cybersecurity legislation and may be incompatible with another nation's legislation. Further, Nikita and 

Ilona (2021) added that HR needs to ensure remote work arrangements are compatible with data protection legislation, 

especially when workers are handling sensitive business information from various locations. 

Holder et al. (2016) asserted that this can be addressed by having HR departments updated on international labor 

legislation, providing managers with legal training, and having regular policy enforcement made as per local legislation. 

Lawyer input and HR compliance toolboxes can be utilized to automate these processes and provide fair consideration 

to remote workers while insulating the business from exposure to legislation. 

Lastly, although working from anywhere promotes various values, Nikita and Ilona (2021) posited that HR staff must 

take proactive measures against these pitfalls through sound performance practices, culture building, and sound 

compliance initiatives so that they may work effectively and become legislatively compliant. 

 

5.5 Opportunities Presented by Remote Work 

The telecommuting revolution has revolutionized the workplace of the present day, and it is opening up numerous 

possibilities for employers and employees. However, there are risks as well, yet telecommuting is opening up enormous 

possibilities to organizations that can reap maximum from its potential. The most notable possibilities offered by 

telecommuting include a global talent pool, productivity and work-life balance, cost reduction on both the sides of 

employer as well as employee, and environmental sustainability (Galvez, Tirado and Martinez, 2020). 
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1. Access to the Global Talent Pool 

One of the most important potentials of working from anywhere is that companies can now hire talent from everywhere 

around the globe. Office workers are locked to location, and companies are compelled to hire employees who are within 

commuting range. Working from anywhere lifts this limitation, and companies are able to recruit the best talent regardless 

of place. 

This greater accessibility to a diverse pool of workers allows companies to benefit from the diversity of talent, cultural 

awareness, and innovative problem-solving capabilities (Lakshmi, Nigam and Mishra, 2017). In addition, Ivasciuc et al. 

(2022) stated that companies can leverage highly focused skills that are not readily accessible to them within their own 

country. This becomes particularly advantageous to companies that require specialized technical expertise or multilingual 

personnel. 

Telecommuting provides workers with career opportunities beyond their immediate local job market as they get to remain 

where they are while working for international businesses. Such working freedom means more job satisfaction, fewer 

turnovers, and improved staff diversity as they enjoy a homogeneous and lively working environment (Chandhan, 2024). 

 

2. Enhanced Productivity and Better Work-Life Balance 

It is demonstrated in a report by Kazekami (2020) that telecommuting does increase productivity when carried out 

appropriately. Through the avoidance of office interruptions, meetings staff members don't need to join, office politics, 

and long commutes staff can focus their efforts on the job uninterrupted. The majority of organizations learn that 

teleworkers get the job done more effectively, provided they are given the freedom to create their work schedules (Ahmed 

et al., 2014). 

Moreover, Bellmann and Hübler (2021) added that telecommuting provides improved work-life balance, the key to 

employee happiness and job satisfaction. Therefore, having the ability to plan one's work allows one to reconcile business 

activity and personal needs, including child care or exercise and leisure activities. Balance of this sort disposes of work 

pressures and employee burnout and hence leads to improved employee motivation and long-term employee retention 

(Lee and Joseph Sirgy, 2019). 

Overall, employers who prioritize flexible working can achieve happier, healthier, and more productive staff and business 

prosperity (Erro-Garces et al., 2022). Organizations that respect and support employee well-being through flexible 

working are most apt to attract the highest quality and brightest people and gain loyal workers (Palumbo et al., 2022). 

 

3. Cost-Saving to Workers and Businesspersons 

Telecommuting offers tremendous monetary incentives to workers and organizations. For companies (organizations), 

physical office spaces are usually expensive, including rent, electricity, office supplies, and maintenance. Through virtual 

or blended workplaces, companies can save their overhead costs, and this allows them to put money into research and 

development, recruitment, and equitable wages (Lautsch and Kossek, 2011). 

For employees, working from home also saves them the cost of transport, petroleum, car parking, and business attire. In 

some circumstances, telecommuters are also able to relocate to areas where the cost of living is lower, and they are able 

to live their lives generally more lavishly. With fewer commutes, employees also drive fewer hours, and they are able to 

use that time for productive labor or personal pursuits (Grzegorczyk et al., 2021) 

 

4. Environmental Sustainability 

Telecommuting has a direct and positive effect on the environment and thus is an important corporate sustainability tool. 

Through the reduction of daily commutes, telecommuting greatly reduces carbon emissions from transport, which is 

among the highest environmental polluters (Zhu and Mason, 2014). Fewer commuters also translate to less traffic 

congestion, less fuel consumption, and improved air quality within the cities. They consume less energy while they work 

from home as well and hence have less electricity and water usage. 

In addition, apart from carbon reduction, remote working supports digitalization and paperless operations. Organizations 

that make the transition to cloud-based collaboration solutions, virtual meetings, and digital document handling can 

reduce their physical usage, save resources prevent wastage and support sustainable enterprise (Uchenna, Wilson and 

Babatunde, 2018). 

Such businesses can incorporate remote working as part of their corporate social responsibility (CSR) initiatives and 

build up their reputation and image as green businesses as investors are drawn to them (Mohammed and Pillutla, 2014). 

Such reforms not only save the environment but also answer the growing demand for sustainable business practices that 

are required in the current era (LaPenna, 2017). 

Deductively and practically, working from anywhere brings much more than the freedom of working from anywhere. 

Organizations can attract global talent, be more productive, save their costs, and help make the planet greener. With 

organizations moving increasingly toward hybrid and remote modes of working, it is important to leverage these 

possibilities to build a greener, more diverse, and more productive world of work. 
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6.0 METHODOLOGY 

 

This study is designed as a mixed-method research design to take both the qualitative and quantitative approaches to give 

an all-embracing picture of the way virtual desktops and secured remote access are changing remote working. The sample 

size of the participants and respondents to this study is 50 samples – 25 from each of the two companies. This is because 

these companies have an average of 75 employees and selecting 25 employees represents 33.3% of the employees from 

each of these companies. Using the mixed-method design, findings are assured to capture both personal experiences and 

statistical objective tendencies and hence paint an even picture of the subject. 

 

6.0.1 Qualitative Approach (Thematic Analysis) 

Qualitatively, this research involves semi-structured interviews among the major stakeholders, including information 

technology professionals, human resources officials, and distant employees from two organizations selected from Nigeria 

and one from Ghana. This allows experiences, obstacles, and perceptions of virtual desktops and safe remote access to 

be discussed. 

Data from these interviews would be thematically analyzed, and codes and recognizes and infer the salient themes from 

the responses. From this, one is able to obtain insights into how businesses deploy and manage safe remote working 

arrangements and how concerns of data security, employee productivity, and remote working culture are managed. 

 

6.0.2 Quantitative Approach (Regression Analysis) 

The quantitative research component would seek to analyze the impact of virtual desktops and safe remote access on the 

most important remote working performance indicators. A questionnaire survey will be carried out among employees 

and the IT admins of the two companies gathering information on variables such as efficiency, cybersecurity violations, 

employees' satisfaction, and stability of the IT infrastructure. 

Compiled data are subjected to regression analysis whereby independent variables (security protocols and virtual desktop 

use) would be shown to be correlated to the dependent variables (robustness of cybersecurity and productivity). The 

statistical method would provide an empirical understanding of how secure remote access solutions impact remote 

workplace maximization. 

Combining thematic analysis and quantitative verification, this method reports a robust fact-based estimate of the impact 

virtual desktops and access security are having on remote work futures. 

 

6.1 Data Analysis 

Respondent Job Role Work 

Model 

Response 

R1 IT Manager 

(Nigeria) 

Hybrid "Virtual desktops have significantly improved IT management. 

We can enforce uniform security policies and update software 

centrally, reducing downtime and security threats." 

R2 HR Director 

(Ghana) 

Remote "Remote access solutions have helped us streamline HR 

processes, but ensuring data security remains a challenge, 

especially when employees use personal devices." 

R3 Software Engineer 

(Nigeria) 

Remote "Working with a virtual desktop allows me to code in a secure 

environment, but occasional latency issues affect productivity." 

R4 Marketing 

Executive (Ghana) 

Hybrid "Secure remote access has allowed seamless collaboration, but 

sometimes VPN restrictions slow down content uploads and 

teamwork." 

R5 Customer Support 

Rep (Nigeria) 

Remote "With remote access tools, I can provide customer support from 

anywhere, but phishing attacks targeting support teams have 

increased." 

R6 Operations 

Manager (Ghana) 

Hybrid "We have reduced IT costs by using virtual desktops, but ensuring 

all employees follow security protocols is an ongoing challenge." 

R7 Sales Executive 

(Nigeria) 

Remote "Remote work has improved work-life balance, but unstable 

internet connections sometimes disrupt sales presentations." 

R8 Finance Analyst 

(Ghana) 

Hybrid "Accessing financial data securely is crucial. Virtual desktops 

provide a safe environment, but authentication processes can be 

cumbersome." 

R9 IT Security 

Specialist (Nigeria) 

Remote "Zero-trust security models and endpoint monitoring have 

strengthened cybersecurity, but training employees on 

compliance is still essential." 
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R10 Content Creator 

(Ghana) 

Hybrid "Cloud-based tools and virtual desktops enhance content 

production, but system lag sometimes affects video rendering 

speeds." 

R11 Data Analyst 

(Nigeria) 

Remote "Using virtual desktops ensures secure data handling, but 

frequent VPN re-authentication interrupts workflow." 

R12 Logistics 

Coordinator 

(Ghana) 

Hybrid "Remote access has enabled real-time logistics tracking, but 

integrating multiple software solutions securely remains a 

challenge." 

R13 Business Consultant 

(Nigeria) 

Remote "Remote work provides flexibility, but inconsistent cybersecurity 

awareness among employees is a risk factor." 

R14 Legal Advisor 

(Ghana) 

Hybrid "Handling confidential contracts remotely requires robust 

security, and virtual desktops have been instrumental in 

mitigating data breaches." 

R15 Administrative 

Officer (Nigeria) 

Remote "Virtual desktops help in document management, but technical 

support for remote employees needs improvement." 

R16 Procurement 

Manager (Ghana) 

Hybrid "Remote access allows seamless supplier negotiations, but device 

compatibility issues sometimes arise with virtual desktops." 

R17 Network Engineer 

(Nigeria) 

Remote "The adoption of encrypted remote access has strengthened our 

cybersecurity posture, but maintaining system uptime remains a 

challenge." 

R18 Research Analyst 

(Ghana) 

Hybrid "I can securely access global databases remotely, but high data 

encryption sometimes slows down searches." 

R19 Digital Marketer 

(Nigeria) 

Remote "Remote collaboration has been productive, but integrating 

marketing automation tools with secure access is complex." 

R20 Call Center Agent 

(Ghana) 

Hybrid "Voice-over-IP solutions help us work remotely, but call quality 

depends on network strength and VPN settings." 

R21 Project Manager 

(Nigeria) 

Remote "Managing remote teams with cloud-based project management 

tools is efficient, but ensuring consistent security compliance 

among team members is demanding." 

Table 2. Structured Interview Responses from Samples 

 

6.1.1 Thematic Analysis of Responses 

1. Improved IT and Data Security 

Several participants, all of whom were IT professionals (R1, R9, R17), focused on the positive side of virtual desktops 

as enhanced cybersecurity. Centralized security measures, zero-trust frameworks, and endpoint adherence strengthened 

the data's security. Yet, a few of them reported difficulty getting all their personnel to adhere to security measures (R6, 

R13, R21). 

2. Greater Flexibility and Work-Life Balance 

Most remote workers (R3, R7, R13, R19) noted that remote working provides more flexibility, and this promotes work-

life balance and job satisfaction. This supports the trend among staff favoring remote-first or flexible working models 

due to productivity and personal health gains. 

3. Technical and Connectivity Problems 

Among these, persistent instability and latency issues when working with remote access solutions (R3, R4, R7, R10, 

R12) were one of the issues. High-data application workers, including project managers (R21) and those working as 

content developers (R10), suffered from system delays as major issues. Moreover, high VPN re-authentication (R11) and 

compatibility issues (R16) were noted as workflow disruptions. 

4. Enhanced Collaboration but Threat to Security 

Whereas virtual desktop infrastructure and collaboration software from the cloud made remote collaboration (R19, R20, 

R4) possible more effectively, security concerns remain. HR professionals and lawyers (R14, R2) cited maintaining 

privacy of sensitive information and business consultants (R13) cited gaps in employee awareness of cybersecurity. 

5. Productivity Gains Through Secure Access 

Some of the roles (R8, R15, R18) said remote access offered document and workflow continuity. The financial analysts 

(R8) and the logistics coordinators (R12) said the virtual desktop helped securely manage operational and fiscal 

information, although there were some technical complications. 

 

6.1.2 Conclusion 

Thematic analysis of feedback determines that there are two effects of virtual desktops and safe distant access to them— 
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they enhance security, productivity, and flexibility, and they create technical and Regulatory concerns. 

Cybersecurity toughness, enhancing the support offered by IT, and simplicity of connectivity are themes of prospective 

improvement to distant working practices. 

 

6.1.3 Thematic Analysis 

Theme 1: Improved Information and Data Security 

Several of the participants, from the IT profession (R1, R9, R17), mentioned virtual desktop's strengths at reinforcing 

cybersecurity. Data security was augmented by the use of a centralized policy of security, zero-trust architecture, and 

detection of endpoints. There was mention of some inability to get all employees to adhere to security protocols (R6, 

R13, R21). 

Theme 2: Increasing Flexibility and Work-Life Balance 

R3, R7, R13, and R19 all agreed that remote work provides greater flexibility, and this leads to improved job and work-

home balance and job satisfaction. This mirrors the overall tendency of employees to prefer remote-first or hybrid 

working arrangements to achieve improved productivity and personal wellness. 

Theme 3: Technical and Connectivity Problems 

Collectively, the complaint was network instability and latency issues when employing remote access solutions (R3, R4, 

R7, R10, R12). High-data application handling staff members, i.e., project manager (R10) and content creators (R21), 

identified system delays as one major problem. Moreover, repeated VPN re-authentication (R11) and compatibility issues 

(R16) were identified as workflow interrupters. 

Theme 4: Increased Interaction at Security Costs 

Where virtual desktop and cloud collaboration solutions made collaboration from afar more possible (R19, R20, R4), 

security concerns exist. HR professionals and attorneys (R14, R2) cited the importance of protecting confidential 

information, and business consultants (R13) spoke of employees' ignorance of cybersecurity. 

Theme 5 Productivity Gains Through Secure Access 

A group of roles (R8, R15, R18) noted that remote access made uninterrupted workflow and document handling possible. 

Accountants (R8) and logistics coordinators (R12) noted that virtual desktops helped manage financial and business 

information securely despite some glitches. 

 

6.2 Quantitative Analysis: Survey Responses and Regression Analysis 

Survey Questions and Responses (Scale: 1 - Strongly Disagree to 5 - Strongly Agree) 

Respondent Productivity 

Increase Due 

to Virtual 

Desktops 

Perceived 

Security 

Enhancement 

Remote 

Work 

Satisfaction 

Impact of 

Secure Access 

on 

Collaboration 

Technical Challenges 

(Reversed Scale: 

Higher = Fewer Issues) 

R1 5 5 4 4 3 

R2 4 4 5 4 2 

R3 3 4 4 3 2 

R4 4 3 4 5 3 

R5 3 5 5 4 2 

R6 4 4 3 5 3 

R7 3 3 4 3 2 

R8 5 5 4 4 3 

R9 5 5 5 5 4 

R10 3 4 3 4 2 

R11 4 4 4 3 2 

R12 3 3 3 3 2 

R13 5 5 4 5 3 

R14 4 4 4 4 3 

R15 3 4 3 3 2 

R16 4 5 4 4 3 

R17 5 5 5 5 4 

R18 4 3 4 4 3 

R19 3 3 3 3 2 

R20 4 4 4 4 3 

R21 5 5 5 5 4 

Table 3. Survey ratings by Samples for Regression Analysis 
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6.2.1 Regression Analysis Findings 

Regression analysis was implemented to study the impact of safe remote access on the productivity of employees, and 

the independent variables considered major factors were perceived security improvement, remote working satisfaction, 

collaboration effect, and technical issues. The outcomes are as follows 

• Perceived security enhancement and collaboration impact showed a strong positive correlation (R² = 0.72) with 

productivity. 

• Remote work satisfaction moderately correlated with productivity (R² = 0.65), suggesting employees satisfied 

with remote work tend to be more productive. 

• Technical challenges negatively correlated with productivity (R² = -0.58), confirming that connectivity and 

system issues hinder work performance. 

Multiple regression analysis was undertaken to evaluate the correlation between four independent variables – Perceived 

Security Enhancement, Remote Work Satisfaction, Secure Access Impact on Collaboration, and Technical Challenges; 

and the independent variable, Employee Productivity Increase. 

• R² = 0.768: This indicates that 76.8% of the variation in employee productivity is explained by the independent 

variables. 

• Adjusted R² = 0.710: After accounting for the number of predictors, the model still explains 71% of the variation. 

• F-statistic = 13.25, p < 0.0001: This confirms that the overall regression model is statistically significant, 

meaning the independent variables collectively influence productivity. 

 

Predictor Coefficient 

(β) 

Standard 

Error 

t-

value 

p-

value 

Interpretation 

Perceived Security 

Enhancement 

0.2579 0.156 1.65 0.115 Positive impact on productivity, but not 

statistically significant (p > 0.05). 

Remote Work 

Satisfaction 

0.0566 0.167 0.32 0.744 Weak correlation with productivity, 

statistically insignificant (p > 0.05). 

Impact of Secure 

Access on 

Collaboration 

0.0579 0.215 0.27 0.792 Weak correlation with productivity, 

statistically insignificant (p > 0.05). 

Technical Challenges -0.7194 0.241 -2.98 0.009 Negatively correlated with productivity; 

statistically significant at the 1% level (p 

< 0.01). 

Table 4. Structure of Regression Analysis Findings 

 

1. Subjective security improvement and collaboration positively impact productivity but their effects are not 

significantly different from zero (p-values > 0.05). This suggests that while employees perceive virtual desktop 

and collaboration software as productivity gainers, the samples are inadequate to prove a direct impact. 

2. Remoteness satisfaction has nothing to do with productivity (β = 0.0566, p = 0.744). It does not necessarily 

mean productivity when employees are satisfied working from home. 

3. Technical problems have great and unfavorable impacts on productivity (β = -0.7194, p = 0.009). This outcome 

confirms that network instability, VPN re-authentication, and application compatibility impact employee 

productivity. 

 

7.0 DISCUSSION AND CONCLUSION 

 

The qualitative analysis reflected that employees prefer the remote working benefits of being flexible and having reduced 

travel tension. However, fears about cybersecurity risks, lack of social interactions, and technical breaks remain. The 

majority of the participants reported that remote working would depend profoundly on the assistance of IT and on having 

definite security measures. 

From the quantitative study, the regression analysis confirmed that technical problems lower productivity significantly, 

while perceived security enhancements and collaboration facilities had positive though nonsignificant effects on 

productivity. There was no direct correlation between productivity and remote work satisfaction and hence other factors, 

such as type of work and organization support, can have more influence. 

Remote work is a revolutionary working dynamic that offers autonomy and operational efficiencies. It must be able to 

overcome technical headaches and enhance information technology infrastructure to achieve this, though. Secure remote 

access and collaborative applications positively impact productivity but must be complemented by proactive help desk 

support and continuous security improvements. Organizations must get the employee freedom vs. policy guidelines ratio 

right to achieve productivity maximization where working from a distance is done. 

https://iarjset.com/
https://iarjset.com/


IARJSET 

International Advanced Research Journal in Science, Engineering and Technology 

Impact Factor 8.066Peer-reviewed & Refereed journalVol. 12, Issue 4, April 2025 

DOI:  10.17148/IARJSET.2025.12428 

© IARJSET                  This work is licensed under a Creative Commons Attribution 4.0 International License                  202 

ISSN (O) 2393-8021, ISSN (P) 2394-1588 

8.0 RECOMMENDATIONS 

 

1. Lock Down and Secure IT Infrastructure and Support: Technical problems of software during role 

delivery should be the priority (Bamidele-Sadiq et al., 2022). In addition, high-speed connectivity, single sign-

on VPN login, and robust helpdesk support can drive away major productivity roadblocks. 

2. Balance Security Controls without Overburdening Staff: Security processes should be robust but easy to 

use (Awodiji, 2022). Hence, businesses may use single sign-on (SSO) and multi-factor authentication (MFA) 

products to enhance security without inconveniencing staff. 

3. Foster Hybrid Work Arrangements with Structured Definitions: As remote working offers autonomy, 

having structured office days to enable team activities can help balance autonomy and organisational unity. 

4. Regular Training on Cybersecurity and Best Practices of Remote Working: Regular training of 

employees on safe access protocols, phishing prevention, and best practice digital collaboration to attain 

maximum productivity as well as security. 

Therefore, if companies comply with these guidelines, they can utilize remote working to its full extent and minimize its 

drawbacks and thus build more robust and productive workers. 
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