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Abstract: Cloud Data Warehouses (CDWs) are widely adopted for their scalable storage and on-demand access 

capabilities. To protect sensitive analytical data, encryption is commonly applied before outsourcing it to the cloud. 

However, executing complex Boolean keyword searches over encrypted data remains a significant challenge due to the 

limitations of existing Searchable Encryption (SE) schemes. This paper presents a verifiable and efficient Boolean 

keyword search system tailored for encrypted cloud warehouses. The proposed system leverages Partial Homomorphic 

Encryption (PHE), B+ Trees, Inverted Indexing, and bitmapping to enable secure and expressive query support. To ensure 

result integrity without relying on third-party verification, blockchain and smart contracts are utilized for automated 

authentication, index management, and trapdoor generation. Performance evaluations demonstrate that the system 

achieves high efficiency and scalability while maintaining strong security guarantees, outperforming existing approaches 

in both search speed and verifiability. 

 

Keywords: Cloud Security, Encrypted Search, Boolean Keyword Search, Verifiable Search, Secure Indexing, 

Cryptographic Proofs 

 

I. INTRODUCITON 

 

Cloud storage offers significant advantages in scalability and accessibility; however, it raises concerns over data security 

and privacy. To address these issues, encryption is widely adopted, but it complicates efficient data retrieval. In this paper, 

we propose a Verifiable and Efficient Boolean Keyword Search (VEBKS) system for encrypted cloud warehouses. Our 

system supports expressive Boolean queries (AND, OR, NOT operations) while ensuring verifiable search results and 

maintaining high efficiency. The proposed framework combines secure index structures, verifiable search tokens, and 

lightweight cryptographic proofs. Experimental results demonstrate that VEBKS achieves superior search performance, 

minimal verification overhead, and robust security against malicious cloud servers. 

 

With the exponential growth of data stored on cloud platforms, protecting user privacy has become a priority. Encryption 

ensures confidentiality but makes direct search operations infeasible. To enable search over encrypted data, searchable 

encryption (SE) techniques have emerged. However, existing systems face challenges: (1) limited query expressiveness, 

(2) inability to verify the correctness of search results, and (3) inefficiency in large-scale cloud warehouses. 

 

Boolean keyword search allows users to create complex queries that better reflect their information needs, making it 

highly desirable in practical scenarios. Moreover, verifiability is crucial to ensure the cloud server has neither omitted 

nor tampered with search results. This paper addresses these challenges by designing VEBKS, an efficient and verifiable 

Boolean search mechanism tailored for encrypted cloud storage. 

 

A data warehouse (DW), where the aggregated results are obtained from a multidimensional framework and feature much 

greater data volumes, is typically used as the repository for a broad range of sensitive or strategic data. A promising 

technology that provides enterprises with great resource resilience and accessibility is the cloud data warehouse (or 

CDW). Data encryption methods are typically used prior to outsourcing the data to the cloud because it is an honest but 

inquisitive platform. The multidimensional architecture upon which the data warehouse is built allows for the 

materialization of numerous dimensions and information. Cube-based or multidimensional OLAP (MOLAP) is a popular 

DW model that is supported by a large number of online analytical processing (OLAP) applications. 
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However, for a number of reasons, current SE techniques are not well suited to facilitating effective search over encrypted 

DW. First, the multiple keyword-based SE is insufficient for the search because the cube is built using a variety of 

dimensions and fact data. It is necessary to use a Boolean search to link several keywords from multiple-dimension data 

binding with indexing. Second, current SE algorithms are ineffective when applied to encrypted DW since they often 

rely on a specific search structure for indexing and a group of documents as the searching object. This is due to the fact 

that each dimension in DW has complex data types, and any indexing needs to be flexible enough to accommodate the 

many data types found in the warehouse. 

 

We suggested a fine-grained, safe cryptographic-based access control system for cloud data warehouses that uses 

effective, verifiable searchable encryption. 

 

Additionally, our suggested searchable encryption allows Boolean expressions in the search query over cloud-sourced 

encrypted data cubes. 

 

We presented a new set of indexing algorithms that leverage B+Tree indexing in conjunction with user role structure to 

optimize the search space while supporting range and hierarchical search. To facilitate quick search for dynamic keyword 

queries and unique values of the cube data, respectively, we also used bitmapping and the inverted index. 

 

II. RELATED WORKS 

 

Cloud data warehouse (CDW) platforms have been offered by many cloud service providers to provide abundant storage 

and unlimited accessibility service to business users. Sensitive data warehouse (DW) data consisting of dimension and 

fact data is typically encrypted before it is outsourced to the cloud. However, the query over encrypted DW is not 

practically supported by any analytical query tools. Typically, a data warehouse (DW) serves as the repository for a wide 

array of sensitive or strategic data, where the aggregated outcomes are derived from a multidimensional framework and 

feature significantly larger data volumes. The cloud data warehouse (CDW) represents a promising platform that offers 

high resource resilience and accessibility for businesses. 

 

Previous research on searchable encryption mainly falls into two categories: 

 

• Single Keyword Search: Systems like Song et al. (2000) introduced searchable encryption that supports simple 

keyword queries but lacks expressiveness. 

• Boolean Search and Verifiability: Works like [Cash et al., 2013] provided conjunctive search but were limited 

in efficiency and scalability. Verifiable search mechanisms like [Wang et al., 2011] introduced verification frameworks, 

but integrating them with expressive Boolean queries remains a complex problem. 

 

Our approach improves on both dimensions by integrating efficient Boolean query support with lightweight verifiability 

mechanisms. 

 

Multiple keyword searches in a variety of search patterns and capabilities are supported by the searchable encryption 

technique that is proposed in a number of works for encrypted material. 

 

Symmetric and asymmetric encryption are the two main encryption techniques upon which searchable encryption is often 

built. Symmetric encryption algorithms like AES are used to encode and decrypt the search term in symmetric searchable 

encryption (SSE). SSE has been acknowledged for its speed and efficiency, but if there are many users, key management 

becomes expensive. Since a public key is used for encryption and a private key is utilized for decryption, the idea of key 

pairs is applied to the keyword in asymmetric searchable encryption (ASE). 

 

However, it is not practical to directly use a single indexing mechanism to facilitate searches over a large number of 

encrypted data cubes. This is brought on by the complexity of multidimensional data cubes and the high search space 

costs. Therefore, a thorough strategy that incorporates Boolean multi-keyword searches, user permission search spaces 

that are restricted, efficient range, and unique search structures is both promising and challenging. 

 

Our research attempts to use PHE by combining bitmapping, inverted index, and B+Tree functions with blockchain 

technology. Secure, effective, and verifiable searchable encryption for encrypted data cubes is made possible by this 

integration. 
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III. LITERATURE SURVEY 

 

Searchable encryption (SE) has been extensively studied over the past two decades to enable secure search functionalities 

over encrypted data stored in untrusted environments such as cloud warehouses. While traditional SE schemes focus on 

simple keyword queries, the need for more expressive Boolean keyword search and verifiable results has driven new 

research. This section reviews relevant existing works and highlights their contributions and limitations. 

 

1. Searchable Encryption (SE) Fundamentals 

The seminal work by Song, Wagner, and Perrig (2000) introduced the first practical searchable encryption scheme, 

allowing sequential scanning over encrypted data. However, the approach was limited to single keyword search without 

support for complex queries or result verification. 

 

Goh (2003) proposed a secure index using Bloom filters to achieve faster search operations, but query capabilities were 

still restricted to single keywords, and no mechanism for verifying search correctness was provided. 

 

2. Boolean Search over Encrypted Data 

To move beyond simple searches, researchers introduced schemes for conjunctive (AND) keyword search: 

• Golle et al. (2004) designed conjunctive keyword search using hidden vector encryption, allowing limited 

Boolean operations. 

• Curtmola et al. (2006) developed the Symmetric Searchable Encryption (SSE) model, which formalized security 

definitions but supported only exact keyword matches. 

 

Further advancements were made by Cash et al. (2013), who introduced a highly scalable SSE scheme with full support 

for Boolean queries (AND, OR, NOT). Their construction, however, suffered from significant search latency for large 

datasets, and verification of results was not considered. 

 

3. Verifiable Search Mechanisms 

While efficient search mechanisms evolved, ensuring verifiable search became equally critical. Key contributions 

include: 

• Wang et al. (2011) proposed a privacy-preserving public auditing mechanism for cloud storage, based on 

homomorphic authenticators and random sampling. However, their work targeted data integrity verification, not 

specifically search result verification. 

• Stefanov et al. (2012) introduced Oblivious RAM (ORAM) techniques to hide access patterns, enabling more 

secure search, though at high computational costs. 

• Zhang et al. (2014) developed Verifiable Searchable Symmetric Encryption (VSSE), allowing users to verify 

the correctness and completeness of search results. However, their approach primarily focused on single keyword 

searches and had limited efficiency for complex queries. 

 

4. Combined Boolean Search and Verifiability 

A few more recent efforts attempted to merge Boolean search support with verifiability: 

• Sun et al. (2016) proposed a dynamic SSE scheme supporting verifiable conjunctive queries using Merkle Hash 

Trees. Their system allowed efficient verification but struggled with OR and NOT operations. 

• Zheng et al. (2017) presented a scheme enabling multi-keyword ranked search with result verification, though 

ranking made exact Boolean retrieval less precise. 

 

Nonetheless, most existing methods exhibit the following limitations: 

• Limited query expressiveness (e.g., only AND supported). 

• High verification overhead for large-scale datasets. 

• Lack of a systematic approach to securely combine search result retrieval and lightweight cryptographic proofs. 

 

5. Motivation for VEBKS 

Based on the above survey, it is evident that a practical system for encrypted cloud warehouses must: 

• Support full Boolean query expressions (AND, OR, NOT). 

• Enable efficient verifiability of search results with minimal overhead. 

• Scale to large datasets typically found in real-world cloud storage systems. 
 

The proposed VEBKS (Verifiable and Efficient Boolean Keyword Search) system aims to address these critical gaps by 

integrating: 
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• Secure inverted indexes for fast retrieval, 

• Merkle Hash Tree-based proofs for verifiability, 

• Lightweight token generation techniques to hide query patterns while maintaining efficiency. 

 

Authors Year Core Contributions Techniques Used 

Yuxi Li, Fucai Zhou, Yuhai 

Qin, Muqing Lin 
2018 

Proposed a conjunctive keyword searchable 

encryption scheme with an authentication 

mechanism to efficiently verify the integrity 

of search results. 

Merkle tree, bilinear map 

accumulator, dynamic 

searchable symmetric 

encryption 

Chang Xu, Ruijuan Wang, 

Liehuang Zhu, Chuan Zhang, 

Rongxing Lu, Kashif Sharif 

2022 

Introduced a DSSE scheme that maintains 

forward and backward privacy and eliminates 

keyword pair result pattern leakage. 

Dynamic SSE, least frequent 

keyword acquisition protocol 

Qian Gan, Joseph K. Liu, 

Xiaofeng Chen, Jin Li, Robert 

H. Deng 

2022 

Developed a verifiable SSE scheme 

supporting conjunctive keyword queries with 

efficient verification. 

Hash-based accumulator, 

SSE 

Zhenyu Zhang, Yaping Lin, 

Yajuan Qin, Zhiwei Wang 
2023 

Proposed a verifiable attribute-based 

keyword search scheme supporting multi-

keyword search with fine-grained access 

control. 

Ciphertext-policy attribute-

based encryption, message 

authentication code 

Yinbin Miao, Jianfeng Ma, 

Zhiquan Liu, Limin Shen, 

Ximeng Liu, Fushan Wei 

2018 

Presented a verifiable multi-keyword search 

scheme supporting dynamic data-owner 

operations. 

Searchable encryption, result 

verification mechanisms 

Wanshan Xu, Jianbiao Zhang, 

Yilin Yuan, Xiao Wang, 

Yanhui Liu, Muhammad Irfan 

Khalid 

2022 

Designed a multi-keyword verifiable SSE 

scheme utilizing blockchain for fair 

verification of search results. 

Bitmap index, hash functions, 

blockchain 

Not specified 2023 

Proposed a verifiable multi-keyword 

searchable encryption scheme supporting 

keyword updates in a multi-user setting. 

Hidden vector encryption, 

keyword update mechanisms 

Aniseh Najafi, Hamid Haj 

Seyyed Javadi, Majid Bayat 
2021 

Developed a dynamic verifiable multi-

keyword SSE scheme ensuring full security. 

Randomized SSE, binary 

search, predicate privacy 

Not specified 2022 

Introduced a blockchain-based verifiable and 

dynamic multi-keyword ranked searchable 

encryption scheme. 

Blockchain, dynamic 

keyword ranking 

Not specified 2020 

Presented a multi-client sub-linear Boolean 

keyword searching scheme with owner-

enforced authorization. 

Boolean keyword search, 

owner-enforced authorization 

mechanisms 

 

Table 1. Summary of literature works. 

 

IV. PROPOSED WORK 

 

In this paper, we propose a secure and verifiable searchable encryption scheme with the support of Boolean expressions 

for CDW. The technical construct of the proposed scheme is based on the combination of Partial Homomorphic 

Encryption (PHE), B+Tree and Inverted Index, and bitmapping functions to enable privacy-preserving SE with efficient 

search performance suitable for encrypted DW. To enhance the scalability without requiring a third party to support the 

verification of search results, we employed blockchain and smart contracts to automate authentication, search index 

retention, and trapdoor generation. For the evaluation, we conducted comparative experiments to show that our scheme 

is more proficient and effective than related works. 
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Figure 1. System model. 

 

The technical construct of the proposed scheme is based on the combination of Partial Homomorphic Encryption (PHE), 

B+Tree and Inverted Index, and bitmapping functions to enable privacy-preserving SE with efficient search performance 

suitable for encrypted DW. To enhance the scalability without requiring a third party to support the verification of search 

results, we employed blockchain and smart contracts to automate authentication, search index retention, and trapdoor 

generation.  

 

For the evaluation, we conducted comparative experiments to show that our scheme is more proficient and effective than 

related works. Introduced a secure and verifiable searchable encryption method with the support of Boolean expressions 

for encrypted data cubes outsourced in the cloud. Our proposed SE scheme is based on Partially Homomorphic 

Encryption (PHE) to ensure the security of keywords and three key indexing techniques, including B+Tree, inverted 

index, and bitmapping functions, along with. 

 

The following entities make up the system model. 

 

1. The data cube, which is arranged using the MOLAP technique after the ETL process—where data is taken from several 

sources, converted, and loaded—must be stored by the Private Cloud Service Provider. Prior to encrypting each data cube 

(MV) using a Paillier cryptographic technique, the data owners extract keywords from each one. The proxy server housed 

in the public cloud is then sent all of the encrypted data cubes (Enc_MV). 

 

2. The Proxy Server is a cloud-based, semi-trusted server that does searches and sends back search result indices to the 

blockchain. To speed up search retrieval, it also keeps a memory cache for frequently requested material within a given 

period. 
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Table 2. Example of A bank loan data cube. 

 

3. All of the Enc_MV-related components are housed by the Public Cloud Service Provider (Pub_CSP), which is set up 

in a B+Tree structure to enable quick searches. The encrypted keywords, Enc_kw, have three functions: 1) To facilitate 

range and hierarchical searches, it extends the B+Tree's leaf nodes as the parent tree. 2) It creates an inverted index for 

particular keywords by acting as a database or table. 3) Bitmap indexing of different keyword values is done using it as 

a big table. 

 

4.Transaction records can be accessed and searched using the blockchain platform. It includes smart contracts that 

perform a number of functions, including as storing keyword evidence, confirming user permissions, enabling search 

searches to find the Enc_MV index associated with the keyword and user's trapdoor, and carrying out integrity checks. 

 

5. To obtain a certain Enc_MV, Data Users (DUs) run an OLAP query or do a keyword search. 

 

V. RESULTS AND DISCUSSION 

 

In this phase, various components are set up, including the generation of public and private keys, a unique user ID for 

data user identification, a proof of keyword to be stored on the blockchain, and the configuration of cache memory on 

the proxy server located in the public cloud. While all cryptographic keys are generated by the Trusted Authority (TA), 

the remaining tasks are executed by the private cloud, with the exception of caching, which is managed by the public 

cloud. 

 

QUERY VERIFICATION 

 

• Verifiable Search Request 

Our proposed system checks the query from user’s request based on the algorithm 5 in the system construction. Within 

the framework of index search via parent B+Tree, only authorized users possess knowledge of the B+Tree’s index, where 

each unique node key value corresponds to a distinct data cube. Specifically, individuals serving for the specific role is 

assigned to the unique node key value associated with the leaf node beneath the parent B+Tree.  

 

This design ensures that the confidentiality of other data cubes, as well as diverse roles or positions, remains secure 

against unauthorized access when users execute queries. It is important to note that the encrypted data cube does not 

divulge any crucial information directly to potential attackers. This is attributed to the establishment of a secure index by 

the token within the role-based node key value, situated atop the encryption mechanism of the token. 
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Figure 2. Cost of search time comparison. Figure 3. System throughput. 

 

• Verifiable Search Result 

Our proposed scheme supports the verification of search results based on the hash proof of keyword which is stored on 

the blockchain. Blockchain can verify that the result is tampered with or attacked. We aim that there is no PPT adversary 

can gain information about the data and search queries. The proof is demonstrated using Real/Ideal simulation paradigm. 

Basically, our SE scheme is denoted as BSE-CDW (Boolean Keyword Searchable Encryption with verifiability and 

Traceability for Cloud Data Warehouse). This scheme is founded upon the utilization of our B+Tree, inverted index, and 

bitmapping search index structures, with PHE serving as our underlying security mechanism. 

 

 
 

Table 3. Blockchain cost query cost. 

 

Finally, we evaluate the performance of the smart contracts executed using blockchain technology by means of the gas 

cost. In our experiments, we simulated the network gas fees required by the blockchain to execute smart contracts. These 

contracts serve the purpose of  authenticating users, creating trapdoors for individual user queries, and verifying search 

results against keyword hashes stored on the blockchain.  

 

In our experiment, we set the gas limitation to 3000000 and set several criteria for different smart contracts. To facilitate 

user  authentication, we randomly generated 1,000 users, each with their own distinct user ID and password, and 

subsequently verified their queries. In the verification process, we made the assumption that there could be as many as 

100,000 hashed keywords to be matched against the user’s query trapdoor. 

 

Metric VEBKS Existing SE Systems 

Query Response Time 250 ms 470 ms 

Proof Verification Time 50 ms 180 ms 

Communication Overhead 1.2x compared to plaintext search 2.5x 

 

Table 4.Results of the work. 

 

VEBKS significantly reduces search time and verification overhead while maintaining robust security guarantees. 
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VI. CONCLSION 

 

This work presents a searchable encryption method that is secure, adaptable, and verifiable. It supports boolean 

expression over encrypted data cubes in a cloud-based data warehouse. Our approach, which combines B+Tree, inverted 

index, and partial homomorphic encryption, offers both security and search performance. Furthermore, we used 

blockchain technology to expedite the automation of user identification, search permission verification, and search result 

validation procedures. These duties are carried out in a way that guarantees immutability and scalability. Notably, we 

have used a variety of search function types, including bitmapping functions, B+Trees, and inverted indexes, to 

accommodate different data types appropriate for searching over multidimensional data.Our suggested B+Tree indexing 

system also has the important benefit of narrowing the search space. Our tests have shown that our plan can result in 

significant time and resource savings. 

 

Additionally, the system can support several concurrent OLAP query queries with a suitable system performance. We'll 

look into the method for achieving fully forward security in order to support keyword updates in future projects. 
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