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Abstract: This paper offers an in-depth review of recent progress in blockchain-enabled electronic voting systems, 

emphasizing voter authentication and data security. Traditional voting methods are prone to issues such as fraud, 

tampering, and limited transparency, while electronic voting systems often grapple with centralization and security 

risks. Blockchain technology provides a decentralized and tamper-resistant framework, effectively addressing these 

concerns and supporting secure and transparent electoral processes. 

 

The study reviews various approaches that integrate blockchain with modern authentication techniques, including deep 

learning-based facial recognition and OTP verification. Tools such as Ethereumblockchain, Ganache, and Metamask 

are analyzed for their roles in ensuring tamper-proof vote recording and secure transaction handling. Additionally, the 

system incorporates Python for backend development, PHP and SQL for database management, and WAMP server for 

efficient operations. 

 

Through this survey, we identify key trends, challenges, and research gaps in existing systems, such as scalability, 

computational demands, and user adoption. Finally, we propose an enhanced voting framework that leverages 

blockchain and biometric technologies to provide a robust, scalable, and user-friendly solution, paving the way for 

secure and transparent elections. 
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I. INTRODUCTION 

 

Elections serve as the foundation of democratic governance, allowing citizens to voice their political preferences. 

Despite this critical role, traditional voting methods, such as paper ballots and electronic voting machines, face 

significant challenges, including fraud, tampering, and transparency issues. These concerns have called into question 

the reliability and fairness of election processes, highlighting the urgent need for innovative approaches to safeguard 

the integrity of voting systems. 

 

Blockchain technology offers a potential solution to these challenges. With its decentralized and tamper-proof 

structure, it ensures the integrity of voting records, promoting trust and transparency in elections.. By removing reliance 

on centralized authorities, blockchain minimizes the risks of data manipulation and system breaches. Furthermore, the 

integration of biometric authentication, such as facial recognition, and multi-factor verification methods, like OTP 

authentication, adds additional layers of security to prevent unauthorized access. 

 

This paper surveys existing blockchain-based voting systems, analyzing their methodologies, strengths, and limitations. 

Tools like Ethereumblockchain, Ganache, and Metamask are examined for their role in enabling decentralized and 

secure vote management. Additionally, the use of Python, PHP, SQL, and WAMP server for backend and database 

operations is discussed, highlighting their contribution to system efficiency and scalability. 

 

Figure 1 highlights the differences between traditional voting systems and those based on blockchain technology [8]. 

Traditional systems rely on a single centralized authority, making them prone to data tampering. In contrast, 

blockchain-based systems distribute data across a decentralized network of nodes, significantly lowering the risk of 

coordinated cyberattacks. 
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Fig. 1 depicts a comparison between traditional voting systems and blockchain-based voting systems [8]. 

 

This document is a template.  An electronic copy can be downloaded from the conference website.  For questions on 

paper guidelines, please contact the conference publications committee as indicated on the conference website.  

Information about final paper submission is available from the conference website. 

 

II. RELATED WORKS 

 

Blockchain technology has been widely studied as a remedy for the issues faced by traditional and electronic voting 

systems, providing enhanced transparency, security, and decentralization.This section reviews key studies in the 

domain, highlighting innovations, challenges, and emerging trends. 

 

Blockchain-Based Systems 

MdJobairHossainFaruk et al. [1] proposed an innovative blockchain-based e-voting system that incorporates biometric 

verification to improve security, privacy, and transparency.. Their research highlighted the use of Hyperledger Fabric as 

a decentralized framework to mitigate risks such as data manipulation and unauthorized access. By providing an 

immutable record of votes, their approach allowed real-time tracking and verification, enabling voters to confirm that 

their votes were accurately recorded.  

 

Biometric Authentication in Voting 

Deepak et al. [15] implemented a voting system combining fingerprint and facial recognition with blockchain 

technology. By using machine learning algorithms for biometric data processing and SHA-256 hashing for secure 

storage, their approach addressed vulnerabilities in centralized systems.MdJobairHossainFaruk and colleagues [1] 

introduced an innovative e-voting system built on blockchain technology, incorporating biometric verification to 

strengthen security, privacy, and transparency in the voting process. Their study highlighted the significance of using 

Hyperledger Fabric as a decentralized framework, effectively addressing vulnerabilities found in centralized voting 

systems, such as data tampering and unauthorized access.. 

 

Blockchain and Biometric Integration 

Ibrahim et al. [6] introduced "ElectionBlock," a voting system based on blockchain technology that combines biometric 

authentication with a centralized permissioned blockchain to ensure data integrity and scalability. They implemented 

SHA-256 hashing and Merkle tree algorithms to create immutable records, addressing challenges like concurrency and 

consistency.  

 

Security and Privacy Enhancements 

Kohno et al. [18] performed an in-depth security evaluation of direct-recording electronic (DRE) voting systems, 

uncovering significant weaknesses, including cryptographic issues and privilege escalation.Their study highlighted 

insider and outsider threats, recommending the adoption of voter-verifiable audit trails to enhance system trust. 
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ElhamAkbari et al. [13] proposed live biometrics for secure remote voter authentication, focusing on ballot secrecy and 

eliminating influence from previously cast votes. 

 

Blockchain-as-a-Service (BaaS) 

Patil et al. [16] evaluated Blockchain-as-a-Service (BaaS) frameworks for implementing distributed electronic voting 

systems. Their study highlighted how BaaS reduces infrastructure costs while maintaining participant anonymity and 

security. Similarly, MahtabAlam et al. [9] proposed a blockchain electoral system utilizing consensus rules and smart 

contracts to prevent vote tampering. They acknowledged challenges like the digital divide and infrastructural readiness, 

emphasizing the need for socio-economic interventions. 

 

Voter Accessibility and Trust 

Sevinç et al. [3] investigated how blockchain technology can improve voter participation and trust by providing a 

secure and accessible platform for elections. Their study demonstrated the role of blockchain in preventing tampering 

and ensuring tamper-proof vote recording. 

 

Addressing Infrastructure and Performance Challenges 

Hassan et al. [19] explored the integration of blockchain with smart contracts, reviewing advancements over the past 

five years. They highlighted blockchain's potential to streamline election processes, reduce administrative burdens, and 

enhance trust through transparent and efficient systems. 

 

These studies collectively underscore the potential of blockchain and biometric technologies to revolutionize voting 

systems. However, they also reveal persistent challenges, such as scalability, computational demands, and regulatory 

compliance. This survey builds on these findings to propose a comprehensive framework addressing these limitations. 

 

The distribution of blockchain frameworks employed in e-voting systems has been analyzed across multiple studies. As 

shown in Figure 2, Ethereum emerges as the most frequently utilized blockchain framework, accounting for 34.74% of 

the systems reviewed [4]. This popularity can be attributed to Ethereum's robust support for smart contracts and 

decentralized applications. Other notable frameworks include Hyperledger Fabric (9.86%) and Bitcoin (1.41%), while 

less common frameworks such as Exonum, Quorum, and Stellar are also utilized in specific contexts. 

 

Interestingly, a large proportion (46.95%) of studies did not specify the exact framework employed, instead focusing on 

the general concept of blockchain technology. This highlights the diverse approaches researchers take to adapt 

blockchain technology to electronic voting systems. 

 

 
Fig.2 presents the distribution of various blockchain frameworks employed in blockchain-based e-voting systems [4]. 
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III. RESEARCH GAPS 

 

While blockchain technology has shown considerable potential in revolutionizing the electronic voting process, several 

key challenges remain unresolved, and gaps in the existing research still need to be addressed. These gaps present 

opportunities for further exploration and improvements in voting systems based on blockchain technology. 

 

• Scalability in BlockchainNetworks: 

 

The scalability issue is directly connected to many works you provided, such as MdJobairHossainFaruk et al.'s 

[1] research, where they explore decentralized frameworks like Hyperledger Fabric to mitigate the risks of 

centralized systems. Scalability is an ongoing challenge in blockchain-based voting systems, as highlighted in 

several works you shared. 

 

• Computational Demands of Biometric Authentication: 

 

Biometric systems, such as facial recognition and fingerprint verification, are discussed in Deepak et al. [15], 

where deep learning and machine learning models are applied for voter authentication. The computational 

complexity of these techniques, especially when integrated with blockchain, is an identified challenge in the 

existing research, which this gap addresses. 

 

• Privacy and Security Concerns: 

 

Several studies, including Hjálmarsson et al.[17] and Faruk et al. [1], discuss how blockchain enhances 

transparency and security in elections but also raise concerns about privacy and the safe handling of voter data

. Privacy and anonymity in blockchain-based voting systems are crucial challenges that remain unresolved, 

making it a vital area of further research. 

 

• Multi-Factor Authentication for Improved Security: 

 

Faruk et al.'s [1] research on biometric verification and other security features demonstrates the importance of 

secure systems but does not fully address the integration of multi-factor authentication (MFA). This gap 

explores the potential benefits of combining biometric systems with additional layers of security, such as OTP 

verification, for better protection. 

 

• Regulatory and Legal Compliance: 

 

The legal and regulatory challenges of Designing and deploying voting systems using blockchain 

technologyare not extensively covered in the existing studies you provided, but they are implied in works such 

as Kohno et al. [18], where security flaws in traditional systems are highlighted. Ensuring compliance with 

election laws and data protection standards, such as GDPR, is a crucial issue that requires more attention. 

 

• Cost and Infrastructure Challenges: 

 

Several studies discuss cost-effective implementations, such as Rezwan et al.'s [20] offline biometric system 

for Bangladesh. However, the practical challenges of deploying such systems at a large scale, especially in 

developing countries, remain a significant research gap. This includes the high cost of infrastructure and 

ensuring accessibility to all voters, which is not sufficiently addressed in the current literature. 

 

IV. FEATURES AND CHALLENGES OF E-SECURE VOTING WITH BLOCKCHAIN 

 

Incorporating blockchain technology into electronic voting systems offers significant improvements in security, 

transparency, and scalability. Research by Hjálmarsson et al. [17] and MdJobairHossainFaruk et al. [1] highlights the 

potential of blockchain to create tamper-resistant, immutable voting records, which play a vital role in safeguarding the 

integrity of elections. The decentralized structure of blockchain further reduces the likelihood of single points of failure, 

enhancing the system’s resilience against potential attacks.By combining blockchain with biometric systems, these 

systems offer an additional layer of security by confirming the identity of each voter before they cast their ballot. 

Despite these advancements, blockchain-based voting systems face several challenges. One significant issue is 

scalability, as blockchain networks can become congested with large-scale elections involving millions of voters. 
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Research by Faruk et al. [1] and Kohno et al. [18]  has shown that even though blockchain offers benefits in terms of 

data integrity, it still struggles with transaction throughput when scaled up.  

Table 1.presents a summary of the essential features and challenges associated with various blockchain-based e-voting 

systems examined in this study. It offers an overview of the methodologies, innovations, and limitations identified by 

different researchers, showcasing the progress made as well as the ongoing challenges in the field. 

 

Table 1. Analysis of Features and Challenges in Blockchain-Enabled E-Voting Systems. 

 

Author [citation] Methodology Features Challenges 

MdJobairHossainFaruk 

et al. [1] 

Smart Contract-

Driven 

Blockchain E-

Voting System 

- Blockchain for 

Creating 

Immutable 

Voting Records 

- Distributed 

ledger for 

transparency 

- Cryptographic 

techniques for 

privacy 

 

- Scalability 

issues with large 

elections 

- Balancing 

privacy with 

transparency 

Maral Hassan Jumaa et 

al.[2] 

Systematic 

review and 

comparative 

analysis of key 

e-voting studies, 

focusing on 

blockchain 

frameworks, 

algorithms, and 

security 

requirements. 

- Utilized 

blockchain and 

smart contracts 

for e-voting.  

- Reduction in 

administrative 

costs and 

burdens.  

- Addressed 

issues like fraud 

and ballot 

tampering. 

 

- Scalability of 

Blockchain-

Enabled E-

Voting Systems. 

- Ensuring high 

security and 

privacy in smart 

contracts. 

Sevinç et al. [3] Application of 

blockchain in 

enhancing 

voting reliability 

- Blockchain’s 

decentralized 

nature for 

preventing 

tampering 

- Increased voter 

participation 

through trust and 

transparency 

 

- Accessibility 

issues for voters 

with limited tech 

knowledge 

- Complexity in 

ensuring global 

implementation 

Mohammad Hajian 

Berenjestanaki et al.[4] 

Systematic 

literature review 

using the 

PRISMA 

protocol; 

analyzing hybrid 

e-voting 

blockchain 

systems. 

- 

Decentralization 

- Transparency 

- Privacy 

- Verifiability 

- Auditability 

- Efficiency 

- Scalability for 

large elections 

- Privacy 

concerns 

- Technical 

complexity 

- Coercion 

resistance 

 

Alvi et al. [5] Blockchain for 

vote encryption 

and verification 

- Voter 

anonymity 

through hash 

storage 

- Encrypted vote 

storage until 

- Scalability 

issues in 

blockchain 

- Handling vote 

verification 

securely 
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election closure 

- Transparency 

and fairness 

Mohamed Ibrahim et 

al. [6] 

Created a 

permissioned 

blockchain-

based 

centralized e-

voting system 

incorporating 

fingerprint 

authentication, 

utilizing SHA-

256 encryption 

and a publish-

subscribe model 

- Centralized 

blockchain 

- Biometric 

fingerprint 

authentication 

- Tamper-proof 

SHA-256 

hashing 

- Pub-Sub 

architecture for 

real-time updates 

- Data 

immutability 

- Scalability 

issues as 

blockchain size 

grows 

- Maintaining 

sequential 

consistency 

across voting 

stations 

- Concurrent 

vote processing 

challenges 

- Resistance to 

voter fraud 

- Addressing 

privacy concerns 

with biometric 

data 

Samarth Agarwal et al. 

[7] 

fingerprint-based 

authentication 

system 

integrated with 

an Arduino 

microcontroller, 

where voter 

fingerprints are 

verified against 

the Aadhaar 

database to 

ensure voter 

authenticity. 

- Biometric 

fingerprint-based 

authentication  

- Aadhaar-based 

voter verification  

- Remote voting 

capability  

- Arduino 

microcontroller 

with LCD and 

keypad 

- Ensuring 

accurate 

fingerprint 

matching with 

large UIDAI 

database.  

- Handling large 

volumes of voter 

data in real-time.  

- Issues like 

sensor 

malfunctions, 

hardware 

failures, or 

connectivity 

issues 

 

MahtabAlam et al. [9] The approach 

involves 

implementing a 

blockchain-

powered 

electoral voting 

system, where 

each polling 

station functions 

as a node within 

the blockchain 

network. Voters 

are authenticated 

through 

biometric 

verification at 

these stations 

- Blockchain-

based voting 

system  

- Decentralized 

and transparent 

public ledger  

- Use of 

biometric 

verification for 

voter 

authentication  

- Immutable, 

tamper-proof 

vote records 

- High cost and 

technical 

complexities of 

setting up 

blockchain 

infrastructure.  

- Ensuring voter 

anonymity while 

maintaining 

transparency.  

- Convincing 

stakeholders and 

citizens to trust 

and adopt the 

new system.  
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ElhamAkbari et al. 

[13] 

Utilized live 

biometrics for 

secure and 

reliable remote 

voter 

authentication. 

Proposed a 

hierarchical 

voting 

infrastructure 

using parallel 

processing 

across multiple 

blockchains. 

- Secure voter 

authentication 

using live 

biometrics. 

- Protection of 

ballot secrecy. 

- Hierarchical 

infrastructure 

enabling 

scalability. 

- Elimination of 

influence from 

previous votes. 

- Ensuring 

scalability 

across multiple 

blockchains. 

- Managing 

integration with 

traditional 

voting practices. 

- Addressing 

potential privacy 

concerns. 

 

V. CONCLUSION 

 

This paper investigates the potential of blockchain-based voting systems to address the security, transparency, and 

scalability challenges associated with conventional and electronic voting methods. By combining biometric 

authentication techniques, including facial recognition and fingerprint scanning, with blockchain technology, these 

systems provide a secure solution for verifying voter identity, minimizing fraud, and preserving the integrity of the 

election process. 

 

The study emphasized important characteristics of blockchain-based e-voting systems, including decentralized record 

management, smart contracts, and immutable vote storage, all of which contribute to improving the security and 

transparency of elections. Additionally, the integration of advanced security techniques like multi-factor authentication 

and real-time vote tracking has shown to be essential in mitigating the risks associated with fraud and unauthorized 

access. 

 

However, several challenges remain that need further attention. Issues such as scalability, the computational cost of 

biometric processing, and privacy concerns regarding voter data require continued research and optimization. 

Additionally, regulatory compliance and legal barriers in diverse jurisdictions could pose significant hurdles for 

widespread adoption. 

 

This survey emphasizes the need for further exploration into solving these challenges, such as optimizing blockchain 

networks for large-scale elections, improving the efficiency of biometric systems, and addressing privacy concerns 

while maintaining transparency. By addressing these challenges, blockchain-powered voting systems have the potential 

to transform the electoral process, guaranteeing secure, transparent, and scalable elections in the future. 
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