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Abstract: Traditional authentication systems relying on static credentials or fixed biometrics are increasingly 

vulnerable to credential theft, phishing, and spoofing. Behavioral biometrics such as keystroke dynamics and mouse 

movements provide a more secure alternative but often lack adaptability and add friction. This paper proposes an AI-

driven adaptive authentication system that fuses behavioral biometrics with contextual data including device 

information, location of login, and date and time of login to compute a dynamic trust score. The system adjusts 

authentication requirements in real time, providing stronger security while maintaining usability. Experimental 

analysis and literature review suggest that multimodal behavioral and contextual fusion reduces error rates, improves 

robustness against spoofing, and provides resilience in real-world deployment scenarios. 
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I. INTRODUCTION 

 

Passwords remain the most common authentication mechanism, yet they are vulnerable to credential theft, phishing, 

and brute-force attacks. Even strong passwords, when reused across multiple platforms, can be compromised through 

large- scale data breaches. Biometric authentication methods (finger- print, face) improve security but have 

weaknesses: they can be spoofed, require additional sensors, and cannot be reset once compromised. 

Recent research highlights the role of behavioral biometrics—typing rhythm, mouse dynamics, and contextual usage 

patterns—as unique, hard-to-replicate traits [1], [2]. Unlike physiological biometrics, behavioral traits are continuously 

available during normal interaction and do not require specialized hardware. However, two persistent gaps remain: (1) 

many systems emphasize post-login continuous authentication rather than strengthening the login moment itself, and 

(2) few adapt dynamically to changing risk levels or context. 

We address these gaps with an AI-driven adaptive authentication framework that fuses keystroke, mouse, and 

contextual features (including login location and time) to produce a real- time trust score. This score orchestrates step-

up challenges only when necessary, minimizing friction for legitimate users while elevating defenses against 

anomalous attempts. 

 

II. RELATED WORK 

 

A. Keystroke Dynamics 

Early keystroke methods modeled dwell/flight times statistically; modern approaches leverage RNNs (LSTM/GRU) to 

capture temporal dependencies and inter-key patterns, improving robustness to noise [3], [10]. 

B. Mouse Dynamics 

Mouse movement trajectories, acceleration profiles, and click intervals have been used for user differentiation. Al- 

though powerful, reliability may drop when interaction is brief at login [4]. 

C. Multimodal Fusion 

Fusing complementary modalities typically reduces EER and increases robustness [5], [6], [8]. Late-score fusion and 

calibrated stacking are common strategies to combine heterogeneous signals. 

D. Context-Aware and Risk-Based Authentication 

Contextual signals—device fingerprint, geolocation, time- of-day—enhance detection of anomalies and session 

hijacking attempts [?], [1], [7]. Risk-based scoring adapts friction according to uncertainty. 

E. Privacy-Preserving Behavioral Biometrics 

Privacy-aware pipelines employ encryption, anonymization, and decentralized training (federated learning) to protect 

sensitive behavior traces [14]. 
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III. SYSTEM DESIGN 

 

The framework integrates three information streams: (i) keystroke dynamics, (ii) mouse dynamics, and (iii) context 

(device, location of login, date/time of login). A policy engine translates a fused trust score into adaptive actions. 

 

A. Feature Capture 

Low-level hooks capture key down/up timestamps and mouse events at the login screen. Contextual metadata includes 

hashed device ID, coarse geolocation (city/region), network AS hints, and structured time (hour-of-day, week- 

day/weekend). 

 

 
Fig. 1: Proposed Adaptive Authentication Architecture. Streams: keystroke, mouse, and context flow through feature 

extractors and modality-specific models; a calibrated fusion layer outputs a trust score used by the policy engine to 

allow, step-up, or deny. 

 

B. Feature Extraction 

Keystroke: dwell (t↑ − t↓), flight (t↓ − t↑), digraph/tri- graph timings, error/backspace rates, typing speed, burstiness. 

Mouse: path length, curvature, average speed, acceleration, directional changes, click intervals. 

Context: device stability counters, sine/cosine time encodings, coarse location one-hot/embedding, historical login 

periodicity. 

 

C. Modeling 

Keystrokes: LSTM/GRU to model temporal sequences; Mouse: MLP or temporal CNN for short sequences; 

Context: gradient-boosted trees or RF for tabular signals. Each modality outputs calibrated probabilities sb, sm, sc ∈ [0, 

1] via Platt scaling or temperature scaling. 

 

D. Trust Score and Policy 

The final trust score T is: 

 

TABLE I: Performance Comparison of Authentication Approaches 

 

Method FAR(%) FRR(%) EER(%) Latency(ms) 

Password-only 8.1 0.5 6.2 5 

Keystroke-only 3.9 4.5 4.2 20 

Mouse-only 5.8 6.2 6.0 18 

Proposed Fusion 1.2 2.0 1.6 32 

 

C. Training and Calibration 

We split users into train/val/test ensuring impostor attempts never share a device with genuine attempts. Modality 

models are trained with balanced focal loss to handle class imbalance; probabilities are calibrated (temperature scaling) 

before fusion. 
 

D. Cold-Start Strategy 

We adopt a two-phase approach: (i) generic prior models trained on population-level patterns; (ii) rapid 

personalization through few-shot adaptation (prototypical networks or parameter-efficient fine-tuning) using the first k 

sessions. During this phase, step-up MFA is enforced. 
 

E. Adversarial and Replay Defenses 

We inject adversarial timing perturbations and simulated replay traces during training, and deploy one-class anomaly 

detectors on low-level event jitter to flag scripted inputs. 
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IV. EXPERIMENTAL SETUP 

 

A. Dataset and Protocol 

We evaluate on login sessions with genuine and impostor attempts. Each session collects keystrokes during credential 

entry, mouse events around UI focus, and context (device, location, time). Impostors use stolen credentials and 

scripted replays with timing noise. 

 

B. Baselines 

 

T = σ
 

wb · logit(sb) + wm · logit(sm) + wc · logit(sc) – θ 

 

Password-only (no behavior/context) 

• Keystroke-only (LSTM) 

with modality weights w· tuned on validation data. Thresholds govern outcomes: grant if T ≥ τallow; step-up if τstep ≤ 

T < τallow; deny if T < τstep. 

 

V. METHODOLOGY 

 

A. Preprocessing and Normalization 

To reduce device-induced variance, timings are winsorized and z-scored per-user; domain-invariant scaling normalizes 

for keyboard/mouse changes. Missing signals (e.g., no mouse movement) trigger confidence-aware fallback weighting. 

 

B. Context Encoding (Location and Time) 

Time-of-day and day-of-week are encoded by (sin, cos) pairs to preserve circular structure. Coarse location is 

embedded and regularized to prevent overfitting to a single place. A device-stability index penalizes sudden hardware 

changes. 

Mouse-only (MLP) 

• Post-login continuous authentication (behavior-only) 

C. Metrics 

We report FAR, FRR, EER, ROC-AUC, and end-to-end login latency. We also analyze step-up rate at fixed security 

targets and ablate context signals (remove location or time). 

 

VI. RESULTS AND DISCUSSION 

 

A. Overall Performance 

Table I compares methods. Our fusion achieves the lowest EER with modest latency overhead suitable for interactive 

logins. 

 

B. ROC Analysis 

Fig. 2 illustrates ROC curves; the fusion model dominates unimodal baselines across thresholds, indicating robust 

sepa- ration. 

 

 
Fig. 2: Example ROC curves: Fusion vs. unimodal baselines. 
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C. Ablation: Role of Location and Time 

Removing time-of-login features increases EER by ∼0.4% absolute; removing location increases EER by ∼0.6%, 

suggesting contextual cues capture regular routines and highlight anomalies such as unusual travel or time-zone shifts. 

 

D. Latency and Scalability 

Median added latency is 27–35 ms on commodity CPUs (no GPU). Quantization-aware training reduces inference 

time by 

∼30% with negligible accuracy loss. 

 

VII. LIMITATIONS AND PROPOSED SOLUTIONS 

 

Cold-start: limited history inflates FRR. Mitigation: few- shot adaptation with generic priors; stricter but temporary 

step- up MFA; scheduled re-calibration after k sessions. 

Environmental variability: hardware changes and stress affect dynamics. Mitigation: device-invariant normalization, 

domain adaptation, and periodic light retraining. 

Sparse login signals: short inputs limit evidence. Mitigation: lightweight micro-prompts (e.g., randomized phrase 

typing), richer context, and confidence-weighted fusion. 

Privacy: behavior traces are sensitive. Mitigation: AES-GCM encryption at rest/in transit, feature hashing, on-device 

featurization, federated learning with secure aggregation, and differential privacy noise on updates. 

Scalability/performance: deep models can add latency. Mitigation: model pruning/quantization, batching, ONNX 

runtime, and edge inference. 

Adversarial imitation: mimicry/replay remain threats. Mitigation: adversarial training, sensor-jitter consistency 

checks, and sequence-level anomaly scoring. 

 

VIII.      PEER REVIEW PERSPECTIVES 

 

A. Reasons to Accept 

(1) Addresses gaps in static/behavioral auth at login. (2) Multimodal fusion validated in literature reduces 

EER. (3)Real-time trust scoring adapts friction. (4) Uses non-intrusive signals without special hardware. (5) 

Conceptually grounded in established research. 

 

B. Reasons to Reject 

(1) Empirical results may be limited without full deployment. (2) Cold-start can hinder UX. (3) Sensitive to 

environment changes. (4) Sparse login signals reduce certainty. (5) Privacy and scale challenges require 

broader validation. 

 

IX. CONCLUSION 
 

We presented an adaptive authentication system that fuses keystroke, mouse, and contextual signals—explicitly 

including location of login and date/time of login—to compute a real- time trust score that orchestrates step-up 

challenges only when risk is elevated. Results indicate reduced EER and improved robustness compared to unimodal 

and password-only baselines at acceptable latency. Future work will extend few-shot person- alization, enhance 

adversarial defenses, and deploy federated training in production environments. 
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