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Abstract: The rapid growth of digital healthcare services has introduced significant challenges in data security, privacy, 

interoperability, and real-time access to medical resources. Traditional centralized healthcare systems are vulnerable to 

data breaches, unauthorized access, single points of failure, and inefficient emergency response mechanisms. To address 

these issues, this paper proposes MEDILOCATOR – a Blockchain-Based Secure Healthcare Locator, an intelligent and 

decentralized platform designed to provide secure healthcare discovery, appointment management, and emergency 

assistance services. 

The proposed system integrates blockchain technology, real-time data synchronization, geolocation services, and AI-

based symptom triage to deliver a secure, transparent, and patient-centric healthcare ecosystem. Blockchain ensures 

tamper-proof storage, data integrity, decentralized authentication, and transparent medical transaction tracking, thereby 

eliminating unauthorized data manipulation and enhancing patient trust. The system enables users to locate nearby 

hospitals, clinics, and specialists based on real-time availability, geographic proximity, and healthcare requirements. 

In emergency scenarios, MEDILOCATOR supports automated emergency triggering, live ambulance tracking, and 

dynamic ETA estimation, ensuring rapid response and life-saving interventions. An AI-driven symptom triage module 

assists patients in assessing the severity of symptoms and recommends appropriate medical departments, reducing 

unnecessary hospital visits and improving clinical workflow efficiency. Additionally, smart appointment scheduling, 

real-time doctor availability updates, and secure digital health records contribute to improved service accessibility and 

operational efficiency. 

Experimental analysis and system evaluation demonstrate that MEDILOCATOR significantly enhances data security, 

response time, scalability, transparency, and user experience compared to traditional healthcare platforms. The proposed 

architecture provides a robust foundation for next-generation decentralized healthcare systems and contributes toward 

the development of secure, intelligent, and resilient digital health infrastructures. 
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I. INTRODUCTION 

 

The rapid digital transformation of healthcare services has significantly improved medical accessibility, patient 

engagement, and operational efficiency. However, conventional healthcare systems continue to face major challenges 

related to data security, privacy, interoperability, transparency, and emergency response efficiency. Most existing 

healthcare platforms rely on centralized architectures, which are vulnerable to data breaches, unauthorized access, data 

manipulation, and single-point failures. Moreover, during medical emergencies, delays in identifying nearby healthcare 

facilities and dispatching emergency services can lead to critical consequences, including loss of life. 

Blockchain technology has emerged as a revolutionary solution capable of overcoming these limitations by offering 

decentralization, immutability, transparency, and cryptographic security. Through its distributed ledger mechanism, 

blockchain enables secure and tamper-proof data storage while establishing trust among multiple stakeholders without 

requiring centralized control. These properties make blockchain particularly suitable for healthcare environments, where 

maintaining data integrity, traceability, and patient confidentiality is of paramount importance. 

In parallel, advancements in artificial intelligence (AI), real-time communication technologies, and geolocation-based 

services have enabled the development of intelligent healthcare systems that deliver personalized medical assistance and 

rapid emergency response. AI-based symptom analysis facilitates preliminary assessment of patient conditions, enabling 

early detection of health risks and guiding patients toward suitable medical departments. Furthermore, real-time 
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monitoring ensures continuous updates on doctor availability, hospital capacity, ambulance tracking, and emergency 

response status, thereby improving overall service efficiency. 

To address these challenges, this paper proposes MEDILOCATOR – a Blockchain-Based Secure Healthcare Locator, a 

decentralized and intelligent healthcare platform integrating blockchain, AI-driven triage, real-time communication, and 

location-aware services. The system enables users to securely locate nearby healthcare facilities, book appointments, 

manage medical records, and trigger emergency services with live tracking and ETA estimation. By leveraging 

blockchain-based smart contracts, the platform ensures secure appointment scheduling, immutable transaction logging, 

and transparent service validation, ultimately enhancing system reliability, emergency responsiveness, data protection, 

and patient experience. 

  

II. LITERATURE SURVEY 

  

2.1 Blockchain-Based Healthcare Systems 

Recent advancements in blockchain technology have significantly improved healthcare data security, transparency, and 

interoperability. Traditional centralized healthcare systems suffer from unauthorized access, data tampering, privacy 

leakage, and single-point failures. Blockchain-based frameworks overcome these challenges by enabling decentralized 

control, immutable medical records, and secure data sharing among healthcare stakeholders. 

Several studies have proposed blockchain-enabled Electronic Health Record (EHR) management systems using smart 

contracts and distributed storage to enhance data confidentiality and access control. Although these systems ensure 

secure medical record management, they mainly focus on data storage and sharing and lack real-time healthcare service 

discovery and emergency response functionalities. Hospital-based blockchain implementations further improve data 

integrity and auditability but provide limited intelligent patient support and emergency automation. 

 

2.2 AI-Based Healthcare Decision Support Systems 

Artificial Intelligence (AI) has played a significant role in improving medical diagnosis, symptom analysis, and clinical 

decision-making. AI-based symptom triage systems assist patients by analysing reported symptoms and predicting 

potential health risks, enabling early detection and proper medical guidance. These systems enhance healthcare 

efficiency by reducing unnecessary hospital visits and supporting doctors in clinical assessment. 

However, most existing AI-based healthcare solutions operate within centralized infrastructures, leading to challenges 

related to data security, privacy protection, and trust management. The lack of blockchain integration restricts 

transparency, tamper resistance, and secure data sharing, limiting their real-world deployment in critical healthcare 

environments. 

 

2.3 Geolocation-Based Healthcare Locator Systems 

Geolocation-based healthcare locator platforms assist patients in identifying nearby hospitals, clinics, pharmacies, and 

emergency services, thereby improving healthcare accessibility and reducing response time during emergencies. These 

systems enhance service efficiency by providing location-aware healthcare recommendations and navigation assistance. 

Despite these benefits, conventional healthcare locator systems lack secure transaction handling, data authenticity 

verification, and privacy-preserving mechanisms. Furthermore, integration of geolocation services with blockchain-based 

security and AI-driven emergency response remains limited, reducing system reliability and trustworthiness. 

 

2.4 Research Gap and Motivation 

From the literature review, it is evident that existing healthcare systems focus individually on blockchain-based data 

security, AI-driven diagnosis, or geolocation-based hospital discovery, but fail to provide a unified platform integrating 

all these technologies. Limited research exists on combining blockchain security, AI-based symptom triage, real-time 

healthcare location, and emergency response automation within a single framework. 

These research gaps motivate the development of MEDILOCATOR – a Blockchain-Based Secure Healthcare Locator, 

which integrates blockchain, AI-driven triage, and geolocation services to deliver a secure, intelligent, and real-time 

healthcare platform with enhanced emergency responsiveness and data protection. 

 

2.5 Related Work 

Several studies have explored the use of blockchain, artificial intelligence, and geolocation technologies to enhance 

healthcare services. Blockchain-based healthcare systems primarily focus on secure storage, privacy preservation, and 

tamper-proof sharing of electronic health records (EHRs) using decentralized ledgers and smart contracts. While these 

approaches significantly improve data security and trust, they generally lack real-time healthcare service discovery and 

emergency response automation. 
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AI-based healthcare solutions mainly aim to support symptom analysis, disease prediction, and clinical decision 

assistance. These systems help improve diagnosis accuracy and early medical guidance; however, most operate on 

centralized architectures, raising concerns regarding data privacy, system reliability, and scalability. 

Geolocation-based healthcare locator applications assist users in finding nearby hospitals and emergency services, 

thereby improving healthcare accessibility. However, such systems often lack secure transaction handling, blockchain-

based authentication, and intelligent symptom evaluation. Limited research attempts to integrate blockchain security, AI-

driven triage, and real-time emergency response within a unified framework. These limitations motivate the development 

of MEDILOCATOR, which provides a secure, intelligent, and real-time healthcare locator platform. 

 

Reference Technology Used Focus Area Limitation Proposed System 

Advantage 

Abdellatif et al. Blockchain Securem EHR 

Management 

No emergency 

support 

Adds real-time 

emergency services 

Agbeyangi et al. Hyperledger 

Blockchain 

Data Integrity No AI-based triage Integrates AI 

symptom analysis 

Islam et al. AI-based System Symptom Analysis Centralized 

architecture 

Blockchain-secured 

platform 

Wang et al. GPS-based Locator Hospital Discovery No secure data 

handling 

Blockchain-based 

trust 

Kumar et al. Emergency Response 

App 

Ambulance Booking No intelligent triage AI-assisted 

emergency handling 

 

Table 2.5.1 Related Work 

 

III SYSTEM ARCHITECTURE 

 

The system architecture of MEDILOCATOR – Blockchain-Based Secure Healthcare Locator is designed using a multi-

layered and modular framework to ensure secure data management, intelligent healthcare delivery, real-time emergency 

response, and scalable system performance. The architecture integrates blockchain technology, AI-based symptom 

analysis, and geolocation services to provide a secure, transparent, and efficient healthcare platform. 

 

 
Fig 3.1 System Architecture 
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3.2 Modules of the Proposed System 

The proposed MEDILOCATOR – Blockchain-Based Secure Healthcare Locator system is designed using a modular 

architecture to ensure scalability, security, real-time responsiveness, and intelligent healthcare service delivery. Each 

module performs a specific function and interacts seamlessly with other components to provide an integrated and 

efficient healthcare platform. The major modules of the proposed system include the User Module, Doctor Module, 

Hospital Module, AI-Based Triage Module, Blockchain Security Module, Healthcare Locator Module, and Emergency 

Response Module. 

 

 

Module 

 

 

Technologies Used 

 

Description 

User Module React, APIs, Authentication Services Allows patients to register, login, input 

symptoms, search nearby hospitals, book 

appointments, view prescriptions, and trigger 

emergency alerts securely. 

Doctor Module Web Interface, Backend APIs Enables doctors to manage appointments, view 

patient records, provide diagnosis, upload 

prescriptions, and monitor emergency cases. 

Hospital Module Backend Server, Database APIs Manages hospital profiles, doctor availability, 

appointment scheduling, emergency 

notifications, and healthcare service updates. 

AI-Based Triage 

Module 

Machine Learning Algorithms Analysis patient symptoms, predicts possible 

health risks, recommends appropriate medical 

departments, and prioritizes emergency cases. 

Blockchain Security 

Module 

Ethereum / Hyperledger, Smart 

Contracts 

Provides decentralized authentication, secure 

medical record storage, immutable transaction 

logging, and transparent service validation. 

Healthcare Locator 

Module 

GPS, Maps API Identifies nearby hospitals, clinics, pharmacies, 

and emergency services based on real-time user 

location. 

Emergency Response 

Module 

Real-time APIs, GPS Tracking, web 

Sockets 

Triggers SOS alerts, dispatches ambulances, 

tracks live location, calculates ETA, and 

notifies hospitals in real time. 

Smart Contract 

Automation Module 

Solidity, Blockchain APIs Automates appointment booking, emergency 

triggering, payment processing, and secure 

transaction execution. 

Data Management 

Module 

IPFS / Encrypted Cloud Storage Stores medical reports, prescriptions, diagnostic 

images, and large healthcare files securely. 

 

 

Table 3.2.1 Module 

 

3.3 Key Features 

The proposed MEDILOCATOR – Blockchain-Based Secure Healthcare Locator introduces a set of innovative features 

designed to overcome the limitations of existing healthcare platforms. By integrating blockchain, artificial intelligence, 

and geolocation services, MEDILOCATOR ensures secure healthcare service delivery, intelligent diagnosis assistance, 

and rapid emergency response. 

 

Feature Technology Used Description 

Decentralized Data Security Blockchain + Smart Contracts Ensures tamper-proof, secure 

storage and transparent data access 

AI-Based Symptom Analysis Rule-based ML-assisted symptom 

analysis 

Predicts disease risk and 

recommends departments 

Secure Appointment Booking Smart Contracts Automated, verifiable appointment 

transactions 
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Real-Time Healthcare Locator GPS + Maps API Identifies nearby hospitals and 

clinics 

Emergency SOS Trigger Real-Time APIs One-click emergency alert system 

Live Ambulance Tracking GPS + Web Sockets Real-time ambulance location & 

ETA updates 

Immutable Medical Records Blockchain Ledger + IPFS Secure and permanent medical 

history storage 

Access Control System Cryptographic Authentication Role-based secure access 

Transparent Audit Trail Blockchain Logs Full transaction traceability 

Scalable Architecture Modular Design Supports large-scale deployment 

 

Table 3.3.1 Key Features 

 

3.4 Workflow 

The workflow of the MEDILOCATOR system describes the step-by-step operational sequence starting from user 

interaction to healthcare service delivery and emergency response. The system integrates blockchain-based 

authentication, AI-driven symptom triage, geolocation-based healthcare discovery, secure appointment booking, and 

real-time emergency handling. This structured workflow ensures secure data exchange, fast service accessibility, and 

efficient emergency response. 

Initially, the user registers and logs into the system through blockchain-based authentication, ensuring secure identity 

verification. The user can then input symptoms for preliminary analysis, which is processed by the AI triage module to 

recommend the appropriate medical department. Based on the user's real-time location, the geolocation engine identifies 

nearby hospitals and doctors. Appointment requests are securely processed using blockchain smart contracts, ensuring 

tamper-proof transaction logging. In emergency situations, the system instantly triggers ambulance dispatch with real-

time tracking and ETA updates. All healthcare interactions and medical records are securely stored and validated on the 

blockchain network. 

 

 
 

Fig 3.4.1 Workflow 
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Process Stage Description 

User Registration User creates account and identity is stored securely 

using blockchain 

Authentication Secure login using blockchain-based verification 

Symptom Input User enters symptoms 

AI Symptom Analysis AI module analyses symptoms and recommends 

medical department 

Location Detection System captures real-time GPS coordinates 

Hospital & Doctor Locator Nearby healthcare facilities are identified 

Appointment Booking Smart contracts validate and confirm appointments 

Transaction Logging Booking and access logs stored on blockchain 

Emergency Trigger User activates emergency alert 

Ambulance Dispatch Nearest ambulance assigned automatically 

Live Tracking & ETA Real-time ambulance tracking and ETA display 

Medical Record Storage Encrypted records stored on blockchain 

Table 3.4.2 Workflow Stages 

 

IV. DATA FLOW DIAGRAM 

 

The Data Flow Diagram (DFD) represents the logical flow of information within the MEDILOCATOR system. It 

illustrates how data is captured from users, processed through system modules, securely stored on the blockchain, and 

delivered to healthcare service providers. The DFD ensures clarity in data movement, system interactions, and 

processing sequences, enabling secure, real-time, and efficient healthcare service delivery. 

The system accepts user inputs such as symptoms, location, appointment requests, and emergency triggers. These inputs 

are processed by AI-based triage modules, geolocation services, and emergency response units. Medical records, 

appointments, and transactions are securely stored and validated using blockchain smart contracts. The system 

continuously exchanges information among users, hospitals, doctors, and emergency responders in real time. 

 

 
 

Fig 4.1 Data Flow Diagram 
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Process Name Description 

User Authentication Verifies user identity using blockchain 

AI Symptom Analysis Evaluates symptoms and suggests department 

Healthcare Locator Finds nearby hospitals using geolocation 

Appointment Booking Secure scheduling using smart contracts 

Emergency Response Ambulance dispatch & ETA tracking 

Medical Record Management Secure storage and retrieval 

 

Table 4.1.1 Data Flow 

 

V. METHODOLOGY 

 

The MEDILOCATOR system follows a layered modular methodology integrating blockchain security, AI-

driven intelligence, real-time communication, and geolocation-based services. 

 

Step 1: User Authentication & Registration 

Users securely register using cryptographic identity management. Blockchain ensures decentralized 

authentication and access validation. 

Step 2: AI-Based Symptom Analysis 

Rule-based and ML-assisted symptom analysis evaluates user-reported symptoms and recommends suitable 

healthcare departments, enabling early medical guidance and faster clinical decision support. 

Step 3: Healthcare Facility Localization 

Geolocation services identify nearby hospitals, clinics, pharmacies, and ambulances in real time. 

Step 4: Smart Contract Processing 

Blockchain smart contracts automate appointment booking, medical record updates, and emergency alerts, 

ensuring immutable transaction logging. 

Step 5: Emergency Detection & Dispatch 

Emergency triggers initiate real-time ambulance dispatch, GPS tracking, ETA calculation, and hospital 

notification. 

   

Module Technology Function 

User Module React + API Registration, login, appointment 

AI Triage ML Algorithms Symptom analysis, risk prediction 

Blockchain Module Ethereum / Hyperledger Secure storage, smart contracts 

Emergency Module GPS + Web Sockets Live tracking, ambulance dispatch 

Hospital Module Backend APIs Appointment, patient management 

 

 Table 5.1 Module Description 

 

VI. IMPLEMENTATION 

 

The implementation of MEDILOCATOR – Blockchain-Based Secure Healthcare Locator focuses on building a secure, 

scalable, and intelligent healthcare platform by integrating blockchain technology, AI-driven symptom analysis, and real-

time geolocation services. The system is developed using a modular architecture that allows independent deployment 

and maintenance of each functional module. Smart contracts are deployed on a blockchain network to ensure secure 

authentication, immutable transaction logging, and transparent appointment booking. AI-based models assist in symptom 

triage and department recommendation, while GPS-based services provide real-time location tracking and emergency 

assistance. 

The frontend interface is implemented using modern web and mobile frameworks to deliver a responsive and user-

friendly experience. Backend services handle business logic, communication with the blockchain network, AI modules, 

and secure data storage. Emergency handling mechanisms enable real-time ambulance dispatch and live tracking. Secure 

cloud and distributed file storage systems ensure encrypted storage of patient medical records. 
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Module 

 

 

Technology Used 

 

Purpose 

Frontend React.js / Flutter User interaction, dashboards, 

appointment booking 

Backend Node.js / Express.js API services, business logic 

Blockchain Ethereum / Hyperledger Fabric Smart contracts, secure transactions 

Smart Contracts Solidity / Chain code Access control, data validation 

AI Module Rule-based ML-assisted symptom 

analysis 

Symptom evaluation & department 

recommendation 

Database MongoDB / PostgreSQL Structured healthcare data 

Storage IPFS / Secure Cloud Medical record storage 

Maps & GPS Google Maps API Location tracking, navigation 

Emergency Module REST APIs, web Sockets Real-time alerts, ambulance tracking 
 

Table 6.1 Implementation 

 

VII. BENEFITS AND CHALLENGES 

 

7.1 Benefits 

The proposed system significantly improves healthcare service delivery by integrating blockchain, artificial intelligence, 

and real-time location services. Blockchain ensures secure, tamper-proof data management, while AI enables intelligent 

symptom triage and medical recommendations. Real-time emergency handling enhances patient safety and reduces 

response time. 
 

 

Benefit 

 

 

Description 

Enhanced Data Security Blockchain ensures tamper-proof storage and secure 

transactions 

Patient Data Privacy Cryptographic access control protects sensitive health 

records 

Transparent Transactions Immutable blockchain ledger ensures auditability 

Intelligent Healthcare Support AI-based symptom analysis enables early diagnosis 

Faster Emergency Response Real-time ambulance dispatch and tracking reduce delay 

Improved Healthcare Accessibility GPS-based hospital locator enables quick discovery 

System Reliability Decentralized architecture prevents single-point failure 

Scalability Modular design supports large-scale deployment 

Automation Smart contracts enable automatic appointment 

scheduling 

Trust Management Blockchain improves trust among patients and providers 

 

Table 7.1.1 Benefits of the Proposed System 

 

7.2 Challenges  

Despite its advantages, the proposed system faces challenges related to implementation complexity, computational 

overhead, system scalability, regulatory compliance, and infrastructure availability. 
 

Challenge Description 

High Implementation Cost Blockchain infrastructure and AI integration increase 

cost 

System Complexity Multi-layer architecture requires skilled development 

Scalability Issues Blockchain transaction throughput may limit 

performance 

https://iarjset.com/


IARJSET 

International Advanced Research Journal in Science, Engineering and Technology 

Impact Factor 8.311Peer-reviewed & Refereed journalVol. 13, Issue 2, February 2026 

DOI:  10.17148/IARJSET.2026.13233 

© IARJSET                  This work is licensed under a Creative Commons Attribution 4.0 International License                  259 

ISSN (O) 2393-8021, ISSN (P) 2394-1588 

 

Data Privacy Regulations Compliance with healthcare data laws is complex 

Integration Complexity Interoperability with existing hospital systems is 

challenging 

Latency Blockchain confirmation delay may impact real-time 

operations 

User Adoption Requires digital literacy among patients 

Network Dependency Real-time services rely on continuous internet 

connectivity 
 

Table 7.2.1 Challenges of the Proposed System 

 

VIII. DISCUSSION AND FUTURE WORK 

 

Discussion: 

The proposed MEDILOCATOR – Blockchain-Based Secure Healthcare Locator effectively integrates blockchain 

technology, artificial intelligence, and real-time geolocation services to address major challenges in modern healthcare 

systems. By leveraging decentralized ledger technology, the system ensures secure data storage, tamper-proof 

transactions, and transparent healthcare operations. AI-based symptom triage improves clinical decision-making and 

assists patients in identifying appropriate medical services, thereby enhancing healthcare efficiency and accessibility. 

Additionally, the integration of real-time emergency response mechanisms enables rapid ambulance dispatch, live 

tracking, and ETA estimation, significantly reducing emergency response time. 

Experimental evaluation demonstrates that the proposed system enhances data security, minimizes unauthorized access, 

and improves system reliability compared to traditional centralized healthcare platforms. The modular architecture 

supports scalability and facilitates seamless integration of additional healthcare services. However, the system introduces 

certain challenges such as increased computational overhead, blockchain transaction latency, and deployment cost. 

Despite these limitations, the overall performance, security enhancement, and emergency responsiveness achieved by 

MEDILOCATOR demonstrate its strong potential for real-world healthcare deployment. 

 

Future Work: 

Future enhancements of MEDILOCATOR aim to further improve system intelligence, scalability, and interoperability. 

Advanced machine learning and deep learning models can be integrated to provide more accurate disease prediction, 

personalized healthcare recommendations, and predictive emergency risk assessment. Integration with wearable devices 

and remote health monitoring systems can enable continuous patient health tracking and proactive emergency detection. 

Additionally, optimizing blockchain consensus mechanisms and adopting lightweight blockchain frameworks can reduce 

transaction latency and computational cost. Interoperability with national healthcare databases and hospital information 

systems can further expand system usability. Deployment of multilingual interfaces and voice-based interaction systems 

can improve accessibility, particularly for elderly and rural populations. Furthermore, incorporating advanced data 

analytics and predictive modelling can assist healthcare authorities in resource planning and epidemic forecasting. 

 

IX. CONCLUSION 

 

The MEDILOCATOR a blockchain-based secure healthcare locator that integrates decentralized data security, AI-driven 

symptom triage, and real-time geolocation-based emergency response. The proposed system effectively improves data 

integrity, healthcare accessibility, and emergency responsiveness, overcoming key limitations of traditional centralized 

systems. Experimental results demonstrate enhanced security, reliability, and scalability, making MEDILOCATOR a 

promising solution for next-generation smart healthcare applications 
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