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Abstract: The internet and social media have really changed the way we make and share information. We can talk to 

people faster. Reach people all around the world. There is a bad side to this. It is easy for fake news to spread. Fake news 

is when someone makes up a story or lies, on purpose. Says it is real news. They do this to trick people. When fake news 

spreads quickly it can cause a lot of problems. These problems include people not agreeing on things not trusting each 

other being upset and angry and fake news can even affect how our countries are run. Fake news is a deal because it can 

really hurt people and communities. The spread of news can lead to people not trusting the news at all and it can also 

lead to people fighting with each other. Fake news is a problem that we need to worry about because it can affect our 

societies and our democratic systems. The old way of checking facts by hand is good.Fake news detection systems that 

use intelligence look at news to see if it is real or not. They use machine learning and other things like learning and natural 

language processing to do this. These systems look at a lot of news stories that are labeled as real or fake to learn what 

makes them different.They learned from ways of doing things like Logistic Regression and other methods to figure out 

what makes news fake. They looked at things like how the newss written and what words are used to decide if it is real 

or not. We have made a lot of progress.This is a problem because we need to be able to trust intelligence systems and 

understand how they work.Nevertheless, AI-based fake news detection systems offer substantial societal benefits. They 

support content moderation, assist journalists in verification, and help protect public discourse. Future research aims to 

improve model robustness, enhance explainability, and strengthen collaboration between human experts and AI systems.  
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I. INTRODUCTION 

 

Digital media platforms and social networking sites are really changing how we find out things quickly. Now people can  

create something. Put it on digital media platforms and social networking sites and share it with the whole world in just 

a few seconds.I think digital media platforms and social networking sites are great because they let people express what 

they think and they make it easy to learn things. They make it easy for false information and fake news to spread quickly 

on digital media platforms and social networking sites. This is a problem for digital media platforms and social 

networking sites because it can be hard to know what is true and what is not, on digital media platforms and social 

networking sites. Fake news is when people come up with made up stories or they change things around on purpose.   

 

This is done so that people will believe something that's actually not true. The people who make news want to change the 

way people think about certain things. They want to make people believe things that're not real so they can make money 

or cause problems.  

 

 Fake news looks like news but it is not true at all. The main goal of news is to influence what people think and believe 

about things. Fake news is used to make people think ways, about things that are not really true. Fake news is an issue 

because it can be very misleading. People need to be careful when they read or hear news so they do not believe the news. 

The way social media works is an issue. Social media platforms have things that decide what we see. Traditional fact-

checking methods depend on people who're experts, in this field to check if the information is true. This way of doing 

things takes a lot of time. The factchecking methods are not enough to deal with the amount of digital content that is 

created every day. Traditional fact-checking methods need to be improved because digital content is created quickly.  

  

Fake news gets shared quickly because social media platforms make it look more exciting than news. This is something 

we should be worried about, with fake news and social media platforms being a problem. We need to think about media 

and fake news when we are using social media because social media and fake news are a big problem that we need to 

think about.  
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II. UNDERSTANDING FAKE NEWS 

 

Fake news, therefore, is false information, which has been deliberately produced. It resembles true news reporting. Fake  

news aims to trick people, unlike mistakes made by journalists. The rise of online media outlets and social networking 

sites has made it simpler for fake news to reach many people, hence the popularity of this kind of news. Fake news can 

be of various forms, all with different purposes.  

 

1.) Clickbait Headlines   

The headlines of clickbait articles or websites are usually sensationalized and exaggerated and are used primarily to attain 

maximum user interest and make them click on a link. Although clickbait articles sometimes exhibit partial truths, the 

information is entirely misleading and is used to attract more users and gain more money from online advertisements. 

The chief aim of clickbait articles and websites is not to disseminate such information to the users, but to attain maximum 

web traffic. Many websites featuring fake news use clickbait techniques to gain more money from online advertisements. 

Hence, the information presented is usually not well-researched and is entirely a lie. Users who only read the headlines 

of articles, such as on social media platforms, often become victims of the misleading information presented under a 

sensationalized headline and assume it to be true.  

 

2.)  Political Propaganda   

 Political propaganda is possibly the most harmful type of fake news because of its potential influence on democratic 

processes. Political propaganda is, by definition, fake news that has been specifically fabricated to propagate any 

particular political agenda, party, ideology, or political figure. AI-based detection techniques are challenged by political 

propaganda because they may sometimes contain certain truths that are mixed along with lies. They are often closely 

associated with or mimic political reporting, making their identification as fake news intellectually challenging. However, 

the influence of political propaganda can sometimes be attributed to social media sites that concentrate on user 

engagement and sharing, often to such an extent that it creates "echo chambers," or sites that exhibit repeatedly similar 

views that are reinforced to users based on their original messages, always influencing them to stick to their original 

beliefs. This means that AI-based detection techniques must look not only at content but also at propagation to identify 

political propaganda-based fake news.  

 

3.) Satirical Content Misinterpreted as Real News   

 Satirical news is created solely for entertainment, and its purpose is to invoke comedy, irony, or exaggeration to comment 

on happenings in the real world. Important satirical news sites are filled with content that is purely fictional and believed 

to be plausible when considered in the context of humour. They incorrectly assume that the content will be recognized as 

funny by everybody. There has to be an appropriate differentiation between such satirical news and fake news, as both 

may contain completely unrealistic claims. However, deciding on satirical news and distinguishing it from fake news is 

particularly challenging since both of them may include similar linguistic features such as exaggeration, absurdity, and 

unconventional writing. Satire does not attempt to fool anyone into believing anything false. The failure to identify 

satirical news may lead to false positives, indicating the significance of appropriate and balanced AI models.  

 

4.) Manipulated Images or Videos   

 These images and videos, therefore, depict a highly deceptive and technologically advanced form of fake news. With the 

emergence of software that can edit images, it is now possible to draw an image or create a video, which can then be 

manipulated and presented to deceive. A manipulated image/video contains the potential to evoke certain emotions; 

hence, it can further contribute to the spread of false information. A manipulated image, similar to a video, constitutes a 

progressing menace in relation to maintaining the authenticity and accuracy of information. With the emergence of 

technologically advanced tools like artificial intelligence, it is now possible to generate fake images, and this factor, 

therefore, has further enhanced the potential relating to the abuse of fake images as a form of manipulated multimedia. 

In addition, AI technologies like forensic analysis, face recognition, and other detection tools, which can be employed to 

detect manipulated images, have been highly essential in recognizing and effectively fighting this form of fake news. 

Since software involved in manipulation is constantly evolving, the ever-pressing question, therefore, remains to upgrade 

the detection tools to avert this menace.  

   

5.) Purpose and Impact of Fake News   

The main aim of creating fake news is to trick the readers and shape their opinions for political or financial gain. The  

creators of fake news rely on various psychological tricks and tricks of the mind to trick the target audience. Over time, 

because of the high occurrence of fake news, the common man loses trust in the real news presented to them. To create 

an efficient system to detect fake news using AI, it is necessary to get knowledge about the various kinds of fake news 

prevailing online. Information fatigue is a common problem faced by users because of the high occurrence of fake news 

https://iarjset.com/


IARJSET 

International Advanced Research Journal in Science, Engineering and Technology 

Impact Factor 8.311Peer-reviewed & Refereed journalVol. 13, Issue 2, February 2026 

DOI:  10.17148/IARJSET.2026.13238 

© IARJSET                  This work is licensed under a Creative Commons Attribution 4.0 International License                  291 

ISSN (O) 2393-8021, ISSN (P) 2394-1588 

 

Hence, it is essential to create an efficient system to detect fake news using AI techniques, which can help in regaining 

the trust of users and promoting healthy discussions and informed decisions among users. The AI-based system for 

detecting fake news will work efficiently and promote the integrity of information among users.  

 

III. ROLE OF ARTIFICIAL INTELLIGENCE IN FAKE NEWS DETECTION 

 

AI has a major role to play in solving the problem of fake news since it can scan any amount of content on the Internet 

efficiently. Machine learning and NLP techniques are employed by AI-based systems to analyze any content and draw 

patterns, amongst other factors, that would identify any particular content as original or false. Unlike traditional systems, 

AI systems can adapt to new techniques used for generating fake news. This is an added advantage for AI systems over 

traditional systems, which enables AI systems to identify fake news in real time and, hence, they can be of utmost 

importance to solve the issue of fake news.  

 

1.) Machine Learning Techniques   

 The machine learning methods form the primary basis for the development of all fake news detection systems. These 

systems make use of data sets, which contain genuine and fake news. With these systems, several differentiating factors 

like word frequency, sentence length, grammatical content, emotional messages, and writing style can be identified. A 

prominent machine learning method is Logistic Regression. This is a simple method with smooth interpretability. It makes 

use of several factors and reaches a verdict on the possibility of the news being fake. The Neural Networks facilitate 

complex non-linear relationships, which make the machine learning methods all the more productive. These methods are 

highly accurate, and the success of all these methods depends upon the relevant data sets used. Inconsistent data sets have 

a negative influence on the models.  

 

2.) Logistic Regression   

 Logistic Regression is one of the most common machine learning algorithms used for solving binary classification 

problems, and hence it is suitable for fake news detection since its output is mostly classified as either real or fake. Its 

basic functionality is to determine the probability of a particular news article, based on the specific input features such as 

frequency, sentiment, and sentence length, belonging to a specific class. Even though it is based on a linear assumption, 

it is computationally efficient and is commonly applied as a baseline model for fake news detection.  

 

3.) Naïve Bayes   

 Naïve Bayes: The probabilistic classifier was based on Bayes' theorem and the assumption of conditional independence 

among features. In fake news detection, it computes the probability of certain words or phrases being unique for either 

fake or real news articles. Despite its "naïve" assumption, the algorithm works very well in text classification tasks 

because, by its nature, words are independent in most cases. Naïve Bayes is extremely efficient, does not require a lot of 

training data, and works well with huge amounts of vocabulary, which is another reason it was widely used in early-stage 

fake news detection models.  

 

4.) Support Vector Machines (SVM)   

 Support Vector Machines are effective supervised learning algorithms that segregate data based on findings of the optimal 

decision boundary, or hyperplane, which best discriminates between different classes. In the domain of fake news 

detection, SVMs work well in high-dimensional feature spaces derived from text vectorization techniques like TF-IDF. 

SVMs are quite successful in cases where the differentiation between real and fake news remains a bit non-apparent, in 

other words, complex. Since it is equipped with kernel functions, SVM can deal with nonlinear relationships as well, 

thereby improving the accuracy of classification. SVMs can get computationally intensive for large datasets.  

  

5.) Decision Trees   

Decision Trees are classification tools that work based on learning decision rules from the values of features learned from  

the data. In fake news detection, for instance, given features may be used as follows by the decision tree to classify any 

given data: emotional tone, length of text, or source of news. Decision Trees are important because they are easy to 

visualize and understand, meaning that certain features are important for classification based on them. However, they are 

also vulnerable to overfitting, which affects their overall performance or ability to generalize well.  

 

6.) Neural Networks  

Neural Networks are advanced machine learning models inspired by the structure of the human brain. They consist of 

interconnected layers of artificial neurons that learn complex patterns through training. While neural networks offer high 

accuracy, they require substantial computational resources and large datasets and are often criticized for their lack of 

interpretability.  
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IV. NATURAL LANGUAGE PROCESSING (NLP) 

 

 Natural Language Processing (NLP) enables AI systems to understand and analyse human language effectively. In fake 

news detection, NLP techniques extract important linguistic and semantic features from textual content. Basic 

preprocessing steps such as tokenization, text cleaning, and stop-word removal help improve model performance by 

reducing noise. Techniques like sentiment analysis detect emotional tone, which is often exaggerated in fake news, while 

part-of-speech tagging and semantic analysis help identify grammatical patterns and contextual meaning within the text. 

Advanced deep learning models further improve detection accuracy. Long Short-Term Memory (LSTM) networks 

capture sequential and contextual dependencies in text, enabling better understanding of narrative flow. Transformer-

based models such as BERT use attention mechanisms to analyze word relationships more effectively, allowing them to 

detect subtle contextual cues and misleading patterns. Compared to traditional machine learning methods, these models 

provide more accurate and robust fake news classification.  

 

1.) Tokenization and Text cleaning  

 Tokenization and text cleaning are critical stages in the natural language processing cycle that aid in transforming raw 

input data into a more structured and machine-understandable format. Tokenization, as explained earlier, refers to 

extracting text data into individual units, including words and sentences. By tokenizing and cleaning data, the AI neural 

network model becomes more efficient and accurate in detecting fake news as the input data will be less complex.  

 

2.) Sentiment Analysis   

 Sentiment analysis is applied to discover the emotional tone assigned to a piece of information contained in a news 

article. It focuses on ascertaining whether the information provided is positive, negative, or neutral in sentiment. 

Emotionally charged language is frequently found in fake news articles to evoke significant responses, including fear, 

anger, and excitement, from readers. Through sentiment awareness, it becomes easy to differentiate fake from real news.  

 

3.) Part-of-Speech Tagging   

 Parts of speech tagging, on the other hand, categorizes each word of the text into one of the grammatical categories like 

nouns, verbs, adjectives, adverbs, etc. Fake news content usually has peculiar grammatical use, a large number of 

adjectives, or even attempt to persuade the readers. Parts of speech tagging can reveal this kind of information, which 

proves to be essential in the classification of the fake news.  

 

4.)  Semantic Analysis  

 In semantic analysis, special emphasis is placed on the analysis of the meaning and relationships between words, phrases, 

and sentences in a given text. In the context of detecting fake news, semantic analysis assists in the identification of 

inconsistencies, contradictions, and fallacies, which might otherwise go unnoticed during keyword-based analysis. In 

summary, semantic analysis helps AI systems detect different types of misinformation and make the process of fake news 

detection more accurate.  

  

V. LITERATURE REVIEW 

 

Natural Language Processing (NLP) enables AI systems to understand and analyze human language effectively. In fake  

news detection, NLP techniques extract important linguistic and semantic features from textual content. Basic 

preprocessing steps such as tokenization, text cleaning, and stop-word removal help improve model performance by 

reducing noise. Techniques like sentiment analysis detect emotional tone, which is often exaggerated in fake news, while 

part-of-speech tagging and semantic analysis help identify grammatical patterns and contextual meaning within the text. 

Advanced deep learning models further improve detection accuracy. Long Short-Term Memory (LSTM) networks 

capture sequential and contextual dependencies in text, enabling better understanding of narrative flow. Transformer-

based models such as BERT use attention mechanisms to analyse word relationships more effectively, allowing them to 

detect subtle contextual cues and misleading patterns. Compared to traditional machine learning methods, these models 

provide more accurate and robust fake news classification.  

  

VI. METHODOLOGY 

 

The methodology for this fake news detection project involves a structured approach that integrates data collection, 

preprocessing, feature extraction, model training, and evaluation. By leveraging Natural Language Processing (NLP) and 

machine learning techniques, the system is designed to classify news articles as either "Fake" or "True" with high 

accuracy. The following steps outline the methodology used in this project:  
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1.) Data Collection  

The first step in the project is gathering a labeled dataset containing both real and fake news articles. Reliable datasets, 

such as the "Fake News Dataset" from Kaggle, are used for this purpose. The dataset includes headlines, news content, 

and labels that indicate whether an article is genuine or false.  

 

2.) Data Preprocessing  

To enhance the quality of the dataset and prepare it for model training, various preprocessing techniques are applied:  

• Removing Stop words: Common words such as "the," "is," and "and" that do not contribute to meaning are removed.   

• Lowercasing: All text is converted to lowercase to ensure uniformity.   

• Tokenization: Text is split into individual words or tokens.   

• Stemming/Lemmatization: Words are reduced to their root forms to standardize variations (e.g., "running" → "run").   

• Removing Special Characters and Punctuation: Symbols and numbers that do not contribute to meaning are eliminated.   

 

3.) Feature Extraction  

Since machine learning models cannot processraw text, numerical representations of text data are created using the 

following techniques:   

• TF-IDF (Term Frequency-Inverse Document Frequency): This method assigns importance to words based on their 

frequency in the document relative to the entire dataset.   

• Bag of Words (BoW): A matrix representation of word occurrences in documents  

 

4.) Model Selection and Training  

 A logistic regression model is chosen for its efficiency in binary classification tasks. The dataset is split into training and 

testing sets, ensuring that the model generalizes well to unseen data. The training phase involves feeding the processed 

text into the model, allowing it to learn patterns associated with fake and real news articles.   

 

5.) Model Evaluation  

To assess the performance of the model, the following evaluation metrics are used:  

•  Accuracy: Measures overall correctness of predictions.   

• Precision: Determines the proportion of correctly identified fake news articles.   

• Recall: Evaluates the model’s ability to identify all fake news articles.   

• F1-Score: A harmonic mean of precision and recall for balanced performance assessment.   

 

6.) Exploratory Data Analysis (EDA)  

EDA is conducted to understand patterns in fake and real news. Techniques such as word frequency visualization, 

sentiment analysis, and Named Entity Recognition (NER) help identify distinguishing factors between true and false 

articles.   

 

7.) Deployment and Future Enhancements  

The final model can be deployed as a web-based application using Flask or integrated with social media platforms for 

real-time fake news detection. Future improvements may involve using deep learning models like LSTM or BERT for 

better accuracy and real-time verification APIs for cross-referencing information with trusted sources.By following this 

methodology. Exploratory Data Analysis (EDA) is also conducted to gain deeper insights into the dataset. This includes 

visualizing word frequency distributions, sentiment analysis, and other textual features that help distinguish fake news 

from authentic reports. the project aimsto develop an effective and scalable system for detecting fake news, Various NLP 

techniques, including tokenization, stemming, and vectorization, are applied to transform the textual data into a format 

suitable for machine learning models.  

  

VII. CONCLUSION 

  

 Artificial Intelligence has become a powerful tool in the fight against fake news. With the rapid growth of the internet 

and social media, misinformation spreads quickly and can influence public opinion, damage trust, and threaten 

democratic systems. Traditional fact-checking methods, while important, are often too slow to handle the large volume 

of online content. AI based fake news detection systems use machine learning algorithms and natural language processing 

techniques to analyze news content, writing patterns, and word usage. Models such as Logistic Regression and other 

classification methods help distinguish between real and fake information. These systems can process vast amounts of 

data efficiently and support journalists, content moderators, and platforms in identifying misleading information. 

However, challenges remain. AI systems must be transparent, accurate, and free from bias. It is important to improve 

model explainability so users can understand how decisions are made. Human oversight is also necessary to ensure 
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fairness and reliability.In conclusion, AI plays a significant role in detecting fake news and protecting public discourse. 

While it is not a complete solution on its own, combining AI technologies with human expertise offers a promising 

approach to reducing misinformation and strengthening trust in digital information systems.  
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